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AFFIDAVIT OF DUNCAN A. BUELL

DUNCAN A. BUELL, being duly sworn, deposes and says the following under
penalty of perjury.

1. I'am a professor of Computer Science and Engineering at the University of
South Carolina. I submit this affidavit in support of the petition to void the June 20, 2017,
election and to prohibit further use of Georgia’s current DRE voting system..

2. In my opinion, the Diebold electronic voting system used in Georgia is
vulnerable both to malicious interference and inadvertent error. The Diebold system in
general has been put under technical scrutiny several times by technical experts, and each
time there have been multiple concerns raised about security and reliability. In fact, each
laboratory attempt to compromise DRE systems to change votes has been successful.

3. The possible stamp of approval (for a modified system?) given by the
Kennesaw State University (KSU) Center for Election Systems (CES) does not in my
opinion mitigate for use in Georgia the known flaws of the system. Indeed, the recent
reports from the Kim Zetter article for Politico seem to demonstrate that the KSU CES
has been either unable or unwilling to address security, privacy, and integrity issues even
when they have been privately disclosed to the CES by credible cybersecurity
professionals. The fact that the FOIA request of Mr. Garland Favorito yielded only three
emails between CES and Mr. Logan Lamb and Mr. Christopher Grayson suggests further
that CES might not have been taking seriously the security threats that were pointed out

by Lamb and Grayson.
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Qualifications and Relevant Employment History
4. In 1971, T earned a B.S. in Mathematics from the University of Arizona.
The following year, I earned an M.A. in Mathematics from the University of Michigan.
In 1976, 1 earned a doctorate in Mathematics, with an emphasis in number theory, from
the University of Illinois at Chicago. A copy of my resume is available on my university

website at http://www.cse.sc.edu/duncanbuell.

5. Since 2000, I have been a Professor in the Department of Computer
Science and Engineering at the University of South Carolina. From 2000 to 2009, [
served as Chair of that department. During 2005-2006, I served as Interim Dean of the
College ot Engineering and Information Technology at the University of South Carolina.
In my management capacity as department chair, my duties also inciuded the
management of the college’s information technology staff and its network and computer
center, which included 9 instructional labs with approximately 250 desktop computers, |
was also responsible for the management and operation of cluster computers, file and
mail servers, and the college’s network infrastructure.

6. Prior to 2000, I was for just under 15 years employed (with various job
titles and duties) at the Supercomputing Research Center (later named the Center for
Computing Sciences) of the Institute for Defense Analyses, a Federally Funded Research
and Development Center (FFRDC) supporting the National Security Agency. Our
mission at SRC/CCS was primarily to conduct research on high performance computing
systems and computational mathematics to ensure that those computing systems would

be suitable for use by NSA, since the NSA workload has technical characteristics
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different from most high-end computations like weather modeling. While at IDA 1 played
a leading role in a group that received a Meritorious Unit Citation from Director of
Central Intelligence George Tenet for what was then “the largest single computation ever
made” in the U.S. intelligence community.

7. In 2013, I was elected a Fellow of the American Association for the
Advancement of Science. In 2016, T was appointed to the NCR Chair in Computer
Science and Engineering at the University of South Carolina.

8. My current research interests include electronic voting systems, digital
humanities, high performance computing applications, paraltel algorithms and
architecture, computer security, computational number theory, and information retrieval.
Over the past 40 years, I have published articles in peer-reviewed journals and/or lectured
on each of these topics.

9. Since about 2004 I have been working with the League of Women Voters
of South Carolina (I.WVSC) as an unpaid consultant on the issue of electronic voting
machines. South Carolina uses statewide the ES&S iVotronic terminals and the
corresponding Unity software. Beginning in summer 2010, I worked with citizen
volunteer activists Frank Heindel, Chip Moore, Eleanor Hare, and Barbara Zia on
acquisition by FOIA of the election data from the November 2010 general elections in
South Carolina and on the analysis of that data. That work, based on data we acquired by
FOIA, culminated in an academic paper that was presented at the annual USENIX
EVT/WOTE (Electronic Voting Technology Workshop/Workshop on Trustworthy

Elections) conference in August 2011, My work with the LWVSC has continued, When
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the state of South Carolina acquired the 2010 election data from the counties and posted
it on the SCSEC website, I analyzed that data as well. I have obtained and analyzed the
data from the 2012, 2014, and 2016 elections in South Carolina, and I have also analyzed
ES&S DRE-voting system data in more limited quantities from Colorado, North

Carolina, Pennsylvania, and Texas.

Basis for My Opinions

10. I base the opinions in this affidavit on my knowledge, skill, training,
education, and experience: I have been programming computers for more than 45 years
and have been employed as a computer scientist for more than 35 years, working with
computers and computer applications and operations and management of large computer
networks, including file and mail servers that utilize the Internet.

11. I'have also used for my opinions a review of the documents surrounding the
KSU CES hack in Spring 2017, including the report attached to an email on 24 April

2017 from Stephen Gay to Merle King.

The Diebold Election System Was Unacceptable for Use in the CD6 Election
Held 20 June 2017

12, I'begin with the fact that the security, reliability, and software quality flaws
of the standard Diebold election system are well known to evetyone in the computer
security world who has an interest in election systems. The letter from Georgia citizens to

Secretary of State (SoS) Brian Kemp on 10 May 2017 cites the security analysis of
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Felcman, Halderman, and Felten. The GEMS central server software analysis by Ryan
and Hoke, cited in the same letter, shows flaws in the central server. The fact that al
analyses of the “standard” Diebold election system, even operated in intended conditions,
have found major flaws should cause all Georgia voters to have grave concerns as to
whether the known failings and vulnerabilities have been mitigated for use in Georgia
elections,

13.  Evidence indicates that the April 18 and June 20 Special Elections were
conducted using a “non-standard” customized Diebold DRE voting system, with an
unusual configuration, not tested by a federally accredited laboratory.

14.  Even more alarming is the fact that the CES server containing crucial
election programming files was known to be open to entry and manipulation in August
2016, and this glaring security problem had not been corrected even as late as March 1,
2017.

15. We must assume that the failure to secure the system and its data caused the
already unreliable and unfit system unquestionably to be vulnerable to undetected attack.
The system must be considered compromised and it is only prudent that the system must
be considered to have been compromised from August 2016 through March 2017, and
shouid not be used to conduct a public election.

16. It has been well-established in the computer security world that the Diebold
election system, as configured for “standard” use, is unfit for use due to security and
reliability concerns. In my letter/request to Secretary Kemp, serving as a technical

advisor to the citizens of Georgia who had petitioned for the non-use of the Diebold



G I 177 o AZZHDANT  [Dommumentt26H23 Fies BT e 261 aif 25

systems in the 20 June 2017 election, I asked for responses to the questions of security
and reliability. If the standard system had been modified by CES, and that system had
been re-certified, and one could rely upon the security credentials of the KSU CES, then
one might have some limited confidence in the suitability of the Diebold system for use
in elections in Georgia.

17, The response from Secretary Kemp has been tepid at best. His letter of June
5, 2017, does not address technical questions, and does not really address the questions
posed by the electors of Georgia in their original request to him.

18.  To be specific, the report of 18 April 2017, attached to Mr. Gay’s email to
Merle King, is damning in what it says and what it does not say. What we see as
“successes” are only that the response to a security incident went well. This is essentially
the statement that when law enforcement officials arrived at the barn, they found the door
closed, and they found no horses inside the barn, but they had arrived quickly.

19.  We see a number of issues in the 18 April 2017 report that indicate that the
KSU CES security protocols were insufficient, and we find no commentary on any of
those protocols that might have mitigated the damage.

20. T do not see that there are technical comments about successful, or positive,
security measures that would have mitigated the potential damage done by the fact that
the CES system was apparently open to attack for an extended period by any determined
actor.

21.  Indeed, the report can be read to suggest that the CES was not following

some of the most basic security practices taught to all undergraduates in a computer
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security course. Issues 1 and 8, under “Opportunities for Improvement”, for example, cite
a poor understanding of risk and of asset value on a main server and a failure to perform a
security assessment. This apparent failure to kiow and to understand basic principles of
security would not be inconsistent with Mr. Lamb’s account that sensitive data was still
openly available months after he had notified CES of this major security problem.

22.  We come to the bottom line. We know, because it has been shown
repeatedly, that the Diebold system as it is standardly configured, has major flaws. We
would believe, based on our knowledge of process in Georgia, that it is the responsibility
of the KSU CES to mitigate (or perhaps even remove?) these major flaws, But we do not
see, in the report regarding the operational practices of the CES, that there is reason to
believe that they have in fact mitigated the known flaws, produced a system that has been
federally or state certified, and provided to the citizens of Georgia an election system in
which they can be confident. For these reasons, the voting system in use cannot
reasonably be approved as “safe and accurate for use” as required by Georgia statute,

23.  For these reasons, I would argue that the Diebold system ought not be used
in elections unless and until a complete security analysis has been performed on the
software and hardware and a complete verification and integrity check has been made of
the databases, including voter registration databases. Nor should the reported results
generated by the system be relied on for a determination of the outcome of the June 20

special election.

24.  Taffirm that the foregoing is true and correct. M
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DUNCAN BUELL Date

Sworn before me this 29th day of June, 2017, in _ Columbio , SCr

NOTARY PUBLIC V¥






