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VI DEOTAPED DEPOSI TI ON OF
M CHAEL BARNES
June 27, 2019
THE VI DEOGRAPHER: Today's date is
June 27th, 2019 and the tine is 10:09 a. m
This will be the videotaped deposition of
M chael Barnes. Wuld counsel please identify
t henmsel ves for the record after which the court
reporter will swear in the wtness.
MR. BROWN: Bruce Brown representing the
Coalition plaintiffs.
MR. BRODY. David Brody representing the
Coalition plaintiffs.
MS. BENTROTT: Jane Bentrott representing
the Curling plaintiffs.
MR. TYSON: Bryan Tyson, Taylor Engli sh,
representing the State defendants.
MR. JACOUTOT: Bryan Jacoutot, Tayl or
English, representing the State defendants.

M5. BURWELL: Kaye Burwell, Fulton County.

M CHAEL BARNES,

call ed as a witness, having been duly sworn

by a Notary Public, was exam ned and testified as

foll ows:
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EXAM NATI ON
BY MR. BROM:

Q Pl ease state your full name for the record.

A. M chael Leon Barnes.

Q. M. Barnes, ny nane is Bruce Brown. W\
have net.

What is your current position?

A. | amcurrently enployed with the Secretary
of State's office where | serve as the Director for
the Center for Election Systens.

Q How | ong have you been the Director of the
Center of Election -- for Election Systens?

A. At the Secretary of State's office, |
started back with the Secretary of State's office on
January 1 of 2018.

Q And what did you do before January 1, 20187

A. Prior to nmoving back to the Secretary of
State's office, | was the Director for the Center for
El ecti on Systens at Kennesaw State University where |
was enpl oyed by Kennesaw State from June 2005 t hrough
Decenber 31st, 2017.

Q And focusing on your tenure at KSU - -
A. Uh- huh.
Q -- could you describe in general your

responsibilities?
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A. As director, which | served as director
from 2010 through the Center's closing in 2017,
oversaw the daily operations of the Center, managed
its ballot building operations, as well as its -- as
well as its Express Poll data set building and al so
Its training responsibilities for educating el ection
officials within the State.

Q I want to ask you sone general overview
guestions about the Center in the 2016 tinme frane.

A. Okay.

Q And the conputers have been described in
di fferent ways, but what | would like to ask you
about is what you have referred to as the servers.
Are you with ne?

A. | believe so, yes.

Q Okay. And what is a server?

A A server in normal discussions is a
conputer that is networked to the outside world.

Sort of like a web server. That is one definition of
a web -- of a server. But there -- in our

nonmencl atures in educating election officials on use
of their voting equi pnrent, we have referenced a
particul ar conputer in use also as a server, but it
doesn't fit that sanme definition.

Q And what is -- what is -- which one is that
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one?

A. That's referenced as the GEMS server. A
better definition really should be GEMS conputer, but
we started with saying "GEMS server"” way back in 2002
and we have just maintained that nonencl ature.

Q And does that, the GEMS server or conputer,
have a certain nane at CES?

A. The -- | believe we called that particular
box our ballot builder.

Q Il will come back to that.

But ot her than the conputer that was the
bal | ot buil der, what other servers or conputers did
you have?

A. We had anot her computer that was called our
Epic server and it was one of that one. And then we
had a web server for displaying our Center's website.

Q And what did the Epic server do? 1Is it
E-p-i-c?

A. E-p-i-c. The Epic server produces the data
files that are used to power the Express Poll, poll
book.

Q Ot her than the ballot builder, the Epic
server, and the web server, were there other
computers or servers at CES?

A. | do not recall there being nore than those
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three servers.

Q Okay. And let nme focus on the ball ot
builder. That's just a conputer, right, a PC?

A. Bal | ot buil der was a conputer. A --
basically a storage box. It was sort of a central
conmput er where we stored databases that had been
built for election. So we had additional conputers
in the office connected to that ball ot building box.
So that as a file was built on a conputer by a ball ot
bui | der, a individual, that file would then be saved

back to the central |ocation, the ball ot buil der box.

Q And was the ballot builder connected to the
| nt ernet ?

A It was not.

Q And then how many conputers connected to

t he ball ot buil der?

A There were a nunmber within the office. |
don't know the specific nunber.

Q Woul d the people who were actually building
the ballots use those other conputers that were

connected to the ball ot buil der?

A. Yes.

Q And how were they connected to the ball ot
bui | der ?

A. Hard wire.
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Q But maybe a dozen of those?

A. Honestly, | don't recall how many were
connect ed.

Q What software would the ball ot builder use?

A. The ball ot builder box really did not have
any software on it. It stored the files. So it
basically was a folder directory where the files were
st or ed.

Q The conputers that were networked into the
bal | ot builder, as to those, what software did they
use?

A. They used the ballot building software that
the State of Georgia used called GEMs.

Q So each of those conputers ran GEMS,
correct?

A. Each of those conputers had the GEMS
executabl e installed on them yes.

Q Did the ballot builder have a GEMS
executable installed on it?

A | do not believe it did.

Q What was the operating systemfor the
network for the conputers that fed into the ball ot
bui | der storage box?

A. Honestly, do not recall.

Q Once the -- what did the ballot storage
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conputer do with the ballots that were fed into it by
t he various conputers?

A. It was just -- it was just literally
storing a backup copy of the el ection database that
was being built. It was holding onto that storage.

Q W will get this inalittle bit greater
detail, but I'"'mgoing to try to ask you questions
about the flow of the various files.

A Okay.

Q The ball ot thensel ves eventually made it

downstr eam

A. Uh- huh.
Q Ri ght ?
And how woul d -- just describe in your own

words how the built ballots would get fromthe
I ndi vi dual networ ked conputers to, for exanple, the
counti es?

A. Okay. So ny understandi ng of your question
is the process of constructing the database and then
all the way until the point of delivery to a county?

Q Sur e.

A A ball ot builder, we had within the office
at Kennesaw, we had three specific ballot builders.
That was their permanent job. And they would first

collect information from counties through phone calls
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or through faxes or through, in sonme circunstances,
e-mails received. And take that information fromthe
county and begin constructing a database to
facilitate the needs of the county to execute the

el ection at hand.

The data woul d be collected and then the
bal | ot builder would sign into their ballot building
conputer at their desk, which had no external network
connection to the outside world. They would sign
into that device and open up the GEMS program and
begin building a data set for the election at hand.

The data set would be built there on the
| ocal box by the ballot builder and they would retain
a copy of that on their box until a point in tinme
where they had conpleted their work. Once they had
conpleted their work, they would then save a copy of
t he database that they had conpleted to the ball ot
bui | di ng server.

Once that record was placed, it would be
pl aced into a folder called "review," where then
others in the office would then take that copy that
had been saved to the ballot building server and | oad
that copy to their individual ballot box station
within the office, and then performa review of the

dat abase to validate that what has been constructed
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by the ballot builder is equal to the information
provi ded by the county or jurisdiction. That we have
the right precincts in place, the right conbos in

pl ace, the right districts, the right polling

i nformation, the right races, the candidates in the
proper order.

Once the review process has been conpl et ed,
then the person review ng the database would then go
back to the server and nove the file fromthe review
folder to the "ready for audio check"” folder. Wen
it was placed, when that database was placed in the
ready-for-check folder, then another nenber of the
staff would | oad that data file onto their desktop
conputer that's connected to the ball ot building
networ k, | oad that database to that conputer, open up
GEMS, woul d open up the databases and then woul d
create a nenory card fromthe database for use on a
touch screen voting device, a DRE

The menory card woul d be placed into a DRE
device and then the ballot would be reviewed in two
ways. |t would be reviewed visually on the DRE and
would it also be reviewed for audio content to
confirmthat we had placed all the proper audio files
equal to the text that was displayed on the DRE.

So we would | ook at all ballot styles to
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make sure they were conplete, make sure that they
wer e appearing as required, making sure that all the
candi dates were in place, that they were appearing
properly, that there were no differences in display
for one candi date versus another candi date. W would
al so validate that the proper audio files were in

pl ace for those voters that needed the ADA audio
ballot. Make sure that if it's saying candi date one
that it's reading candi date one, so that there's no
di fference between an audi o readout and a vi sual

di spl ay.

Once that review was done and the audio
check was conpl eted and everything was shown as
proper, then whonever was checking that database at
that point again would go back to the file folder on
the server and they would nove the database fromthe
ready for audio check to the ready to generate proofs
| ocati on.

Once the database was in a ready for
generating proofs, then a nenber of the office would
| oad that database to their | ocal GEMS computer and
t hen open up the GEMS dat abase and then produce
bal | ot proofs where they woul d produce pdf copies of
the optical scan, the optical scan ballots that were

residing within the GEMS dat abase. And they would
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al so produce a set of reports, all in pdf form that
outline various itens within the database. The
voting locations, what precincts are connected to

t hose voting | ocations, what district conbos are
related to those precincts, and finally what ballots
are related to those individual based districts.

So those reports, along with the ballots
t hensel ves all in pdf form would be placed into a
fol der and then that folder would then be, in 2016,
woul d be placed on the Center for Election Systenis
website to a specific county folder, where a county
had user rights and privileges to access that data
file for downl oad from our website for approving
purposes. Along with the reports and the ball ots was
al so a sign-off sheet for the counties to return to
the Center for Election Systens upon conpletion of
their review.

Once the packet was received by the county,
the county then had the -- we normally asked themto
turn that back around in 48 hours, because we woul d
normally be in a ballot-building environnent in a
very tight w ndow, conpressed tine. But we would
give anple tinme for the counties to review the
bal | ot s.

If they found any issues in the ballot
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proofs or any issues in the reports that they

gat hered, then they would notify us in witing of
what the issues may be. That witing nmay be, again,
t hrough e-mails, could be through faxes. W didn't
just take phone calls. W would listen to them on

t he phone, but we wanted witten information on what
was wong with the ballots so that we could pl ace
that into our record for the ballot building.

And if there were issues that needed to be
addressed in the database, then the database woul d be
updated by the ball ot builder and then it would go
t hrough the review process agai n.

If the county reviewed the ballot and found
it to be accurate, found the reports to be accurate,
then they would return a signed sign-off sheet to the
Center for Elections. And then the Center would then
take the data file, the GEMS database that's still
sitting there on the ballot build server and woul d
nove it from-- by this point intim it was in a
folder called "ready for county review "

Once we had a sign-off received fromthe
county, then that would be noved fromthat folder to
the next folder in the sequence which was ready to
generate print proofs. Were we would generate print

files for the individual printers that the counties
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had contracted with. Those print files would be in
pdf formand then those print files would be
transmtted to various printers based upon how t hey
wanted those files delivered.

After the print files were sent to the
printer, then we would take the database file on the
bal | ot server and nove it to the next folder, and the
next folder was ready to generate a CD. So the data
file would be burned from ballot builder onto a
physi cal CD and then that CD packaged and forwarded
to the individual county.

Q And then to carry it on through, the county
then would take that CD and load it into their own
county GEMS dat abase conputer

A. Correct.

Q And the county's GEMS dat abase conputer
woul d then, probably anong other things, generate
menory cards that would be used in the DRE machi nes
t hensel ves.

A. Correct.

Q And t hen peopl e would vote.

A. Uh- huh.

Q And then what woul d happen to the nmenory
cards after people voted?

A. At the end of the polling operation at the
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close of polls, the -- after all of the reports had
been printed out fromthe DREs that are required at
the close of polls which showed what each i ndividual
devi ce had coll ected during the operating process, a
poll worker is instructed to turn the DRE machi nes
of f and extract the nmenory cards and return the
menory cards, along with copies of the tapes produced
in the polling location, back to the election office,
the county el ection office.

Q And then what does the county do with the
menory cards and those reports?

A. The nmenory cards are to be upl oaded back
into the county GEMS conputer for transfer of the
el ection results collected or the election
i nformation collected by the DREs and store it to the
menory cards and upload into the GEMS conputer for
vot e tabul ati on.

Q And whi ch GEMS conputer vote tabulation is
t hat ?

A. That's all done at the county |evel.

Q And so the actual record of the votes is
stored on the nmenory card and then transferred to the
county's GEMS conputer, correct?

A. The menory card is in the -- is in the

touch screen, it collects the infornmation. The
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menory card is then extracted fromthe touch screen
and brought back to the county election office and
upl oaded into GEMS, yes.

Q And then how does that record get from GEMS
back to where it needs to go?

A When you say "back to where it needs to

go.
Q Does it get transferred back to the

Secretary of State for final tabulation?

A. Well, all tabulation is done at the county
| evel . There is not tabul ati on done at the state
| evel . There is certification of results at the

state level but, there is no tabulation done at the
state level. All tabulation is done at the county
| ocati on.

The county, once they have conpl eted doing
their tabulation, will go through a process of
certifying their returns. Reports printed fromtheir
GEMS conputer are conpared against the tally tapes
t hat are brought back fromthe polling location to
val i date vote counts. They al so doubl e-check their
preci nct recap sheets to see how nmany voters
participated, a lot of reconciliation takes place.

Once the county conpletes all of their

tasks, which there are a | arge nunber of those tasks,
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then the counties will certify their returns and make
those returns, bring those physical returns back to
the Secretary of State's office. And if there is a
state election involved, then the state will certify
t hose returns.

Q And then how do they transmt their
certified returns back to the Secretary of State?

A. That's -- that's a physical record that's
pl aced into a seal ed envelope and it is

hand-delivered to the Secretary of State.

Q From every county?
A. Yes.
Q Let me go back and ask a few questions

about this work fl ow.

You were very careful to describe different

folders --
A Uh- huh.
Q -- that the, the process went through.

And can you just review the different
folders that were used to sort of track the process,
all the way through? It was about four or five of
t hem

A. There are -- | think, let's see -- | have
to sort of go in nmy nenory bank.

The first folder was |ike ready for review.
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The second fol der was ready for audio review. The
third folder was ready to generate proofs. The
fourth fol der was proofs generated. And that's where
we woul d hold the copies of the pdf proofs that we
had generated for that particul ar database.

The fifth folder was ready for county
review. The sixth folder was ready for print. The
seventh folder was ready to generate CD. The eighth
fol der was CD generated. The ninth folder was CD
checked. The 10th folder was ready to generate
sanple ballots. The 11th fol der was ready to
generate UOCAVA ballots, and the 12th fol der was
finished.

Q And within each of those folders, would be
subf ol ders by county?

A No. They would -- there would be a fol der
al one and the only thing that resided in that folder
except for the sanple fol der and the UOCAVA fol der
woul d have been a copy of the database.

So, for exanple, Kaplan County. That
dat abase woul d have been placed into ready for
review. \When it was done for ready for review, it
woul d then be noved fromthe first folder to the
second folder. So there was al ways only one copy of

t he database in that folder outlined. That way we
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woul d al ways make sure we woul d have the right
dat abase.

So there was wasn't a need for a subfol ding
systemwi thin the fol ders because the files
t hensel ves are identified by the county to which they
are they reside.

Q But if | looked in the ready for review
folder, would I see 159 dat abases?

A Potentially at the beginning. But normally
what woul d happen, we would not finish all 159
dat abases on the sane day. W would start the build
process and as one finished, one would enter review.
And then it would start noving down that |ist of
fol ders through our review process.

And then as a ballot builder conpleted a
different database, it would again be entered into
that first folder and then noved down the strata.

Q But if, if done properly, the sanme database
woul d never reside in nore than one fol der.

A Correct.

Q Ckay. Who -- do you recall who in the 2016
time franme were the individuals -- you have
identified three people who are responsible for the
bal | ot bui | di ng.

A. Uh- huh.
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1 Q Do you recall who they were?
2 A. | do.
3 Q And who were they?
4 A The three ball ot builders enployed by
5 Center for Election Systens at the tinme were Denise
6 Dessert, Conner Howard, and Laura Johnson.
7 Q. Do they work for you now?
8 A. They do not.
9 Q And did they go from KSU to the Secretary
10 of State?
11 A. They did not.
12 Q. And you are the only one who did, right?
13 A. Correct.
14 Q Ckay. You described the process, the
15 review process by the counties.
16 A. Uh- huh.
17 Q And that ended up in the counties either
18 sayi ng you have got a correction or signing off on
19 i t.
20 A Uh- huh.
21 Q Are you with nme?
22 A Uh- huh.
23 Q Physically, what did they receive to
24 review? Pdfs?
25 A. Correct.
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Q Okay. So the counties in the review
process woul d not receive a database.

A. That is correct.

Q Okay. And the pdfs would show what agai n?

A. The pdfs woul d be watermarked copies of the
optical scan ballots. They would be the | ayout of
the optical scan ballot as what a voter would see
except they had a Walmart -- Walmart? A watermark on
themthat said "proof." So -- and it would be all
ball ot styles for that election. So if the county
had five precincts and there was a different ball ot
for each precinct, there would be five individual
bal | ot proofs.

And then in addition to that were reports
generated fromthe GEMS programthat outlined what
were the polling |ocations, what were the precincts
connected to those polling |ocations, what were the
district conmbos associated to those precincts, and
what ball ot styles are associated to those individual
di strict conbos.

Q The pdfs that you described are pdfs of the
ballot as it appeared on the -- as it would appear on
the, on the DRE machi ne?

A. It is a copy of the optical scan ballot.

Q What does that nean?
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A. When GEMS produces a ballot, it produces
actually two ballot styles, two ballot inmges. One
is a physical printout imge which is used for,

i nstead of Georgia, mail-out absentee balloting and

for provisioning ballot. And that is referenced as

an optical scan ballot, and it |lays the races out in
order, top to bottom left to right.

The GEMS conputer also takes that sane
information in relation to races, but al so produces a
DRE di splay of the ballot which shows the first race,
foll owed by the second race, followed by the third
race. And we would set the DRE in a two-col um
configuration. So the first race would be the first
race, second race would be below it on that colum if
t here was enough space. If not, it would be on the
begi nning of the second colum and then progress in
t hat nature.

Q Do the counties review the ballot as it
woul d appear on the DRE screen?

A. During our review phase, they did not.

Q Okay. And then after they sign off on a
ball ot or a set of ballots really, right.

A Uh- huh.

Q And it goes through the additional process,

they then get their database on a CD?
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A. Correct.

Q And in 2016 time frame, would they ever
downl oad a dat abase fromthe web server?

A. No. Protocol was that the database would
be delivered via CD

Q Could they do that if they needed to?

A. If there was an absol ute energency in
pl ace, nmeaning that there was sonething that was
found am ss with the database the day before
bal l oti ng had to begin and advanced voting and that
county was way down in southeast Georgia or southwest
Georgia, then we may | ook at the opportunity of
pushing the file out on the web server for themto be
able to pull it down quickly. But that would be
sonet hing that would be discussed with the Secretary
of State's office to get clearance with them first.

Q Did that ever happen?

A. We di d have energencies pop up. | don't
remenber the |ast year that that situation happened
wher e sonet hi ng happened literally the day before
advanced voting began and we had to nove a data file
fromour office to the county office through the web
server. But | do not recall when that was | ast done.

Q But t he database thensel ves were on the web

server.
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A. It resided on the web server for the county
to pull it off. Once the county notified us that
they had the file, then the file was renoved fromthe
web server.

Q But the -- you described the -- you
descri bed all these various folders, ten or 12 of
t hem - -

A. Uh- huh.

Q -- as the, as the database passes through

the process. Are you with nme?

A. Uh- huh.

Q Are all those folders on the ballot builder
conmput er ?

A. Yes.

Q Are they anypl ace el se?

A. No.

Q And there are no backups nmade of that?

A. There was backups made of the ball ot

buil di ng fol der periodically as part of the protocol
for the Center of Election so that we nmake sure that
i f that ballot building computer broke down, we would
have still have backup copies of that device.

Q How di d you do a backup of the ball ot
bui | der ?

A. | just know that a backup was done. |
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don't know how it was done.

Q And it was not functional other than to be
a backup; is that correct? Well, it wasn't -- no one
woul d use it other than if there was a problemwth
t he ball ot buil der.

A Correct. It was a -- it was a backup copy.

Q Do you recall what the backup copy was
cal | ed?

A. | do not.

Q Getting straight the different servers.
The ball ot buil der you have described, how did the
ball ots get fromthe ballot builder conputer to the
web server?

A. Wel |, again, that woul d be sonething that
woul d only be done in energency circunstances. That
was not sonething that was done readily. And to be
honest with you, |I don't renmenber the last tine one
was noved fromone location to the other. And I
don't recall how it was noved from one way to the
ot her.

Q Did the web server have the GEMS dat abase
application on it?

A. It did not.

Q You descri bed a process where the counties

woul d check the pdfs of the ballots for errors.
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Uh- huh.

You need to say yes for the record.

> O »

Oh, yes. Yes.

Q Did, did KSU or did CES keep copies of the
witten notifications of problens with ballots?

A We did. Every tinme that we would build a
dat abase, we created an individual folder for that
dat abase process that included copies of any
notifications we got fromcounties in relation to the
races on the ballot, any e-mail conmunication that
may have been had between the county and the ball ot
bui | der about buil ding the database. And any records
of correction, those sign-off sheets with notations
of what needed to be corrected or copies of the pdf

ballots with markups were put into that folder and

ret ai ned.

Q And those -- CES still has those fol ders,
correct?

A. | believe when the Secretary of State's

of fice absorbed CES, those folders came forward in
that transition.

Q And where are they, where would they be
now?

A | believe all those folders reside at the

Center for Election Systens operations today.
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Q Okay. Who checks the -- for mstakes in
the state-w de races; how is that done?

A. Every ballot is | ooked at as an i ndividual,
so we had the three ballot builders that would build
t heir dat abases. If you didn't build the database,
then you were allowed to check any other's work. But
there were also two people within the Center for
El ecti on Systens that were al so educated on ball ot
bui | ding and could review ballots for content to make
sure that those were right, | being one of those.

Q So you described a review process, that
woul d be done by other ballot builders; is that
correct?

A. Yes, yes.

Q O by you.

A. Correct.

Q And you are famliar with how GEMS, the
GEMS dat abase wor ks.

A. | am correct.

Q Now, who had access to the ball ot buil der
conmput er ?

A. Who had access to the conputer itself?

Q Yes.

A. | had access into the room where the ball ot

bui | der conputer was. The assistant director for the
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Center had access to the room where the ball ot
buil di ng server was. The executive director for the
Center had access to where the server was | ocated and
the IT -- I"'mtrying to think of his title. But our,
sort of our |IT operations in-house had access to that
room

Q And in the 2016 time frame, who was the
assi stant director?

A. St acy Jackson.

And who is the IT operations director?

Q Okay. And who was the executive director?
A. Merrill King.

Q And did you report to Merrill King?

A. | did.

Q

A.

St even Dean.
Q Okay. And then what sort of security was
on the ballot builder to prevent sonmeone who

shoul dn't be | ooking at it, looking at it?

A. Everything was user nane and password
pr ot ect ed.
Q I f someone gai ned access, would the

conmput er nmake a record of who was gai ning access to
it?
A. That's a question | don't know.

Q And where were people's credentials to sign
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on, user nanme, password, where, where would they
store it?

A. | don't know.

Q Did any nonenpl oyee or contractors have
access to the ballot builder?

A. They did not.

Q You have described the ball ot building
process at high level in response to nmy questions in
the 2016 tinme frane.

A Uh- huh.

Q At a high level, is that the process that's
used today?

A The sanme folder structure and how dat abases
nmove t hrough, yes.

Q Are the sane -- not the sanme physica
har dware, but functionally the sane servers used for

t he process?

A No.

Q What conputers are used?

A. Today?

Q Yes.

A. Everything today is hardware put in place

by the Secretary of State's office.
Q Does the hardware have the sane function as

it did in 20167
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A Say -- does it do the same thing? Does the
har dware hol d the GEMS execut abl e?
Q Right. Well, you described -- do you have

a ballot builder conputer now?

A. Do we have a ball ot buil der server?
Q Yes.
A. Yes. | don't know what the Secretary of

State's office names it as, but, yes.

Q But do you use -- do you use it in the sane
way roughly?

A. In the same way, where the people building
bal | ots have a conputer that holds the GEMS
executable. They build a data file and then it is
saved back to that server.

Q And is it networked by wire?

A. Hard wire, yes.

Q And how many bal |l ot builders do you have
t oday?

A. | have three.

Q And who are they?

A. Today | have Xavier Harris, Chris Balleau,
and Sam Shel don.

Q And who has -- who has Merrill King's
position?

A. There is no executive director anynore.
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Q And do you have -- do you have assistants?

A. In --

Q Do you have assistants to you?

A. | report to the -- the deputy Secretary of
St ate.

Q And who is that?
A. Jordan -- and | have the hardest tine
sayi ng her last name -- but it's F-u-c-h-e-s.

Q And then who reports to you?

A. The three people | nentioned previously are
currently -- are ny enployees and | have one nore
enpl oyee that is -- actually he's a enpl oyee of the

| T departnent, so he doesn't actually report to ne,
but he resides at Center for Election Systens.

Q And who is that?

A. His nane is Terrance Reese.

Q Okay. And today, are the -- do the
counties review pdfs in the sane way as they did in

20167

A. Yes.
Q And today, do the counties -- well, you
descri bed a process where CES will send pdfs of

bal | ots, rough drafts of the ballots to the counties
for their review. |1Is that still done in the sanme way

now?
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A. Yes, yes.

Q And the counties still today report back in
witing as to m stakes --

A. Yes.

Q -- or problenms with the ballots, right?

A. Yes, yes.

Q And then after sign-off and after you do
your final review, will you still send by CD the
conpl eted GEMS dat abase for each county?

A Yes.

Q And today, is it the same as except in an
energency, a county would not have a GEMS dat abase
downl oaded directly froma server to the county,
correct?

A. It's the Secretary of State's position that
everything is physically delivered. There is no
el ectronic transfer of database.

Q Okay.

MR. BROWN: Just one second.

Q (By M. Brown) |I'mgoing to hand you what
has been marked, what's going to be narked as
Plaintiff's Exhibit 20. And for the record, we are
continuing the nunbering that was started in the
Ledford deposition where Exhibits 1 through 19 were

mar ked.
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(Plaintiffs' Exhibit 20, Defendants
Secretary of State Brad Raffensperger, State
El ecti on Board, and State El ection Bord Menbers'
Response to Order Dated April 16, 2019, narked
for identification.)
Q (By M. Brown) Let ne direct your attention
to page 7. And for the record, that Exhibit 20 is a
copy of Defendant's Secretary of State Brad
Raf f ensperger, State Election Board response to order
dated April 16, 2019. | do not have a docunent
nunmber for that filing unfortunately, but let ne
refer to page 7.
If you look at the first bullet point,
under neat h subparagraph 3, the brief says that the
Secretary of State prepares a GEMS dat abase
containing the contents and candi dates for the
schedul ed el ection that is proofed and approved by
the county prior to being finalized.
The database itself isn't proofed and
reviewed, iIs it?
A. Reports fromthe database are generated and
provided to the county for review.
Q Okay. But the county again does not review
or proof the GEMS database itself.

A. Again, | would just state my previous
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answers that the county approves the reports
generated from the database.

Q But it does not review the database itself.

A. We do not provide them a physical copy of
t he dat abase before sign-off.

Q Ckay. And then the drafts pdfs, are
t hose -- okay.

And the CDs that finally go to the

counties, are those encrypted?

A Yes.

Q You descri bed some reports that went with

the ballots to the counties for the review process.

A. Uh- huh.

Q Are you with nme?

A. Yes.

Q Coul d you descri be those again?

A. | believe there are four reports that we

provide along with the individual ballots and it's
the vote center with cards. Wich outlines the
voting |l ocations, what precincts are connected to

t hose voting | ocations, what director conbos are
connected to those precincts. And finally what
bal l ot styles are connected to those district conbo
values. So that's one report.

Anot her report is reporting precincts with
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bases. This outlines the nunber of precincts and the
various district conmbos associated to each i ndividual
precinct. And we provide a base precincts with cards
report, which outlines the base precincts and the
physi cal ballot styles associated to each base
preci nct.

And then finally, there's a ballot order
report that outlines the total nunber of ballots

i nvolved in the el ection.

Q In the election for that county.
A. In the election for that county, correct.
Q That's sort of an index? O a checkli st

ki nd of, kind of report?

A. It's -- the ball ot order report?
Q Ri ght .
A. The ball ot order report is nore for hel ping

t hem communicate with their ballot printer.

Q | see. Are the reports that you descri bed
generated by the GEMS dat abase?

A. They are -- you open up the GEMS dat abase.
You sel ect the report that you needs to generate and
then the pdf is produced.

Q So the GEMS dat abase serves as sort of the
vehicle for producing what the counties are going to

receive.
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A. Yes.

Q Okay. What is a district conmbo?

A. A district conbo is a value that's set up
within the voter registration system

Q And -- okay. It's a value that's set up in

the voter registration systenf

A. Uh- huh.
Q And is that value assigned to each voter?
A. When a voter registers to vote, they, based

upon their residency, are assigned to a particul ar
precinct, and then within that precinct they are
assigned a district conbo value. The district conbo
value relates to the political district that that
voter resides in.

Q And is there one ballot for each district
conbo val ue?

A. Yes.

Q Is there only one district conbo val ue for

each ballot?

A. No.
Q Ckay. When woul d you have nore?
A. ["mtrying to think of a good exanple.

You have a precinct, let's say that the
el ection that we have is a county-wi de election. The

only election on the ballot is a single race and it
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Is a county-wi de election. The precinct itself,
however, has multiple district conbo val ues. Because
the precinct has multiple county conm ssion
districts.

The value that's given to the voter is
based upon where they live. So they all live in the
county, so they are all going to be eligible for a
county-w de election. But they are only eligible for
an election in their specific county comm ssion
district if that election is ongoing. So the
district conbo value could lead to a different ball ot
style for each conbo if all the races that nake up
the district conbo val ue are being ran.

But if some of those races are not being
ran and it's just a single county-w de race on the
bal | ot, then the conbos are still there, but it's
just one ballot style associated to all the various
conbos.

Q Okay. Thank you.

And the district conbo value that -- the
i nformation that infornms the district conbo val ue
cones from where?

A. That is all done at the county level in the
voter registration system

Q Okay. And then how does it get fromthe
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voter registration systeminto the GEMS dat abase?

A. The voter registration system can produce a
printed report and it's called a county precinct |ist
report. And the county precinct |ist report is
printed out by nenbers of ny office. And on that
report contains all of the precincts within a given
| ocation, given jurisdiction, a county. The voting
| ocations, the district conbo values, and the various
districts that those conbos are connected to. And
that's a physical report that our ballot builders
then take and key in information manually into a GEMS
dat abase.

Q And they key it in, in the appropriate --
on the appropriate table for a particular ballot.

A. They -- correct. They key it into the GEMS
dat abase system

Q Okay. And let nme shift gears a little bit.
" mgoing to hand to you a | arge exhibit which wl
be marked as Exhibit 21. 1'mgoing to give you this
one. That is single-sided, but not bound and then --
here you go, this is double.

(Plaintiffs' Exhibit 21, E-mail wth

attachnment to M| steen from Marks, 10/11/17,

Bates | abeled CGG 1 - 190, marked for

identification.)
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MR. TYSON: |'msorry.

MS. BURWELL: Just one second | think we
got two different things.

MR. TYSON: Just to be clear, this one has
two pages per, one page per?

MS. BURWELL: That m ght be your next
exhi bit.

MR. TYSON: That's the sane thing.

Q (By M. Brown) | have marked for
identification Exhibit 21. Exhibit 21 is a 190-page
document whi ch has been Bates | abeled CGG 1 through
CGG 190. The first page of CGGis a October 11, 2017
letter to Jeff MIsteen. And just for reference,
CGG 3 is an e-mail fromJeff MIsteen to Marilyn
Mar ks saying: Attached please find the records
responsi ve to your open records request.

The -- you don't have to believe nme, but |
wll represent to you that it is our position that
t he documents in this exhibit are the docunents that
were produced by M. MIsteen in response to an open

records act request. Okay, are you with me?

A. Yes.
Q If you would first turn to page 186. And
do you recall being forwarded from Merrill King the

e-mai |l that appears on page 186 from Logan Lanb?
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A. | don't recall seeing this specific e-mail,
but | know that | did receive a |ot of forwards at
the tine.

Q Okay. If you turn to page 185, do you see
where M. King, | believe, forwards Logan Lanb's
e-mail to Steven Dean, Jason Figueroa and yourself?

A Yes, | listed as a cc.

Q Okay. And then do you see on page 184
where you, in turn, forward M. King and M. Lanb's
e-mail to, anobng others, Steven Gay?

A | do.

Q Ckay. |I'mgoing to hand to you next the
decl arati on of Logan Lanb, which is docunent 2581.

MR. TYSON. Are we narking that, Bruce?
MR. BROMN: |'mnot going to mark it as a
an exhibit.

Q (By M. Brown) And have you reviewed the
decl arati on of Logan Lanb before?

A. | have not.

Q Ckay. So you haven't reviewed what he says
about his access to the KSU server?

A | have not read this declaration.

Q Okay. Review ng docunent 2581, page 4 of
the declaration, it's page 129 of the filing in

Federal Court. Are you with nme?
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A. Yes.
Q Okay. Here M. Lanb says that in paragraph
14: After this discovery, | wote a quick script
sinple programto downl oad what public files were
avai l able fromthe CES server here.
And he then says

https://el ections. Kennesaw. edu. Do you see that?

A. | do.
Q And what is el ections. Kennesaw. edu?
A. That was the Center for Election Systens at

Kennesaw State's website.

Q Was that the web server that you descri bed?

A The web server hosted that website.

Q He then says: No passwords or
aut hentication were required to gain access to these
sensitive files. Do you see that?

A. Yes.

Q Do you have any reason to doubt that
st atenent ?

A. My know edge of the website as it was
constructed was that if a county was attenpting to
access the website to their particul ar page, that
they had to provide user nane and password to access.

Q And so do you think he didn't gain access

or do you think he -- how do you think he did it?
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A | don't know how he did it.

Q Okay. Do you have any doubt that he did do
it?

A. | have no reason to say soneone has -- is
not sayi ng accurately what they did.

Q He then says: After running the script to
conpletion, | had acquired nultiple gigabytes of
data. This data was conprised of many different
files and formats, but anmong them were, and then he
lists a bunch of different files.

Are you with nme?

A. Yes.

Q He says he accessed voter registration
dat abases filed with personally identifiable
i nformation of over six mllion voters. Do you see?

A That | do.

Q And do you have any reason to doubt that
that statenment is incorrect?

A. If he is stating that that file was present
on that server on August 24th of 2016, then | would
have reason to debate that.

Q And why, what's the basis for doubting
t hat ?

A. Just understanding the time |ine of when we

woul d build this particular data file. |If it is a
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pol |l data. db3 file containing the full voter set for
an election, that file is not built for an election
until 10 days prior to that given election. So there
was no el ection schedule that |I'maware of within 10
days of August 24th, 2016.

Q Could it have been the file for a prior
el ection?

A | don't know.

Q Coul d have been?

A | don't know.

Q O her than the file for the upcom ng
el ection having not being built by the tinme that --
I n August of 2016, do you have any other reason to
di sbelieve that he acquired it by downl oad, voter

regi stration databases filled with personally

identifiable informati on of over six mllion voters?
A. | don't know.
Q You don't have any other reason for

doubting that.

A. No.

Q And that if he did do that, that data would
I nclude driver's |icense nunbers, birthdays, full
home addresses, the last four digits of Soci al
Security nunmbers, correct?

A. Driver's license nunber, yes; birth date,
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yes; full home address, last four of Social, | do not
know.

Q Okay. He also says that he acquired the
el ecti on managenent system GEMS dat abases i n dot- GBF
and dot-MVDB extensions. Do you have any reason to
doubt that statenent?

A. | have reason to doubt an MDB extension.

Q Okay. What is an MDB extension?

A. M crosoft Access.

Q Okay. But doesn't the GEMS nmanagenent
system dat abase run on a Mcrosoft Access
application?

A. That is the -- GEMS -- you enter data
through GEMS, it then resides in Mcrosoft Access
t abl es.

Q Right. So you don't think he got -- he had
access to the files with the MDB extension?

A | do not believe so.

Q Okay. What about GBF extension?

A. It's possible that there was a training
dat abase on that server that a county may have asked
for to do their own local training exercises at that
tinme.

Q So it's possible that he received a ful

dat abase, full GEMS dat abase, correct?
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A. A training database.

Q But it was a full GEMS dat abase.

A. A training database. Yes, it was a GEMS
trai ni ng dat abase.

Q But it was a GEMS dat abase that had been
constructed for training people how to use GEMS,
correct?

A. Correct. Mainly constructed to train
people how to train poll workers.

Q But it was a fully functional GEMS
dat abase, correct?

A. It didn't have everything that would be in
a normal election GEMS database. Like in relation to
nunber of races, howit -- you know, howits
precincts may or may not have been constructed would
not have been same to that, but it would have been a
usabl e database for training purpose.

Q But it would be -- would it ook |ike a
dat abase before informati on was put into it?

A. Yes.

Q So the architecture of the database woul d
be there, if not the data that informed the database
as to the particular ballots being built?

A. Yes.

Q He then says: | was able to access and
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downl oad GEMS dat abases for at |east 15 counties. Do
you see that?

A. | do.

Q And do you have reason to believe that that
statenment is not true?

A. I have no recollection of there being 15
GEMS dat abases for any purpose posted to that web
server for distribution to a county.

Q They should -- they should not have been

t here, correct?

A. They shoul d not have been there.

Q And you do not recall them being there.

A | do not.

Q Did -- okay. [1'll cone back to that
guesti on.

He then says: These GEMS dat abases use
poor encryption allowing third parties to extract
user nanes and passwords from nultiple databases. Do

you see that?

A. | do.
Q Do you have any reason to doubt that?
A. | honestly do not know the | evel of

encryption within the databases, so | don't know
whet her it woul d be consi dered poor or not poor.

Q He then does, in fact, identify a training
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vi deo; do you see that?
| do.
And it included a video?

Yes.

o > O »

Ckay. And then do you see that he al so
found pdfs of election day supervisor passwords? Do
you see that?

A. | do.

Q And is that information that he woul d have
had access to?

A. We did post onto -- inside the county

f ol der password nenos for Express Poll use.

Q And that would have been accessible to --
to -- sone of that -- Logan Lanb, in this instance?

A. They were inside the folder at the county
| evel .

Q | nside the folder at the county |evel and

t hat fol der was where?

A. That was on the web server.

Q. Ckay. And then what are the W ndows
execut abl e and DLLs that he describes? Do you know
what those are?

A. Yes.

Q What's the system data SQL Lite?

A. That is a DLL file that is placed on a
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conpact flash card for Express Poll that works in
conbination with the EXP report.exe file that's al so
| i sted.

Q So those work together.

A. Those wor k together.

Q He then says in paragraph 15 -- and again
l"mstill at docunent 258-1, page 131 of the Federal
Court filing in page 6 of this declaration. 1In
paragraph 15, M. Lanb says that the Express Pol
units are specialized Wndows PCs; is that correct?

A. Yes.

Q Ckay. And those Express Poll units are
specialized PCs that reside in the counties; is that
right?

A. Correct.

Q Actually, it would be one in each pol
| ocati on, correct?

A. At | east, vyes.

Q Okay. He then says: An attacker can
nodi fy these files and affect the behavior of the
Express Poll units. |If an attacker could nodify
those files, they would affect the behavior of
Express Poll units, correct?

A. That's what it states.

Q But do you have any reason to disagree with
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t hat ?

A. My question would be what files is he
referring.

Q Okay. What -- what files with respect to
which if you did nodify them would affect the
behavi or of the Express Poll units at the polling
pl ace?

A. The, the file that you would want to nodify
in order to change how an Express Poll operates?

Q. Yes.

A. The only file that | have ever seen is a
resource file.

Q What's a resource file?

A. It controls the buttons that an Express
Pol | displ ays.

Q Okay. When -- getting back to Exhibit 21
and the e-mails fromMerrill King to you and then you
to M. Gay and ot hers on August 28, 2016, did you or
your office make any attenpt to deternm ne what files
M. Lanb had downl oaded?

A. | have a hard tine recalling what all steps
we took at the process of this. | believe our first
step was to | ook and see if data was there, why it
was there that shouldn't be there. And then renove

said data to nake sure it was no |onger present.
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And ny recollection was that Executive
Director King then relayed to M. Dean to begin, you
know, working with KSU IT to harden the web server to
remove -- to strengthen its ability to hold those
data files in a secure manner.
Q Did, did you determ ne what data was there?
Did you or your office determ ne what data was there?
A. My recollection is we didn't start | ooking

to see what was there. W just got rid of whatever

was there. That we removed it. It cleared the

f ol ders.
Q Did you keep a record of what was there?
A. | do not recall.
Q You are not aware of any record of what --
A. | don't recall.

Q Okay. Did you attenpt to do any sort of
forensic work to see if you could check the files
that M. Lanb had downl oaded?

A. | do not know.

Q You said you just got rid of all the data.
Coul d you descri be that?

A. My recollection is that the folders were
cleared of the data. The data still existed. The
data is still maintained wwthin the Center, but the

folders were cleared of data so that they were no
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| onger avail able for any downl oad.
Q Okay. And so the web server was still
there. 1t was not nmade | ess accessible. It's just

the information on it was changed.

A. My recollection was that the data was
noved -- was renoved. | don't know what Steven and
Merrill were doing with IT to begin strengthening of
the system | just know they began working on

strengt hening the system

Q Okay. So there's no -- as far as you know,
ot her than the declaration of M. Lanb, there's no
written record of what M. Lanb woul d have
downl oaded; is that correct?

A Yes, | do not know.

Q Do you recall whether your office,
M. King, M. Dean, reviewed what was there that
woul d have been renoved --

A | don't know.

Q -- to determ ne whether there was any
execut abl e code on there?

A | do not know.

Q Do you know if any effort was nade by your
office, M. King, M. Dean, to determ ne how | ong
those files had been on the systenf

A. | do not know.
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Q Do you know if any effort was nmade to
determ ne how | ong prior to August 28 soneone would
have had the sane access to those files as M. Lanb
did in August of 20167

A | do not know.

Q Let me go back to Exhibit 21, which is the
big collection of docunents. Let ne direct your
attention to page 181. 181 is a e-mail fromyou --
|"msorry. 181, the e-mail starts on page 180 and
it's from Steven Dean, copies you. Do you see that?

A | do.

Q And it's dated August 29th. Do you see
t hat ?

A. Uh- huh.

Q Okay. And do you know what Drupal was?

A. | believe it is a website progranm ng
sof twar e.

Q And | ooking to M. Dean's third paragraph,
starting "This norning." Do you see where he says:
This nmorning we inplenented a patch to disallow file
tree access by anonynous users. Do you see that?

A | do.

Q Was it your understanding that prior to the
| npl enentati on of that patch, file tree access was

avai | abl e by anonynous users?
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A. Il would infer fromhis e-mail that it was.

Q Okay. Do you see where he says in the next
par agraph: While we have deni ed access to the file
tree, we are -- we are currently -- we are having
trouble patching the ability for anonynous users to
access individual files directly wi thout also
di sall owm ng Drupal user access to those files. Do
you see that?

A. | do.

Q So the problemthere that they were having
is that making sure the right people could have
access and not the wong people; fair to say?

A. Honestly, that's speaking | anguage and such
that | do not know.

Q Okay. Let nme direct your attention to
Docunment 174. Let nme direct your attention to an
e-mail fromM. More. And who is M. Moore?

A | believe M. Mbore worked in KSU IT at the
time.

Q Ckay. His e-mail there says: The
aut henticated scan conpleted last night and | w |
share the results as soon as ny current neeting
conpl et es.

Do you know what authenticated scan is?

A. | do not know what they were doing at that
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point in time, what IT office and Steven were

attenpting to conplete at that tine.
Q Let me just back up a little bit.
If you could -- | should have asked
before, but after you received the forwarding
your -- of the e-mail from Logan Lanb, descri

me what you, M. Barnes did and what actions

this
of
be for

ot her

people in CES did with respect to what M. Lanb, the

i nformation that M. Lanb conveyed to them
you do that?
A. | was sitting in on the discussions

Coul d

basi cally hearing what was going on. But the

operational work was bei ng executed by M. Ki

M. Dean, and M. Figueroa. | was being, you

ng and

know,

updated on the work that they were doing, what they

were doing, the actions they were taking. |
aware that they were working, but what those

were to harden the system | couldn't speak t

was
actions

0. But

| did relay information to KSU I T, based on ny

position as the director, of my guys shoul d be

contacting you to speak with these guys and |

like to be on the ccs of this information.
One action that | did take in relat

M. Lanb's initial one is | did reach out to

director -- and I'mtrying -- I'mdraw ng his

woul d

ion to
KSU I T

nane,
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bl ank, Steven. | can't think of his |ast nane.

Q Gay?

A. Yes, Steven Gay. And basically said, you
know, can you validate this individual because we
don't know if this is a bad actor or not. And
possi bly could be a bad actor that we may need to
| ook into.

M. Gay cane back and says, no, it appears
that M. Lanb is a -- is a credible security
i ndividual. And then I think | responded back to
him | said, understood. | think we have reached
back out to himto see, A thank himfor letting us
know about this issue so that we can begin tightening
our protocols to make sure that the systemis not
penetrated in any ill fashion.

And then fromthat point forward, | sort of
left it in the hands of M. King and M. Dean to work
with KSUIT to get our web server nore enforced.

Q Is it fair to say that your role was in
operations in the sense of |leading the effort to
build the ballots and do the el ection work, but
others were responsible for system security issues?

A That woul d be correct.

Q Okay. And, ultimately, M. King would have

been responsi ble for both your work and system
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security for CES, correct?
A. That is correct.
Q And that on the systens security side, it

woul d be a conbi nati on of people who worked at CES

and at KSU.
A That woul d be correct.
Q Okay. | had started this |line of

guestioni ng asking about an authenticated scan.

A Uh- huh.

Q Do you know if the authenticated scan was
retai ned?

A | do not know.

Q Do you know where sonething |ike that would
be retained, if it had been?

A | do not know.

Q Okay. Let nme direct your attention to an
e-mail that starts on page 171 at the bottom of
Exhibit 21. And it's fromyou to M. Moore and
ot hers dated August 31, 2016.

A. Uh- huh.

Q And then the text of the e-mail starts on
the top of 172.

A. Uh- huh.

Q If you look at the e-mail, sort of back up

alittle bit.
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A. Uh- huh.
Q My sense of this is that, as the head of
t he operational piece of CES, you were concerned

about the work that the technical people were doing

interfering with getting election out. |Is that fair
to say?
A. At this tinme frame in August of --

August 31st of 2016, ny head was primarily on the
production of 159 GEMS dat abases for the upcom ng
Presidential election. Wich balloting would have
been begi nning -- absentee balloting woul d have been
begi nning within 15 days of that date. So ny prine
focus at that point in time was nmaking sure we could
have a Presidential election in the State of Georgi a.

Q And we're so glad you did, | nust say.

Now, how did the work that More and
M. Gay were doing the scans, how did that threaten
-- "threaten" may be too big a word, but how -- what
effect m ght they have had upon your act ual
operations?

A. Based upon what | was being told through
neetings at the tine, it was limting the ability to
use the web server to push out those ball ot proofs
for proofing purposes. W couldn't post anything to

that location for counties to pull down because they
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were working to nmake the web server stronger
So we were having to revert back to other

ways of getting ballot proofs to counties, physical
delivery as opposed to el ectronic delivery.

Q Ckay. The ballot proofs then were the
pdfs, correct?

A Uh- huh.

Q And tell nme again how they were supposed to
be transmtted to the counties.

A. The counties woul d have been | ogging into
the web and pulling those pdfs down.

Q And they're given sonme passcode or
sonething to --

A. Yes, counties have user nane and password
privileges, yes.

Q And are you famliar with the protocol that
the counties used to secure their passwords?

A. | am not .

Q What did they have access to other than

their file with the PDF of the proofs of the ballots?

A. Once they signed on as a county user?
Q Ri ght .
A. We nentioned earlier about training videos.

Stuff of that nature.

Q Anyt hi ng el se?
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A My recollection, | have very little
recol l ection of what all was on the website of 2016
now.
What do they have access to now?
There is no website --

Ckay.

> O > O

-- for logging into and pulling stuff down
now. The Secretary of State has set up a secured FTP

process that's maintained by SOS IT.

Q What is SOS? It neans secretary --
A. Secretary of State Information Technol ogy.
Q ' m sorry.

And how does secured FTP transm ssion work?
You woul d have to ask SOS I T that questi on.

They tell you it's secure.

> O >

And | trust them

Q And through a secured FTP, is it your
under st andi ng they get only what's sent to thenf

A. That is nmy understandi ng, yes, is that the
county only has access to that county fol der and no
ot her | ocati ons.

Q And when did that, the change, when was the
change nmade fromallowing the counties to log in with
the user name and password to get their proof file

and training video, on the one hand, and then
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limting it to just the proofed file transmtted
t hrough an FTP?

A. Everything began being transmtted through
the Secretary of State's controlled environnent in
spring of 2017.

Q And that was -- that would have been before
the mgration from CES, fromKSU to --

A. Yes, yes.

Q Before that change in ternms of how the --
what the counties had access to, did the counties
have access to, for training purpose, a GEMS
dat abase?

A. At sonme tinme we had placed a training GEMS

dat abase to a county. To what county, | do not
recall. But a training database had been posted for
a county.

Q But just let's say it's July, July 2016.

A. Uh- huh.

Q And I'ma county -- |I'm Richard Barron,
just to pick a nane -- and |'ve got a user nane and a
password and | log into the web server, what could I
downl oad?

A My recollection of what a county could

access fromthe web server once they |ogged into

their -- with their credentials was what had been
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posted for them But they al so had access to anot her
page that showed the training videos, but they only
had direct access to what had been posted to their
f ol der.

Q Did the training video include a GEMS

dat abase itsel f?

A. The training video?

Q Right. O that folder or that nodule.
A | don't recall. | don't recall.

Q Okay.

Let me direct your attention to 169 and
that is of Exhibit 21. What was the fully working
clone that's referred to in the e-mail dated
Septenber 7 that's in the mddle of that page?

A. My recollection was that M. Dean was
bui | ding a new web server and working to, working
t hrough the process of hardening that as ways of
testing those i nprovenents.

Q And did he build a --

A. | do not know to what point he conpl eted.
Q But your understanding, it wasn't
conpl et ed?
A | do not believe it was finished.
Q Okay.
A. But | know that they were working on it.
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Q Okay.
Let me direct your attention to 167. Here
M. Dean wites to M. Simms at edu -- at KSU, a copy
to yourself and others: Matt, we have the backup
server updated to Debbie and Jessie.
VWhat is that? O who is that?
A. | -- | believe it is a -- again, a software
program but | do not know.
Q Okay. And what's Apache?
A. Again, | believe that has to deal with
managi ng web processes, but | do not know.
Q And what backup server is he referring to?
A. | don't know. |'massuming it was that
clone previously referenced, but | don't know.
Q What happened to that clone?
A. | do not know.
Q Okay. But your assunption is the backup
server here is the clone that he was working on?
A. | woul d assune, yes.
Q Ckay.
Let me direct your attention to 164.
First, if you |ook at the bottom of the page, there's
a reference to the Unicoi server. Wat's the Unicoi
server?

A. My recollection of Unicoi, Unicoi was a
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server that had been originally distributed to

M. King in his role as chair of the conputer science
departnment, and it was a server that he used as part
of his professororial duties with Kennesaw St at e.

And when he relocated to the Center for Election
Systens, that particular device cane with him

Q And what was put on the Unicoi server
relating to el ection?

A. | believe the -- that Unicoi box was the
box that Steven was using to build that clone, to put
t hat cl one onto, was Unicoi.

Q So the Unicoi, whatever else it had on it,
was the conputer that he used to build, or start
bui | di ng the cl one.

A That is nmy recollection, yes.

Q And was the Unicoi server connected to the
I nternet in any way?

A | believe it was connected to the KSU
network, but | do not know if it was connected to the
out si de worl d.

Q Do you see where M. Moore says: The
serverel ection. Kennesaw. edu shows, however, that a
out dated version of PHP may be running and may be the
reason 40-plus critical vulnerabilities are being

identified as relating to PHP?
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Do you see that? 165 --

A. Oh, sorry. | do see that.
Q And what's PHP?
A | do not know.
Q And do you know anyt hing about this issue?
A | -- only that | saw it in these e-mails
t hr ough cc.
Q And do you know what was done about the

critical vulnerability?

A | do not know.

Q Okay. Let me direct your attention to 162.
162 is an e-mail dated March 1, 2017 from Andy G een

to Steven Gay. Do you see that?

A. | do.
Q Did you receive a copy of that e-mail?
A. | believe it was forwarded to ne in

subsequent ot her e-nails.

Q Okay. Do you see where -- and M. Green
wor ked for Kennesaw, right?

A. That is nmy recollection.

Q And do you see where in this e-mail he
states that he was able to verify the presence of the
vul nerability hinmself?

A | do.

Q And did you, after getting this, undertake
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to determ ne why after M. Lanb had accessed files in
August, that still on March 1 soneone was able to
access files in the fashion that M. G een describes?

A. | believe ny first action upon these things
I n communication with M. King the next day was
I mredi ately taking the web server conpletely offline.

Q Ckay. | understand the action that you
t ook, which was to take -- you took the
el ections. kennesaw. edu server offline?

A Uh- huh.

Q O the server that had that domain. |Is
that nore accurate?

A. The box that had that domain was conpletely
di sconnected from any network connecti ons.

Q And was it ever put back on?

A. | do not believe it was.

Q Okay. And to get back to ny question,
understand the action that you took, but at that
time, are you aware of any effort to answer the
question, wait a mnute, this was a problem we had
nont hs ago, why wasn't anything done about it or

sonmething to that effect?

A. | don't recall
Q Do you recall asking that question?
A. I honestly do not recall asking that
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guesti on.

Q What about M. King, did he say, "Damm
it" --

A. That, | can't speak to what he thought, but
| don't know.

Q What did he say?

A. | don't know what he said at that nonment in
time that he got the e-mail. | don't know.
Q Did you -- did you sense any reaction in

writing or in any kind of conmunication from anybody
at KSU or CES as to sonme concern that the

vul nerability described by M. G een who was enpl oyed
by Kennesaw apparently had been in place for many
nmont hs?

A. My recollection of that day was just, you
know, we have got to resolve this. W have got to
fix, whatever this is, it has got to be fixed. That
was the main thought was their thought -- there was
no thought in nmy head about going back and putting
pi eces all back together again. | don't know what

t houghts were had by others in the Center at that

tinme.
MR. BROMN: Okay. Wiy don't we take a
five-mnute break if we could. |[Is that al
ri ght?
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THE VI DEOGRAPHER: The tinme is 11:49 a. m
We are now off the record.
(WHEREUPON, a recess was taken.)
THE VI DEOGRAPHER: The time is 11:58 a.m,
and we are back on the record.
Q (By M. Brown) M. Barnes, a couple of
foll ow-up questions.

Where is M. Dean today?

A. Last | know is he is still enployed by
Kennesaw State University. |In what capacity, | do
not know.

Q. Was the GEMS dat abase, the training
dat abase, was it encrypted in any way?
A. | don't recall.
Q And what was it called? Wat would be the
file name of the training? Do you know?
A. | don't recall.
Q | had asked you if there was a record of
what was on the server --
THE VI DEOGRAPHER: Hol d on.
(VWHEREUPON, there was a discussion off the
record.)
THE VI DEOGRAPHER: The time is 12 o' clock
p.m W are back on the record.

Q (By M. Brown) | want to take us back to
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after M. Lanb had notified CES of what he had found.
| had asked you sone questions. You had testified
about the records that were taken off of the, the web
server at the tine.

A. Uh- huh.

Q Do you recall?

A. Uh- huh.

Q I had asked you was there any record nade
of what was taking -- taken off. Do you recall that?
And you said -- | think you said you weren't aware of
one.

A. Uh- huh.

Q Fai r enough?

A. Yes.

Q | just want to make sure. Was there a

el ectronic record of what was taken off, not just a

paper record?

A. As in maintained by the device itself?
Q Ri ght .
A. I nean, | don't know. All | could speak to

Is what the files that were in the county fol ders.
That's what was taken off, but those files, copies of
those files still resided on, because they were being
used for Express Poll distribution purposes. All of

those files, those output files were still maintained
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on the Epic server of, you know, data that had been
made avail able to the county for that use. So the
files still existed. They were just no |longer in the
fol der on that web server.

Q But in terns of getting a snapshot of what
M. Lanmb had access to or what would have been on the
web server at the tinme he had access, you are not

aware of a snapshot.

A. ' m not .

Q In any el ectronic or paper form
A. ' m not.

Q Ckay.

Ckay. Let nme direct your attention to page

29 of Exhibit 21. And just to get us back in terns
of the tinme frame, a couple of days before M. G een
had e-mailed of his verification of the
vul nerability. Are you with nme?

A Yes.

Q And here we are on March 3rd, two days
| ater. |s the docunent that's at -- Bates | abeled
29, is that witten by you?

A It is.

Q And what does it describe?

A. It describes files that were present, the

type of files that were present on
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el ecti ons. Kennesaw. edu at that tinme on March 1st.

Q Okay. And you are using Appling County as
an exanpl e because it's first in the al pha,
al phanuneri c organi zati on, correct?

A. Yes, that's how | organized it.

Q Ckay. And so what you are describing is
usi ng Appling County as an illustration of what would
have been on the el ections. Kennesaw. edu server at the
time M. Green confirmed the vulnerability, correct?

A. Yes, | used Appling County as |ike the
primer to get to what was, you know, what was the
file at the end of the web string.

Q And so in the Appling County folder, you
had a zip file with audio files.

A Well, I don't know if | had that in the
Appling folder, but let's say the first county fol der
was Appling and in a county folder would be the

following information if it was present in that

f ol der.
Q Ckay.
A. So there woul d have been, there would have

been an audio.zip file. So that file would have
cont ai ned candi date -- how, how we pronounced
candi date nanmes within that county that were -- that

were particular to that county, |ocal races. Also

Page 75

Veritext Lega Solutions
866 299-5127




© 00 N oo o b~ W N P

N T T N N T e e e R R R N T e
o A W N P O © 0O N O 0o~ W N +—» O

Case 1:17-cv-02989-AT Document 472-10 Filed 07/10/19 Page 77 of 348

any |l ocal questions, |ocal race headers.
Q And then what is the -- if you go down
to -- alnpbst to the bottomyou will see the ABS file
pol | dat a. DB3.
A. Uh- huh, uh-huh.
Do you see that?
Uh- huh.
Vhat is that?

> O > O

That file was for Express Poll use. And it
was a data file to be | oaded to a conpact flash card
that would then be placed into an Express Poll that
contained no voter information at all. Ws just a
list of the various district conbos and their
associ ated ball ot styles that Express Poll could
I nterpret and create a needed voter access card for
advance i n-person absentee voting.

Q And you see in the next paragraph the
file.resources?

A. Uh- huh.

Q Do you see that?

A. | do.

Q And is that the same file that you
di scussed before about when we were tal king about
what damage m ght -- how you could --

A. That's the file | described as -- this is
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the -- this is the file that controls what buttons
you see on the Express Poll.

Q Okay. And then on the next page under
Cher okee County -- why do you switch to Bal dwi n and

Cher okee County in sort of illustrative |list here?

A. | do not recall why.

Q Okay. So these are all files that were on
the election.edu -- I'msorry, elections. Kennesaw. edu

site that M. Green described was vul nerabl e,
correct?

A. These were file types, yes.

Q File types?

A. Yes.

Q And they woul d have included GEMS
I nstructions pdf al so?

A. Yes. Looks like that was -- that was in a
manual on how to use GEMS.

Q Okay.

Okay. Turn with me to page 129. And does
this reflect the action taken to shut down the
server?

A. | believe this is in response to the
Uni coi .
Q Okay. And so this is not shutting down

the -- well, two servers here we are tal king about, |
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guess, that is web facing. One is the Unicoi server
that M. King had that used to be for his use as a
pr of essor, correct?

A. Correct.

Q. And the other one is the
el ecti ons. Kennesaw. edu server, correct?

A. Correct.

Q And at sone point both -- were both of
t hose di sconnected fromthe Internet?

A. | believe the web, the
el ecti ons. Kennesaw. edu was i mmedi ately di sconnected
on that March 1st, March 2nd tine frane. And t hat
the Unicoi server, fromny recollection, was never
put into an outward-facing IP, but it was placed on
t he KSU network. And then when KSU IT saw t hat box
and did a scan, they imedi ately said make sure it's

t aken of f now.

Q Do you know what fromthe scan --
A. | do not know.
Q. Ckay. And do you know where that scan

woul d be now?

| do not know.

A
Q And how many users are on the KSU network?
A | do not know.

Q.

But t housands?
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A. | do not know.
Q But, | nmean, it's for the whole university.
A. | do not know how KSU organi zes its

net wor K.

Q Turn with ne to page 91. And let ne direct
your attention to the e-mail at the bottom of the
page fromyou to Steven Gay, dated March 15th.

A Uh- huh.

Q Now, here you -- this is the bottom of page
91 of Exhibit 21. You say: W would like to
retrieve certain records fromel ections. Kennesaw. edu
t hat support our daily office activities.

Do you see that?

A. | do.

Q And | take it you didn't have access to it,
but you needed access to it; is that correct?

A. Correct.

Q Okay. And were you given access to this?

A. We were.

Q Ckay. But it was tenporarily not
retrievabl e because of security work that was being
done?

A. We didn't have possession of the box at
al | .

Q Who had possession of it?
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A. KSU I T.

Q Okay. And why did KSU IT have it?

A. They, upon the March 2nd -- March 1st,
March 2nd activity stepped in and took possessi on of
t hat server for their own security assessnent. And
it literally was renmoved fromthe facility and taken
to a KSU IT secure storage.

Q Okay. And so you didn't have your server,
you didn't have your web server?

A. The web server was taken from our buil ding
and put in possession of KSU IT.

Q So March 15th, you're saying, | have got to
do sone work here, got to copy sone files, basically,
correct?

A. | needed access to files that were being

stored on that server.

Q Turn with me to page 62. In that -- in the
e-mail in the mddle of the page identifies an SCS
i nvestigator. Do you know who that investigator was

and what they were doing?
627

Yes.

Let's see.

Yes, it's in the mddle of the page.

> O > O >

| do not recall what that particular SOS
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I nvestigator was | ooking at, at the tinme. W -- we
communi cated with SOS investigators a lot in their
role with investigating issues brought before the
state el ection board, and they would custonmarily ask
for ballots from previous el ection.

Q Did the investigator fromthe Secretary of
State undertake any sort of investigation into the
security of the CES systenf

A Not that |I'm aware of.

Q Okay. Do you recall the FBI taking
possessi on of some of your gear?

A. I -- 1 recall the FBI being contacted.

What the FBI did in possession in taking such forth,
| don't know what they did and when they particularly
did it, but I renmenber the FBI being brought in.

Q And what is your understandi ng of what they
t ook?

A. My understanding is they took a full inage
of the el ections. Kennesaw. edu server.

Q And they took the imge of it?

A. That's my understanding. | don't know if
t hey took physical possessi on of
el ecti ons. Kennesaw. edu at sonme tine. | don't know.

Q And what did they do with the inage?

A. They reviewed the image. | don't know what
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they did, but they reviewed the i mge as part of
their investigation.

Q Okay. And then the server itself, where

did it go?

A. The server was property of Kennesaw State
University. So it stayed with -- after the FBI
was -- concluded their investigation, that server was

retai ned by Kennesaw State University IT. That box
never canme back to CES.

Q Okay. And then did you build another?

A No, we did not. KSU did all web services
for the Center after March 2nd, 2017.

Q Do you know what KSU IT did with that web
server?

A | don't know in what condition that web

server currently stands.

Q Is it still out there?
A | do not know.
Q Do you know if anyone took a picture of

what the FBI took a picture of?

A. | do not know.

Q So if you wanted to find out what was on
that web server today, it would be beyond your reach;
s that correct?

A. It would be beyond ny reach, yes.
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Q Okay. It would either be at KSUIT or with
the FBI?

A. That is ny understanding, yes.

Q Now, did you -- do you recall in the --
| ater in 2017 receiving any notice fromthe Attorney
General that we have been sued, you need to retain
all your records, don't destroy anything or anything
to that effect?

A | know that we got notification from| egal
counsel at KSU through e-mail to us saying, you know,
hol d onto anything you have got.

Q And when did you get that?

A. | don't recall the day that we got that.

Q But in the 2017 tine franme that --

A Yes. We -- yes. | think there were
multiple lawsuits filed in 2017. So, yes.

Q And -- but was that by e-mail or --

A. | don't recall how we got notification.

Q And did you hold onto everything you had?

A Al l the docunents that we had within the
Center for Election Systens were hel d.

Q What about the data?

A All the data that we had wthin CES was
hel d.

Q Okay. What about the servers, were they
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kept ?

A. Al'l of the hardware that was in the
bui |l di ng stayed in the building, yes.

Q And what was -- at the time you received
notification of the lawsuit, what was within your
control? Ballot builder?

A. Bal | ot builder was in our control. Epic
server was in our control. W had no outward-facing
servers of any sort in our control or in our
possessi on.

Q And the individual boxes that your ball ot

bui |l ders use --

A They were still in-house, yes.
Q And have those been -- those are stil
t here?
A. Those have -- | believe when the Center for

El ection Systens transitioned from Kennesaw State to
the SCS, that Kennesaw State transitioned all of that
hardware over to SOS and that it is still held by
SCS.

Q Ckay. Let nme hand to you a couple of pages
from Judge Totenberg's decision dated Septenber 17th,
2018. And this is the judge's opinion based upon
all egations in the plaintiff's conplaint. And I want

to see what you know about these allegations, if
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anyt hi ng.

If you |l ook on the second page of what |
have given to you, and this is 334 F. Supp 3rd 1303.
And the junp side is 1310. The order says: But on

July 7, 2017, four days after this |lawsuit was

originally filed -- and I'mreading fromthe second
col umm.

A. Uh- huh.

Q Toward the top. Do you see that?

A Yes.

Q. But on -- to start over.

But on July 7, 2017, four days after this
| awsuit was originally filed in Fulton Superior

Court, all data on the hard drives of the

Uni versity's el ections. KSU -- Kennesaw. edu server was

destroyed.
Do you see that?
A | do.
Q And that woul d have been after -- best of
your recollection, after the Attorney General had
circulated a notice to CES at |east to hold onto

everything, hold onto everything you got, right?

A. Uh- huh.
Q Is that a yes?
A. My recollection of the event is yes, that
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we had received notification from-- CES had received
notification fromlegal counsel at KSU to retain all
i nf or mati on.
Q Did that cone fromJeff M steen probably?
A. He was | egal counsel for KSU, so, yes.
Q So MIsteen tells CES hold onto everything
you got, right?

A. Uh- huh.

Q Do you know if he sent the sanme thing to
KSU?

A | do not know.

Q Do you know that he did not?

A | do not know.

Q Just he m ght not have?

A | don't know what conmuni cati ons.

Q But at -- at that time when you got it, not

suggesting that you had to, but you didn't say to
Kennesaw, you have got ny gear that was accessed,
don't do anything with it, did you?

A. No.

Q Ckay. Do you have any reason to believe
t hat Kennesaw itself, apart from CES, did not receive
that notification --

A | don't know.

Q But in any event, after you got the
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notification to hold everything, Kennesaw |IT
destroyed that server, correct?

A. Kennesaw ID -- Kennesaw I T followed their
protocol for doing whatever with servers in this
I nstance, but | -- | don't -- | don't know what they
did, but they followed their protocol. That's what
was relayed to us.

Q And your understandi ng was that protocol
i nvol ved wi ping the system

A. That's ny under st andi ng.

Q Ckay. And do you know i f Kennesaw took a
picture of what it destroyed?

A. | do not know.

Q Ckay. The next sentence of Judge
Totenberg's order says: And on August 9, 2017, |ess
than a day after this action was renoved to this
court, all data on the hard drives of a secondary
server which contains simlar information to the
el ecti ons. Kennesaw. edu server was al so destroyed.
Do you see that?
| do.

WAs there a secondary server?

| do not know what that speaks of.

o > O »

Ckay. Were you -- were you aware of --

could this have been the Unicoi server; do you know?
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A. | don't know.
Q So you don't know what was destroyed on
August 9?

A. No, | do not.

Q And sane question as before: You don't
know i f a picture was taken of what was destroyed?

A. | do not know.

Q So just to wap all this up, as far as you

know, there is no record of what Kennesaw destroyed

either -- on either occasion, as far as you know?

A That's -- | do not know. As far as | know,
yes, | have no know edge.

Q Right. You couldn't -- you couldn't find
it.

A | couldn't find it.

Q Okay.

Let me hand you what will be marked as

Exhi bit 22.

(Plaintiffs' Exhibit 22, Diebold Election
Systens, Inc. 2005 GEMS 1.18 User's CGuide, 12.4
Chal | enge Board, marked for identification.)
Q (By M. Brown) M. Barnes, you have seen
GEMS user's guides before; is that right?
A | have.

Q And you will notice that this one is dated
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2005. Do you see that?
A. Uh- huh.  Unh- huh.

Q And do you have a user's guide that's newer
than that?

A | don't know if | have one newer than this
or not.

Q This particular exhibit relates to the

chal | enge board. Do you see that?

A | do.

Q And what's the chall enge board?

A That is a function in the election
managenment system that we do not use in the State of
Georgi a.

Q Why don't you use it; do you know?

A It is -- it's a tool wthin the database we
don't use.

Q Okay. Let nme direct your attention to page
12.13 of Exhibit 22. Let nme just ask you this: Does
this look |ike a GEMS dat abase user's guide to you?

A It does.

Q M ght be dated?

A. Correct.

Q And | ooki ng at page 12-13, what would
you -- is this a -- is this a table that we are

| ooking at, could you call it that?
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A. Yes, it appears to be a table.
Q Ckay. And do you see where it deals with

chal |l enged voters there in the m ddl e?

A. Yes.

Q. It has a voter ID colum; do you see that?
A. | do.

Q. And what's a voter |D?

A. | don't know.

Q. Don't know?

A. Don't know what that nunber is.

Q. Is there a voter ID colum that's used --

well, field, | guess, that's used in other
applications wthin GEMS?

A. | -- | do not know.

Q Do you know if the State used to use a
chal |l enge board within your tenure or they just
never, as far as you know, never used it?

A. l'"mtrying to recall when the State first
started doing in-person advanced voting on DREs.
There was a operation used that may have then
I nvol ved the chall enge board, but |I don't know if it
I nvol ved the chall enge board.

Q And just for the record, |I'mgoing to get
you to identify Exhibit 23.

(Plaintiffs' Exhibit 23, Diebold Election
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Systens, Inc. 2005 GEMS 1.18 User's CGuide, 2.3

Del eti ng a Dat abase, marked for identification.)

Q (By M. Brown) And just for the record,
does Exhibit 23 look |ike other pages froma GEMS
user's gui de?

A It does.

Q And what the GEMS user's guide and what
GEMS in general does is allow the ballot builder to
go through a particular election and configure all

the variables that go into building the ball ot,

correct?
A. That is correct.
Q And the way it's configured is a series of

different queries or options that the ball ot builder
wll take to configure the election correctly,
correct?

A. Correct.

Q And the ballot builder will do this
exerci se for every single ballot conbination -- or
ballot -- | want to use the right words.

A. What a ball ot builder does in building

their database is first set the -- you know, the

styles of the ballot. 1Is it going to be a

three-colum ballot or nanme of the -- nanme of the

el ection, what -- are you using optical scan ballots,
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are you using touch screen ballots. What the font
Sizes are going to be in play for candi date nanes.
What col oring may be appearing on the ballot and then
touch screen display. Setting up sort of |ike the
framewor k of the database.

And then it's a matter of entering in the
political districts and their subdistricts. The
precincts and their district conbos, the polling
| ocati ons and relating those factors.

Q WIIl they -- will they start the exercise
fromstep one for each ballot or will there be a
tenpl ate per county that gets copied into the next
ones?

A. The -- what normally transpires is the
dat abase that was used in the preceding election is
sort of a start point where previous election
i nformation districting races and such are renoved
and then a new database is built fromthat point
f orwar d.

Q So it mght contain sone information from

t he previous one.

A. It m ght, yes.
Q Okay.
Let me show you what will be marked as
Exhi bit 24.
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(Plaintiffs' Exhibit 24, Ballot image
printout from GEMS conputer, nmarked for
identification.)

Q (By M. Brown) Can you identify Exhibit 247

A. It appears to be a ballot image printout
fromthe GEMS conputer.

Q And can you tell |ooking at it what county
this would have come fronf

A. | don't see a county designation on it. |
see a precinct designation.

Q So if you knew where Red Gak was, you woul d
know what county it was?

A Yes, | could -- | could -- | could
determ ne, yes.

Q Okay. And what is a ballot inage report
used for?

A. A ball ot inmage report can be generated from
GEMS to show what was captured by specific DRE
machi ne.

Q And what was captured by a specific DRE
machi ne for a particular voter?

A. Not for a particular voter, but a ballot
cast.

Q What's the difference between a particular

voter and for ballot cast?
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A. VWhen we cast a ballot, there's not an
i dentifying element that's connected to the ballot at
the time of cast. It is sinply ballot style. And
when the ballot style, when the touch screen hits
cast, when you hit cast vote on the touch screen, it
t hen assigns a nuneric value to the collection of
data it just received fromthat interaction.

Q And the nuneric value is then associ ated
with the ballot, not with the voter?

A. Correct.

Q And how is the nuneric val ue generated?

A. How it generates a random nunber, | don't
know how it generates, but a random nunber is
assigned to that at the tine the ballot is cast.

Q It's by random nunber generator rather than
sequence; is that your understanding?

A. Ri ght .

Q And then that random nunber then is stuck
to, for lack of a better expression, that cast
ballot; is that right?

A. That woul d be correct, yes.

Q The -- this particular printout does not
show a voter SN, do you see that?

A. | do.

Q Wiy is there a field for a voter SN?
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A. | do not know.

Q |s there an option in GEMS to show the
voter SN there?

A. | do not know.

Q. And the voter SN would be the way to
Identify a voter?

A. | do not know.

Q So it could be that if you configured the
report differently, the ballot imge report could
identify the voter; is that right?

A. | have never seen a way to configure the
report.

MR. BROWN: Let's take a break for a
second.
THE VI DEOGRAPHER: The tinme is 12:34 p. m

We are off the record.

(WHEREUPON, a recess was taken.)

THE VI DEOGRAPHER: St and by.

The time is 12:35 p.m W are back on the
record.

Q (By M. Brown) You testified that the

voter -- do you know what the SN would stand for?
A. | do not.
Q That blank is not used now, as far as you
know?
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A. As far as | know now, | do not know why
that's there.

Q Okay. And do you know if that was used
back in, earlier in the 2000s when there was a
chal | enge procedure avail able? Do you know if that
m ght have been used then?

A | don't know if that nunber correlates back
to that position.

Q Okay. Looking at Exhibit 24. Do you see
any personal information on 24?

A | do not.

Q Do you see any private or sensitive
I nformati on on here?

A | see the vote recorded.

Q Is there -- would disclosing this publicly
present any sort of security risk that you know of ?

A | do not believe.

Q Okay.

Let me hand to you what has been narked --
what w |l be marked as Exhibit 25.
(Plaintiffs' Exhibit 25, Ballot inmage

report froma GEMS conputer, marked for

i dentification.)

Q (By M. Brown) And what is Exhibit 25?

A. It is also a ballot inage report froma
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GEMS conputer.

Q And why does -- why is 25 different than
247

A. When you are creating a record fromthe
bal | ot view section, there is a check box that by
default is unchecked. |If it remains unchecked, then
the i mge that generates only shows the sel ections
that the voter made. If it is -- if there is a check
mar k placed in that box, then it will produce an
i mge that shows the selection that the candi date
made per race and all other candidates |isted.

Q So here this appears to be a Atlanta city
council race; is that right?

A. It appears to be, yes.

Q And the first page just shows that an
unknown voter voted for M. Anps, correct?

A Correct.

Q And the -- is the ballot serial nunber, is
t hat probably what SN stands for?

A. That woul d be ny guess, yes.

Q And is that the random generated numnber
t here?

A That -- yes.

Q Okay. Then it -- turn in the page in

Exhi bit 25, here is another ballot froma --
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hopefully a different voter also voting for M. Anps.

A. Uh- huh.

Q And then these are just exanples, but sane
race, just different ballot serial nunbers, correct?

A. Correct.

Q Now, if -- you testified that when the cast
vote button is mashed, that the system generates a
nunmber that goes with the cast ballot. And to your
testinony, the identity of the voter is |lost forever.

Fai r enough?

A. Uh- huh.
Q As far as the system knows, correct?
A | don't believe that it ever knew who the

voter was to begin wth.

Q Well, they would know -- they would know - -
wait. |Is that right? The voter gets a yellow card,
right?

A. The voter checks in on Express Poll. The
record is marked as participating. And then a voter
access card is created containing a code that tells
t he DRE what ballot style to display.

Q But that card does not identify the voter
ei ther?

A. Correct.

Q Okay. So an anonynpus person hol ding an
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anonynous yellow card -- | say "yellow " but you know
what |'mtal king about, the card that goes into the
DRE machi ne, correct?

A. Uh- huh, vyes.

Q The machi ne doesn't know who the voter is,

A. Correct.

Q The voter hasn't told thenm is that -- is
that right?
A. The voter presented thenselves with their

IDto the poll worker, was found to be an eligible
participant. And then they create a voter access
card that tells the -- tells the DRE what bl ank
ball ot imge to display for that voter.

Q For that voter as a class of people who get
that ballot style, correct?

A. Correct. That voter is part of a district
conbo value. That district conmbo value is the
identifier on the card that tells the devi ce what
ball ot to show.

Q Is there -- are you aware of a nethod of
assigning the voter's identity onto the yellow card

that the voter is given?

A. | am aware of when the State started doing
I n- person absentee balloting, | believe in 2003, 2004
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| think. 2003, 2004. That due to statute, an
absentee ballot at the tinme of casting could not be
counted. It had to be held.

But the State wanted to use DRE equi pnent
to -- for in-person absentee voting because al
bal | ot styles could be assigned to a DRE. So that
the State decided to use the feature in the system
t he chal |l enged voter feature, which allowed the --
during advanced voting allowed the user to create a
voter access card, and at the tine of creating the
voter access card could put a nuneric value of that
card. And then that nuneric value was placed in the
record as being for Voter X, Y or Z

And then the voter access card woul d be
pl aced into the touch screen. The ballot would be
cast, but it would not be counted. It would be sort
of held in an electronic envel ope and the el ectronic
envel ope had that nuneric value on top of it. Very
simlar to how an absentee ballot when it's sent back
in has the voter's identification on it, but the
ballot is contained there wthin.

And until the ballot was accepted on the
touch screen or not, it sort of stayed in a purgatory
state. You just knew that there was a ball ot there,

the content you did not know. You just knew that
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there was a ballot there that just had to be
accept ed.

Q So for |egal reasons, the vote could be
made and accepted by the poll office, but couldn't
technically be counted until election day; is that
what it was?

A. Legally, the -- the absentee voter could
cast their ballots, but the way the statute was
written for advanced vote -- absentee voting at the
tinme is that a ballot could not be counted until end
of the close of the polls on election day. That
statute got changed, | believe, in 2007.

Q Why was it necessary to assign a voter
Identity to a ballot that was cast and held during
that tinme period?

A. The i n-person absentee was absentee voti ng.
And there was clear statute on the books in relation
to how absentee ballots had to be maintained. And
statute said that if absentee ballot is returned that
it is held and not opened until close of polls on
el ection day. And then the ballot would be extracted
fromthe signed envel ope and then counted.

So the State interpreted the |egislative
i ntent as we have to hold these ballots in that

st at e. And | believe the mndset was that if a voter
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came in and voted in absentee balloting under the
statute but then passed away before close of polls on
el ection day, the election office would be notified
of that death and then they would have the ability to
go back in, find that ID nunber, and then the ball ot
Is there, but it would not be accepted.

Q Is there then functionality in either the
Express Poll book systemor the GEMS systemto assign
and keep a voter identity attached to a cast ballot?

A. " mnot aware of an operation within the
Express Poll. The DRE, if it's used to create a
voter access card, there is a way to assign it as a
chal | enged voter access card and assign a nuneric
val ue.

Q And so if you did through the challenge
vote process the DRE, the GEMS system woul d know who

cast that vote.

A. They would be -- | assunme there would be a
nunber tied toit. Wi it was, | wouldn't know.
Q In configuring a ballot, the ball ot

bui | ding process, is there an option for allow ng the
DRE to retain the identity of the voter?

A Say agai n.

Q When you are building a ballot, could you

turn on or off the ability of the DREs to tag an
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I ndi vi dual voter to a cast ballot?

A. | do not believe there is a toggle
on-and-off switch in GEMS for that action.

Q Okay.

Do the smart cards now have a uni que nunber
assigned to a ballot?

A. The -- what information is placed directly
onto the smart card, | don't know the direct
information. | can only speak to it in the operation
that is taking place.

The DRE device within a polling |ocation
has a associ ated nunber of district conmbos with
correl ating bal ance styles connected thereto. The
voter access card tells the DRE machi ne what district
conbo value the voter is connected to based upon the
Express Poll creating the voter access card. And
then the DRE knows that if that voter is conbo 203 in
this poll location, that they are eligible for ball ot
styl e one.

Q Ckay. |In Express Poll book piece of the

process.
A Uh- huh.
Q The poll worker would retain or record the
serial nunber of a -- of the smart card that a

particul ar voter got?
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A. No.

Q Okay. So if | go up to vote, and say |I'm
Bruce Brown, | live in Mrningside, | want to vote,
they give ne a card, there's no record made of which
card | got; is that right, as far as you know?

A That's correct.

MR. BROWN: Okay. Let's take a break for

| unch.

THE VI DEOGRAPHER: The tine is 12:49 p. m

We are now off the record.

(WHEREUPON, a recess was taken.)
THE VI DEOGRAPHER: The tine is 1:55 p.m,
and we are back on the record.

Q (By M. Brown) M. Barnes, we are back from
a lunch break.

Let me hand to you what we are going to
mar k as Exhi bit 26.
MR. BROMN: And for the record, | do not

have copies of this, but Exhibit 26 is sinply a

handwritten page that takes sone information

from docunent requests that we served upon

Fulton County. And the purpose of this is

sinply to ask the witness sone questions about

sonme nunbers that appear on the DRE screen.

And so this exhibit sinmply says, Fulton,
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1 May 22nd, 2018 and then the precinct nunmber.

2 And then it gives two specific nunbers that we

3 bel i eve appear on the screen. So |I'mgoing to

4 ask about those, but | don't have a copy.

5 Q (By M. Brown) Let nme hand you what is

6 Exhibit 26. | just have a few questions on that.

7 (Plaintiffs' Exhibit 26, Handwritten page,

8 mar ked for identification.)

9 Q (By M. Brown) M. Barnes, | hand you 26
10 whi ch | have described. It has two nunbers that |
11 will represent to you -- you don't have to believe
12 it, but I wll represent to you, appeared on the DRE
13 screen after a voter voted. And do you know what
14 t hose nunbers would be or what they would be for?
15 A. | do believe so, yes, sir.

16 Q. And what are they for?

17 A The 848 nunber is a district combo val ue.

18 The O07H nunber is the precinct. And the 66 is the

19 bal | ot I D nunmber, the ballot style.

20 Q. It's the, the identification of the style,

21 not of the -- not of the voter or anything?

22 A. Correct. It is the style. Yes. Ballot

23 styl e 66.

24 Q Let nme go back to another question that |

25 asked you and | wasn't sure about your response.
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The smart card that the voter gets from --
after he -- before -- that he puts into the DRE
machi ne; are you with ne?

A. Uh- huh.

Q Is the -- is there any kind of
i dentification on the smart card that would |ink that
card to the voter?

A. No, sir.

Q Does the registration official keep any
ki nd of record manually or electronically at their
desk that would link the smart card to the voter?

A. The -- there's nothing collected manually.
The Express Poll creates a transaction record. The
transaction record indicates the voter ID of --
that's in action, the voter, that's how they
recogni ze the voter is through the voter ID,
regi stration nunber of the voter. And part of that
transaction record outlines what ballot type the
voter was given. |t outlines whether they voted the
Republican ballot or the Denocratic ballot, if it's a
primary, and what ballot style they were issued and

that's recorded in the transaction record.

Q And that's so that you can't vote tw ce,
right?
A. The transaction record keeps a record of
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who has been issued a voter access card and what
ball ot style they were issued in correlation to their
associ ated district conbo val ue.

Q Is the -- is there any way to know, based

upon that information, which smart card he or she

recei ved?
A No.
Q Do the smart cards have a uni que

identifier?

A. The smart cards do not have a uni que
i dentifier.
Q So there's nothing on the smart card that

says | am 45645?

A. That woul d be correct.

Q Okay. Turn, if you will, in the big
exhibit, which is 21, | believe, to Nunmber 110. Are
you with nme?

A Yes, sir.

Q Have you seen the docunent that is
reproduced at Bates | abel 110 through 113 before?

A. | believe this is a report witten in
conjunction with KSU IT departnment and the Center for
El ecti ons.

Q And did you have a role in preparing this?

A. In my role as director for the center, |
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woul d have been involved in sonme capacity. |'mjust
trying to -- I'mtrying to recall that capacity.
Q And who -- was there a person who was the

primary aut hor of this or under whose nane that this
went out?

A. | believe it was witten by Steven Gay.

Q And | may have asked you this, but where is
M. Gay now?

A Il -- I don't know if he is -- excuse ne.
do not know if he is still CIO -- excuse ne, ClO or

with KSUIT currently.

Q Ckay.

A. He previously was at the tine. | do not
know if he is still there or not.

Q Okay. Now, the -- if you | ook under

Actions Taken, do you see that?

A Yes, sir.

Q It says: Wthin an hour of initia
contact, the vulnerability was confirned. But the
initial contact was actually M. Lanb, right, which
was nont hs before?

A. This -- this docunent is only pertaining to
the incident that happened on March 1lst as the
docunent indicates.

Q But woul dn't a reasonabl e reader infer from
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this that there was not an earlier contact?

A. | don't know what soneone would infer.

Q Did you -- did it occur to you that, you
know, in all fairness, that that earlier intrusion
shoul d be reported al so?

A. At the time of this report being witten,
my full focus was on this incident. And, again, this
was witten in conpilation with KSU IT.

Q If you look at -- if you look at -- if you
go down to Kennesaw where it's bold, Kennesaw,
Georgia --

A. Uh- huh.

Q -- March 31st. It says that no personal
I nformati on was conprom sed. Do you see that?

A. | do, sir.

Q But isn't it true that Logan, G ayson and
Green all confirmed that mlIlions of pieces of data,
i ncl udi ng personal information was avail abl e, open on
the Internet?

A. | believe this docunent is witten in
response to a KSU press rel ease that was issued in
relation to this based upon investigation provided
back to them by the FBI.

Q So it was -- okay.

So KSU rel eased a statenent that no
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personal information was conprom sed and that's just
not correct, right?

A. " monly speaking to what's before nme in
t he docunent.

Q Ckay. But you would not agree that no
personal information was conprom sed.

A. | do not know if personal information was
conprom sed or not.

Q But you know that mllions of pieces of
dat a about peopl e, including personal informtion,
was avail able on the Internet to be conprom sed for
many nonths, right?

A. I know that the Center for Election System
pl aced an Express Poll data set on its web server for
access for counties. Who gained access other than
the counties, | am unaware.

Q But -- but -- well, just cutting to the
chase, you know, M. Lanb could get in, M. G ayson
could get in, M. Green, who was a professor at
Kennesaw, confirmed that all of this informati on had
been conprom sed and was vul nerable. Correct?

A. Based upon the docunentation, yes, sir.

Q Okay.

Okay. Let nme direct your attention to page

64. Can you describe for me the process and the
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people involved in deciding to wi pe the two servers?
What do you know about that?

A. | know that the servers were in the
possession of Steven Gay, who was the head of KSU IT
and KSU I T had taken possession of the servers and
were in control of the servers at that point.

Q But you knew what they were doing with it,
right?

A | knew they had possession of the servers.

Q And you knew that they were going to w pe
the servers, right?

A. It's nmy understanding that they had
I ntention of trying to reuse the servers in sone
ot her capacity within the University.

Q And to do that they were going to w pe the
servers of the election information.

A. | did not know what they were going to do
with the servers. | knew that they had possession of
the servers and had intent to reuse themin sone
capacity outside the Center for Election Systens.

Q And you didn't tell themto wipe it or to
save it.

A. | did not. | entrusted the protection of
t he devices, that hardware, in the hands of KSU IT

because | felt |like that was the best course of
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action.
Q Let nme direct your attention to page 65.
And this is still in Exhibit 21.

M. Gay writes: W need to develop a
conprehensive inventory of all assets on the CES
private network.

What is that?

A. That is what we referred to as our
ai r-gapped system where we kept our GEMS dat abases
during construction, the private term nals we spoke
of earlier today that ballot builders would do their
work, the hard-Iline network.

Q The hard-line network between the
I ndi vi dual conputers with the GEMS dat abases that
were used by the ballot builders --

A. Correct.

Q. -- that wired into the --
A. Bal | ot buil der server.

Q. -- ball ot builder server.
A. Yes, sSir.

Q. Ckay.

Let me go back to the discussion that we
had about the overall system and how t he dat abase
I nformati on m grated through it.

The -- in 2016, you had the ballot builder
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server and you had the web server and you had the
Epi c server, correct?

A. Correct.

Q And tell ne again what was on the Epic
server.

A. The Epic server contained voter informtion
extracted fromthe voter registration system as well
as el ection database files, so that those two things
coul d be brought together through a program call ed
Epic that would create the Express Poll data sets
that are used for election on the Express Poll ePoll
devi ces.

Q And then how does that information make it
to the ePoll books conputers that are in a polling
pl ace?

A. Once the data file is conpiled on the
Express Poll -- on the Epic server, it has to be
extracted fromthe Epic server. And it's done
through a formatted conpact flash card that's
formatted before it's inserted into the Epic server.
And then the data is copied fromthe Epic server onto
t he conpact flash card, a single conpact flash card.

The conpact flash card is then placed into
an Express Poll unit device and the data file is

i nspected to make sure that the data file is
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operational. That it can be read by the Express
Poll, that it is responsive to commands, that the
display is showng information as it should be

di spl ayed.

Once that information is checked and
verified, then that flash card is then renoved from
the conpact flash card. It is placed back into a
conpact flash card reader to access the file
directory. And the transaction |og that had been
created in that single insertion of the Express Pol
is then renmoved fromthat conpact flash card so that
we remain with the base four data files that are --
make up the Express Poll data set.

That conpact flash card is then taken to a
duplicating stack where that conpact flash card is
i nserted and then duplicate copies of that conpact
flash card are created. The duplication process is a
full 1mage of the conpact flash card. The data files
and all enpty spaces on the conpact flash card is
duplicated onto other conpact flash cards.

Those conpact flash cards are then bundl ed
i nto secured bags for each individual county and then
t hose bags delivered to the county el ection offices.

Q Okay. Now, the Epic conputer, was it

repl aced, has it been replaced since 20167
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A. It has been, yes, sir.

Q And what's used now, sane thing, just
di fferent conputer?

A. It's the sane programsitting on a new
har dwar e.

Q What type of hardware?

A. You woul d have to ask SOS IT that questi on.
Q It's just a conputer?
A. It's -- it's a server |evel conmputer. What

type, you would have to ask SOS IT.

Q Okay. And then the other two servers that
were there, one was the ballot builder conputer.

A. Uh- huh.

Q And the web-facing -- the web server. Are
you with nme?

A Correct. Correct.

Q The web server itself is no |onger in use.

A. Where that physical box is and what
condition it is, | do not know.

Q Ckay. And that you have a conputer now
t hough that is in function the ballot builder,
correct?

A. Correct.

Q Okay. Is it the sane hardware or different

har dwar e?
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A It's, again, a new hardware running the
sane existing program
Q Okay. What's -- and then you have the

array of conputers that the ball ot builders work on.

A. Uh- huh.
Q Those sane type of conputers now, right?
A. Those are all new hardware purchased by

Secretary of State's office, managed by the Secretary
of State's office.

Q Okay. Now, the -- are you using GEMS
dat abases that were in use in 2016 when Logan Lanb

accessed the web server informtion?

A. We are using -- ask the question --
Q Is the -- is the GEMS dat abases that were
I n use in August of 2016, are you still using those

dat abases? Now |I'm going to ask a couple nore
foll ow-up questions.
A. Each -- each database is built specifically
for the election. Does it have |ong-term audit
hi story of preexisting that buil d?
Q Ri ght .
A. Yes, it woul d.
Q And just sort of cut to the chase. |If
mal ware were introduced into the systemin 2016 or

before, has the -- either the conputers or the
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applications in your office been checked to see if
there's malware in it?

MR. TYSON: |'Il object that it |acks
foundati on on mal ware being introduced and calls
for specul ati on.

You can answer if you can.

A. The install of the GEMS executabl e program
on the hardware mai ntained by the Secretary of
State's office?

Q (By M. Brown) Today, the one that's done
t oday.

A. Mai nt ai ned today. Wen -- when it was
I nstalled, that program that GEMS execut abl e
program was conpared, a hash signature was conpared
of it with the GEMS executabl e that was brought
forward to the Secretary of State's office to the
State of Georgia in 2001 -- 2001, 2011 -- to validate
that it had the same hash signature as that that had
been built froma trusted built froma voting system
testing lab. | believe the |ab at the tinme was
Cyber. And the hash conpare cane back cl ean.

Q Whi ch nmeant what to you?

A. Meant that the executable program of GEMS
did not contain any malware. It was exactly the sane

programas it was once as installed in 2011.
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Q And that's with respect to the GEMS
dat abase that was at the Secretary of State's office,
correct?

A. The GEMS executabl e program yes.

Q Ckay. Thank you.

Now, counties have GEMS executabl e
progranms, right?

A. They do.

Q WAs a simlar sort of testing done with
respect to their prograns?

A The | ast state-w de exam nation of the GEMS
executable file state-wi de was done in 2015. Since
that state-w de exam nation, we have visited nunmerous
counties through '"16, '17, '18, and '19, and
continued to run this verification process every
time. And to this date, we have not found any

m smat ches.

Q What sort of verification process?
A. It's a hash signature conpare.
Q And how many different counties have you

done a hash signature conpare operation to?

A. Every tinme anybody fromny office goes to a
county, we run the hash signature conpare. Again, as
previously stated, we did a state-w de inspection of

159 GEMS conputers in 2015. Since then, we have been
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continually visiting counties.
| don't know the nunber offhand how many we

tested in '16, how many was '17, how many was ' 18,
how many was '19, but we have continued to test
t hrough those years and have still found no
m smat ches.

Q And you don't know if you have covered
every county or not sitting here.

A. Do I know if | have covered every county

since 215, 2015, | do not.

Q. Yes.

A | do not.

Q What is the utility that you use?

A. We call it GEMS Verify.

Q And who makes it?

A. It was built by the Conputer Science and
| nformation Security Division -- | believe that was
the nane of the office -- at Kennesaw State

University. The professor was Dr. M ke Wit man.

Q Has any kind of testing been done to the
menory cards that go fromthe county GEMS server to
t he i ndividual DRES?

A. What type of testing?

Q Testing to see if there -- if there's

anything wong with them if there's any nmalware in
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it or anything else.

A. The last tinme that all of the conpact flash
cards were brought in fromthe -- not conpact flash
cards, the nmenory cards --

Q Menory cards.

A. -- for touch screens, the last tine they
were all brought into the State and pristine, clean
I mges, reformatted i nages placed onto those devices,
| believe was in -- |I'mguessing on the year, but I
believe it was done in -- it was either 2013 or 2015.

Q Okay. And then the same question for the
I nternal nmenory of the DRE voting machines
t hensel ves. Have those -- has that internal nenory
for those machi nes been tested or checked in any way?

A. No, sir.

Q Okay.

MR. BROAN: Twenty-seven.
THE REPORTER: Twenty-seven.
(Plaintiffs' Exhibit 27, Direct Record

El ectronic Voting Machi ne Recap records, marked

for identification.)

Q (By M. Brown) Let nme hand you what has
been marked as Exhibit 27.

MR. BROWN. Here you go, Kaye. Wait. |

gave you too many.
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Q (By M. Brown) Do you know what Exhibit 27
s, sir?

A. It appears to be a what | would call a DRE
voting recap machine froma polling |ocation.

Q And what is that used for?

A This is used as work done at the polling
| ocation by poll workers for reconciliation purposes
where they verify the equi pnent at open to
validate -- the first part of the formis filled out
at the conclusion of logic and accuracy testing to
i ndi cate the devices that have been assigned to that
af orenenti oned voting |ocation. And the seal nunber
t hat was placed on the device at the tine the test
was concl uded.

And then on el ection norning, the poll
wor kers begin filling out these nunmbers upon openi ng.
They validate that the seal nunmber that was on the
device at the tinme of conpletion of testing is still
the seal attached to that unit. |[If that seal is
there, then they can break and renove the seal, turn
on the machi ne and validate the count that's on the
machi ne.
The machi ne shoul d be at zero where it

starts off first thing in the norning and they

document that fact here in the record. And t hen at
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the end of the polling day, they sort of go back --
they end the process in the election and then they
record the total number of votes, ballots collected
by each individual device. That's what's in the |ast
col um under count nunber. And then the seal nunber
Is what's placed on the device once the nenory card
I's renoved and the unit closed.

Q And then there's a, kind of a
reconciliation in the bottomhalf of the, of the
form is that right?

A Yes, sir. It takes information collected
fromthe Express Polls to docunent the total nunber
of voters that were issued voter access cards by
party association, if necessary. And then there's a
reconciliation done at the very bottom

Q Is there any sort of private or information
on here? Any security-related information that
you - -

A. | mean, seal nunbers prior to opening would
be sonmething I would concern -- be concerned wth.
But seal nunbers placed on after closing, serial
nunmbers of devices, perhaps not.

Q And why are -- why is that confidential,
the serial nunbers prior to opening?

A. | said seal nunbers.

Page 122

Veritext Lega Solutions
866 299-5127




Case 1:17-cv-02989-AT Document 472-10 Filed 07/10/19 Page 124 of 348

1 Q Seal nunbers.

2 A Seal nunbers. Seal nunbers.

3 Q And that's -- you nean, the seal that --

4 A. The seal that's attached to the outside of

5 t he devi ce.

6 Q Ckay.

7 A. If you were attenpting to penetrate a

8 system if you knew what the seal nunber was, and

9 could replicate a seal, then you could potentially

10 renmove a seal, do sone action and then place a --

11 then place a duplicate seal in place and you woul d be

12 potentially avoi di ng detection.

13 Q Ckay. Let me hand you what has been narked

14 as Exhibit 28.

15 (Plaintiffs' Exhibit 28, Copy of

16 phot ogr aph, marked for identification.)

17 Q (By M. Brown) So that -- but before the

18 machi nes are installed, they are going to be sitting

19 out in the hallway with their seal nunber in plain

20 vi ew t hough, right?

21 A. | don't know how each individual county

22 delivers their equipnment to their polling | ocation,

23 how they maintain it up until the tinme that it's

24 opened.

25 Q Ri ght. But they should keep them sort of
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under waps. |Is that fair to say?

A. There are SEB rules in place that counties
are supposed to followin relation to protecting
their voting equi pmrent throughout the process.

Q You are not sure exactly what they specify
with respect to the seal ?

A. | know that there are rules in place that
counties have to follow to maintain their equipnent.

Q Do you see seal nunmbers on Exhibit -- on
the photo that's Exhibit 287

A | do see seals attached to units. [|'m
assum ng that the nunber below it is the nunber equal
to what's on the form But these appear to be units
that are sealed, closed, and then also they have a
what's |like a cable tie running through them and then
the cable tie padl ocked.

Q Is there a way of telling whether this is

before polls open or after polls close?

A. The normal procedure, if it's before polls
open, it would be a red seal on the unit. If it is
post-election, there would be a blue seal. That's

normal , standard procedure.
Q So a col or picture mght disclose that on
this?

A. Per haps.
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Q Okay. Now, the -- what assistance, if any,
does the Secretary of State give to nunicipalities in
connection with voting?

A. The Secretary of State's office does not
work directly with municipalities. The Secretary of
State's office, through statute, works directly Wth
county election officials in preparing election
dat abases, Express Poll data sets.

If the municipality is contracting with the
county, then we still, the Secretary of State's
office direct with the county, but then the county
may be then forwarding that work product to
muni ci pality for use.

Q Does -- if there is a mnmunicipal election
that is not a county election, how does the nunici pal
configure its GEMS dat abase?

A. The municipality is not obligated to use a
GEMS. They are not required to use the DRE system
A municipality can choose whatever formthey wish to

use for election purpose.

Q They coul d use hand-marked paper ballots if
t hey want.

A. If they so choose, yes.

Q If they choose to use the DRE system how

woul d they, how do they do that?
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A If they choose to use the DRE, they have to
be first contracting with the county and working with
the county to obtain the equipnent. O the
muni ci pality has, has the | egal where they can
contract with a vendor. |[If the vendor is certified
for use, if their equipnment is certified for use
within the state, then the nunicipality can contract
with the vendor to prepare the necessary nedi a,
potentially | ease equi pnent fromthe vendor for use.

But any DRE equi pnent that m ght be used by
a nmunicipality has to be tested by the State to
confirmthat what it has matches the State-certified
use gui del i nes.

Q You nean DRE, the hardware --

A. Correct. Correct. The hardware and the
bal |l ot station software residing on the device has to
match what's certified for use within the State of
Georgi a.

Q Does the Secretary of State review the GEMS
dat abase that a nmunicipality that is not contracting
with the County builds for a nunicipal election?

A. VWhat the -- what the vendor does, if the
vendor is contracted by the nmunicipality, the vendor
woul d make that database available to the State for

the State to inspect, to validate that it is neeting
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t he gui delines under SEB rules for a DRE-devel oped
bal | ot .

Q So before a nmunicipality can use a ball ot
that's configured through the GEMS dat abase by a
third-party vendor, the vendor has to go to the
Secretary of State?

A. The vendor has to provide a copy of the
dat abase for the Secretary of State's office to
review, to confirmthat the ballot is neeting the
standards within the State El ection Board rules for
bal | ot desi gn.

Q And who in your office is in charge of
review ng those?

A. It would be -- it would be our office. If
the ballot builder is available, they reviewthe
ballots. If I'mavailable, | may review the ball ots.
It's whonever is available at the time that the
dat abases are delivered.

Q Rough order of magnitude: How many
muni ci palities use the DRE for election in which they
are not contracting with the County to do the GEMS
dat abase work for thenf

A. That are just directly comunicating with
the vendor for use? Again, this is an estimtion.

Q. Sure.
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A. The nunber in an off-year cycle for
November el ection in an odd-nunber year, probably
| ess than 20.

Q Okay. What's the |argest?

A. I think it is perhaps the City of Forest
Park. Could be the City of Stockbridge. City of
Peachtree Corners. Did | say City of College Park?
City of Fort Valley. Those are the ones that pop in
my head. City of Fort Ogl et horpe.

Q And do they all use the sane vendor work?
A Yes.

Q And who is the vendor?

A. ES&S.

Q ES&S i s manufacturer of the DRE system

A. They are the owners of the DRE system yes.

Q And does the Secretary of State have a
nondi scl osure agreenment with ES&S for this kind of
wor k?

A. | don't know if a nondi scl osure agreenent
Is in effect, but being that ES&S is the state-w de
vendor for the State's voting system it's just sort
of how to make sure the databases are accurate and
proper.

Q And does the -- the State of CGeorgia has an

ongoi ng contract w th ES&S.
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1 A. Correct.
2 Q And what -- is it a yearly contract?
3 A. Yes.
4 Q Okay. For mmi ntenance and --
5 A. Yes.
6 Q And |icense too, right?
7 A. | -- you would have to ask the Secretary of
8 State's office what all is in the contract with ES&S.
9 Q Who at the Secretary of State's office
10 woul d we ask?
11 A General counsel.
12 Q Ckay. And connected wth that there m ght
13 be nondi scl osure or confidentiality agreenments?
14 A. Potentially, yes.
15 Q Is it under that unbrella that ES&S woul d
16 contract with municipalities?
17 A. ES&S, in the way the statute is witten in
18 relation to nunicipal elections, nmunicipals were in
19 control of their election and they can choose to run
20 the election how they wish. There's only one
21 certified vendor for DRE equi pnent currently within
22 the State of Georgia and that's ES&S.
23 Q Do any rmnunicipalities use sonebody other
24 than ES&S to do this work?
25 A. For what work?
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Q l'"msorry. To do GEMS dat abase work.

A. Not to nmy know edge.

Q Does the Secretary of State directly
program any -- or configure any GEMS dat abases for
muni ci palities?

A. No, sir, we -- we only build databases for
counties. If the only thing in the county database
Is a city election, that could be the content, but
t he database is built for the county.

Q And if the county gives it to, say,
Lawrenceville or Duluth that's up to them

A. In that situation, the nmunicipality does
not have a GEMS conputer. The only GEMS conputer is
within the county's election office. So there has to
be an arrangenent between the county and the city in
relation to accessing the GEMS conponent if the
muni ci pality needs direct access to the GEMS
dat abase.

Q So Forest Park and Peachtree Corners,
et cetera, they don't have a GEMS dat abase.

A. That is -- that is correct.

Q They sinply -- they are |easing the voting
machi nes and what goes in the voting machines is
configured by sonebody with a GEMS dat abase.

A. The cities you nentioned, | don't know if
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they | ease the equi pnent or own the equi pnent. The
vendor, ES&S, once the database has been revi ewed and
t he database is also -- the reports, the proofs and
the filed proofs are provided to the jurisdictions
for review

Once the jurisdiction signs off on the
dat abase, then the vendor has the proper nenory cards
for the devices, the optical scan units if they are
bei ng used for mail-out absentee and provisional.

The DRE machi nes are then created onsite at the
Secretary of State's office.

Once those nenory cards are created, then
the vendor delivers that material to the jurisdiction
fromwhich they are contracted wth.

Q Well, let nme change gears a little bit to
the |ieutenant governor's race --

A. Okay.

Q -- this | ast year.

You are famliar with allegations of
potential defects in the software that caused an
under-vote in the |ieutenant governor's race; are you
not ?

A. | understand there was a -- a high nunber
of under-votes in the |lieutenant governor's race,

yes, sir.
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Q And coul d you describe for ne the
I nvestigation, if any, that the Secretary of State
has undertaken to determne if there was any
systemrel ated defect that contributed to that
under -vot e?

A. I know that Secretary of State's office did
visit a county, | believe it was Ben Hi Il County, in,
| don't renmenber the nonth, but it was after the LG s
race in 2018, to inspect and see if information
gat hered fromthe archives of the DRE machi nes woul d
match the information that was produced fromthe DRE
machi nes on el ection night, and reviewed the ball ot
| mge reports from GEMS agai nst the totals cal cul ated
by the touch screens. Did a hand count of the ball ot
I mges from GEMS agai nst the counts recovered from
archive on the DRE machi nes and found all the nunbers
that were reported fromthe County on el ection night
were still the same nunmbers the machi nes were
produci ng post-el ection day.

Q Did anyone review the configuration of the
ball ots in the GEMS database to see if there was any
defect in that configuration?

A The dat abases were | ooked at to confirm
that all of the races were present on all of the

ball ot styles within -- given -- within all the
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counties, like |lieutenant governor's race was | ooked
at in all counties, and it was present in all ballot
styles, all counties, all |ocations.

Q And are you referring back to before the
el ection, they wouldn't have gone out if the
| i eut enant governor --

A. Yes, they would not have gone out if they
had not had the |ieutenant governor's race on them

Q But did sonebody check them after the race
to nmake sure they were on all those ballots?

A. I know that | have | ooked at many a
dat abase post-election to confirm again that that
race was present on all. | can't say that | have
| ooked at 159 dat abases. But every database that |
have i nspected, the |ieutenant governor's race was
the second race on every ballot issued.

Q Have you gone sort of one step beyond that
| ooking at the ballot to see if it was configured in
such a way that votes for the |ieutenant governor
would, in fact, be recorded?

A. All testing done previous to the election
and tests done on Election Day in parallel nonitoring
where we obtained, Secretary of State's office
obtained a copy of a database froma county GEMS

| ocati on, and programed nmenory cards from four
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randomy sel ected voting |locations, randomy sel ected
precincts, and then voted a test pattern on those
ball ots. Those ballots voted on El ection Day during
the 12-hour election period all showed the |ieutenant
governor's race and the votes cal cul ated through that
parall el test matched the script that was placed into
it.

Q Does the actual configuration in the
dat abase for the |lieutenant governor's race include
all voters in the state?

A. Say agai n.

Q Does the actual configuration in the
dat abase have all voters voting for the |ieutenant
governor's race?

A. The build of the election's database, all,
all base precincts to which a voter woul d be assigned
to on Election Day, that base precinct has a ball ot
style and that base precinct is assigned to the
county-wi de district. That's the sane district to
which the |ieutenant governor's race is also assigned
to.

There is one base precinct wthin each

county that would not have had the |ieutenant

governor's race. In fact, it would not have had the
governor's race on it. It would only have had a
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federal race on it. And that race is for federal --
it's called a federal ballot. [It's for federa
purposes. It's for those citizens, United States
citizens that |live abroad. They are United States
citizens and they are eligible to vote in the federal
el ection, but they are not a resident within the
State of Ceorgia.

Q There are affidavits from peopl e who say
that the |ieutenant governor's race was not on their
DRE ball ot when it was initially displayed and was
not displayed until they reached the summary page.
And there is nore than one of those. Have you
researched that phenonenon?

A. All | can speak to is every database that |
have | ooked at, every database report that | have
| ooked at in connection with preparing for the LG
case that was heard earlier this year, in every
i nstance, the LG s race was present within the
dat abase, it was present within every ballot style,
It was present in the DRE machi nes as the second race
listed to the right of the governor's race on the
first page of the ball ot.

Q Are you aware of a faulty configuration
that could cause a race to not appear on the ball ot

screen first, but appear on the summary screen?
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A. | have never seen that.

Q And you are not aware of a configuration
t hat woul d cause that?

A. | am not aware of such a configuration.

Q Does the sanme configuration drive both
pi eces of the ballot, the visual ballot on a
el ectronic screen?

A Meani ng what you see in the printed ball ot
versus what you see on the DRE?

Q No. Is it -- say you have five races and
the ball ot builder codes it so you have five races.
One national, two state-w de, dog catcher, attorney
general, okay, all those five. Having described
those races, does the DRE system then automatically
popul ate the summary screen?

A. The summary screen is popul ated by the race
header for each individual race with -- contained
within the ballot. So whatever you see on the
ball ot, where it says: For governor, vote for one,
t hat sanme header is what you see on the sumary
screen for each individual race.

So if the race appeared on the ballot on
the DRE, that sanme text appears on the summary
screen. |It's the exact sane information.

Q If -- if you were told that you coul dn't
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use the DRE nmachi nes anynore, the voting machi nes,
but let's say you could, for the tine being at |east,
use the GEMS systemto build ballots -- are you with
me?

A. Yes.

Q The work that you would do to design
bal | ots, paper ballots would be the same, correct?

A. Correct.

Q You just wouldn't get to do the work
associated with designing the ballot for the

el ectronic screen; fair enough?

A. The dat abase, we woul d not have to do
anything extra in the design of the ballots. If we
did not -- were not allowed to use the DREs, we would

just tell the polling location in its database setup
t hat when you create a nenory card, you woul d be
creating an optical scan nenory card, not a -- not a
touch screen nmenory card.

Q And the ePoll mechani sm for checking on
votes could be used pretty nuch the sane way,

couldn't it?

A. The Express Poll, the resource file --
Q Ri ght .
A. -- would have to be adjusted so that the

Express Poll would give the operational use to the
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pol | worker that the -- what -- what currently
creates the voter as being marked on the Express Pol
Is the creation of the voter access card that's used
by the DRE. The resource file would have to be
reconfigured so that a button would be appearing to
nove the voter fromnot voted to voted.

Q But that's feasible.

A. That would be a redo of the resource file.
How -- how nmuch work woul d have to be done on the
resource file, | do not know.

Q Okay. And then the actual printing of
ball ots is sonmething that you take instruction from
the counties as to who they want to print their
bal | ots, right?

A Right. Right. The counties provide -- a

sign-off sheet is a line that says our printer is X

Q And there's a handful of printers --

A Yes.

Q -- or dozens?

A. There's -- in the State of Georgia, the

printers that are used are ES&S, Printelect, which is
based in North Carolina. There's a printer in

sout heast Georgia, Tattnall Printing, and | think
there are a couple other printers that do ball ot

printing.
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1 MR. BROMN: |'mgoing to take a break to
2 make sure that mnmy piece is done, got a couple
3 nore m nutes max, okay. But just a real short
4 br eak.
5 THE VI DEOGRAPHER: The tine is 2:44 p. m
6 We are now off the record.
7 (WHEREUPON, a recess was taken.)
8 THE VI DEOGRAPHER: The tinme is 2:49 p. m
9 We are back on the record.
10 Q (By M. Brown) Ckay. M. Barnes, let ne
11 hand you agai n what has been nmarked as Exhibit 26.
12 If I -- if I told you, okay, that these two
13 I ndi viduals lived under the same roof, and therefore
14 It probably isn't a ballot style, if it weren't that,
15 what woul d that be?
16 MR. TYSON:. Object that it calls for
17 specul ati on.
18 But you can answer if you can.
19 A. Agai n, not know ng the configuration of the
20 voting location, a polling location can have nultiple
21 precincts assigned to it that have the same conbo
22 value. And in this relationship, again, I will stick
23 with ny answer saying it's 848 is the conbo, O7H is
24 the reporting precincts and 68 is the -- and 64 is
25 the ballot style.
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Q 66 and 74 is the ballot style?

A. Is the ballot style.

Q Even though those people m ght be husband
and wi fe, whatever.

A. Yes, that's -- that's the way that |
I nterpret that, that reading right there.

Q Fai r enough.

A. The Denocratic ballot, the conbo associ at ed

to the voter, the precinct associated with the voter
and the physical ballot style.

Q Okay. You -- you nentioned in connection
wth the ePoll books and the way that that
I nformation was transmtted to the counties. |
believe you said it was bundl ed up and secure with
conpact flash cards, correct?

A. Uh- huh, correct.

Q Are you -- do those ever get updated in
bet ween - -
A. After every, after every election the

conpact flash cards are used in, those conpact flash
cards are all delivered back to the Secretary of
State's office where the transaction record is
removed so that we can create the nunbered |ist of
voters post-election and also create a file, a text

file given to the State that outlines every voter
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that participated in the el ection.

Those conpact flash cards are nmintained by
the Secretary of State's office and then they are the
sane cards we will use again for the next election.
And, again, we wll go through that formatting
process which is a duplication process.

Q But the information, if it needs to be
updated, do you recall Secretary of State's office
tweeting out, counties, you need to get your updated
ePol | books information or sonmething to that effect?

A. Are you nmeaning |ike updating the
i nformation prior to Election Day?

Q. Sure.

A. There is a process, once the county has
received their conpact flash cards that contain the
el ector's list and everybody that has voted absentee
up until the tinme that data set was created is sent
out to the county via the conpact flash card. At the
end of advanced voting, we have to update or the
counties have to update their Express Polls to
I ndi cate everybody that has been voted absentee or
been i ssued an absentee ballot through the advanced
voting process.

It's so that when they conme in on Election

Day, the poll shows that they have al ready been
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| ssued an absentee ballot. This is called a "bulk
update file.” And that update file is a |ist of
regi stration nunbers that is placed, that is
generated through Epic at the close of the advanced
voting period |eading up to an election, and then a
single update file is generated for each individual
county. That update file is placed on the SOS FTP
wi thin each individual county fol der and then the
county pulls that file down directly and updates
their Express Polls.

Q And before the FTP conmuni cati ons process
was used, how was that done?

A. Bef ore the SOS process?

Q Ri ght .

A. That was done through the
el ecti ons. Kennesaw. edu web server.

Q Okay. And do you use your personal e-mai
or phone for CES busi ness?

A. No, sir, | do not. | have a state phone
and | have a personal phone.

Q Ckay. And what is your state phone nunber?

A 678-594 -- or no, excuse ne. Excuse ne.

(470) 594-0072, | believe.

MR. BROWN. Okay. That's all | have for
now. |I'mgoing to switch. W are switching
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| awyers at this point.
Thank you, M. Barnes.
THE W TNESS:  Uh- huh.
THE VI DEOGRAPHER: The tine is 2:53 p. m
We are now off the record.
(VWHEREUPON, a recess was taken.)
THE VI DEOGRAPHER: The tine is 3:02 p.m,
and we are back on the record.
EXAM NATI ON
BY MS. BENTROIT:
Q Hi, M. Barnes. W net off the record. M

name i s Jane Bentrott. | represent the Curling
plaintiffs.

A. Yes, mm'am

Q |'ve got sone nore questions for you.

A Okay.

Q If you don't mnd, | just want to go back

to some of the things you discussed with nmy coll eague
this nmorning just to nmake sure | understand sone
things that I m ght have mssed. |I'mgoing to try to
do ny best estimtion of repeating back to you things
you said today. Please correct ne if | get any of it
wWr ong.

A. Okay.

Q You wer e speaki ng about the process of
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bui | ding the ballots and how the ball ot builders that
build on their own ball ot building conmputer and then
there's the ball ot building server, correct?

A. Correct.

Q How does the information get fromthe
bal |l ot building conputers that the ballot builders
use at their desk to the ballot building server?

A. Those conputers are directly connected
t hrough a network line, a network connection. And
best way of exanple is that when they have a product
ready to save to the server, they are saving that
docunent to a folder that's residing on the server.

Q Ckay. So they are networked to each other.

A. Correct.

Q Okay. And then when the ballots are ready
to then be -- the proofs to be generated and sent to
the counties for review --

A. Uh- huh.

Q -- how are those files, how is that
i nformation transmtted to the counties?

A. Ri ght .

Q What's that process?

A Right. The -- 1'll say termnal, the CPU
that's connected through the network to the ball ot

buil di ng server, it -- the data file that's on the
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server is loaded to the termnal unit. The CPU  So
you have to |load the data, get back into the server
Not the server. |Into the personal conputer, the CPU
Then the pdfs are generated. The pdfs are
then saved to a folder on the server. Then we have
one USB drive that | hold onto that. And it's
reformatted every tine that we use it. The pdfs are
copied fromthe folder on the server and saved to the

USB drive that is plugged into the CPU unit.

And then the junp drive is renoved. It's
| ocked. It's actually got a | ocking nmechanismon it.
And it's taken to a separate conputer, a -- our SOS

public conputer. Where | then access the SOS FTP
fol der locations for the counties and then I cut the
file fromthe USB drive and post it to the SOS FTP
| ocati on.

Q Okay. So the CPU that you are referring

to, that's the ballot building server?

A. No.

Q That's the personal conputer?

A. That's the personal conputer.

Q Ckay. And then sanme question with respect

to how the CD gets generated.
A Uh- huh.

Q What's the process for that? How, how does
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the information get | oaded onto the CD?
A. Sane thing is that the file is copied from
the server, and then it is placed onto a CD through a

CD burning programthat's housed on the individual

CPU.

Q Ckay.

A. We don't have -- we don't have an ability
to actually plug directly into ballot builder. 1It's

in a | ocked cage, we can't get to it.

Q Okay. So when the data is | oaded fromthe
CPU to the server, that's all done through the
net wor kK connection between thenf

A. Uh- huh.

Q Ckay. Got it. Thank you.

Okay. You tal ked about the returns being
certified and the county bringing their physical
returns back to the Secretary of State's office. And
then the State will certify those returns if it's a

state-w de el ection.

A. Uh- huh.
Q And then a physical record is placed in a
seal ed envel ope and handed to the -- hand-delivered

to the Secretary of State's office?
A. Uh- huh, uh-huh.

Q What is the physical record that you are
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tal ki ng about ?

A. The physical record that the counties -- |
will answer this to the best of ny know edge, because
it's the counties that are executing this task. |
j ust have know edge of what they are doing.

But the county election officials wll
gather the materials that they are required to gather
under statute, which are the certification form
There's a formthat the county fills out and says,
These are the returns for our election. And here's
the races and here are the vote totals and then it's
signed off by the election superintendent. |If it's a
board, it's the board itself. If it is the probate
judge, it's the probate judge in that | ocale.

So it's those -- it's that paperwork.

There are specific reports that are generated from
the GEMS server, the statenent of votes cast report,
which is a precinct-by-precinct breakdown of all
races contained within the reelection. There is also
an election summary report which is the grand total

of votes for each individual race contested within

t hat el ecti on.

| believe they also send back copies of the
preci nct recap sheets. Those are fornms in

triplicate. So one of those triplicate forns is
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I ncluded with the official hard copy returns. And
then a copy of the GEMS database is burned to CD and
al so forwarded back to the Secretary of State's

of fice.

Q Ckay. And do you have an understandi ng of
the process by which the copy of the GEMS database is
burned to the CD?

A. It's the sane process. There is a -- a CD
burni ng program on, on the GEMS conputer at the
county level. They put a blank CD into that device.
They open up that program and then they copy the
dat abase fromtheir -- fromtheir backup | ocation on
the server, place that copy there in the burn file
and then create, burn the CD

Q s there any kind of special CD that's used
or any -- you know, is everyone free to choose

what ever CDs they have avail able for this process?

A. Yes, the county can, the county can use
what ever reads -- you know, writable CD they have.
Q You nentioned earlier that the ball ot

bui | der server, the ballot buil der conputer, that
there was a backup of it. Do you recall that?

A. | do recall that. \Where we would
periodi cally make backups of our servers so that we

woul d not | ose data. |If lightning struck and hit the
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operational server, we would have a backup. And our
| T group did that backup. How they nmade that backup
and what way they kept that backup, where they kept

t hat backup, | don't recall.
Q And is this a process that's still done
t oday?
A. The SOS protocols are continually backing

up the devices they manage. Again, how SOS nmanages
t hat backup, you would have to ask their IT
depart nment.

Q So you don't know if it's done by inserting
a nmenory card or loading it onto a CD or transmtting
it through the --

A. | do not know how they do their -- their
redundant backup process.

Q And you nmentioned earlier -- and this was
back in the 2016 time frame -- the access to the room
where the ballot building conputer was. And
beli eve you nentioned four people had access.
Yoursel f, Stacy Jackson, Merrill King and Steven
Dean. |Is that correct?

A Uh- huh, uh-huh.

Q No one el se had access to that roonf?
A. | believe that those were the only four
people that had card -- it was all card key-accessed.
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So in order to get into that room in order to get to
that roomyou first had to have card key access into
the Center itself. And then everybody that had card
key access to the Center itself didn't have card key
access to the server room

So there was another magnetic card sw pe to
get into the server room In ny recollection, it was
just nyself, M. King, M. Dean and M ss Jackson.
That's my recoll ection.

Q So when the ballot builders would need to
key in information to the conputer, they did that on
their own stations?

Yes.

And not to the ballot building server?

> O >

That's correct.

Q The way it got to the ball ot building
server was just through the network?

A. Uh- huh.

Q And did any janitorial staff have a key
card to that roonf

A. Not to that server room no.

Q So was it really dirty?

A. It was not a very big room so it was -- it
wasn't the cleanest roomin the office. But it was

wel | - kept .
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Q Did that fall to you?

A. | -- 1 tried to make sure that the |IT staff
were making sure that their work areas were
wel | - kept .

Q So were there -- besides the four people we
have di scussed, did additional IT staff have access
to that roonf

A. My recollection is that it was nyself,

M. Dean, M. King and M ss Jackson.

Q Okay. And then you said that for that
conputer, everything was user nanme and
passwor d- protected, correct?

A. Correct.

Q Do you know how t he passwords were
gener at ed?

A. | do not recall.

Q Do you recall how often they were required
to be changed?
| do not.

The CDs that were sent to the counties --
Uh- huh.

-- they were encrypted as wel | ?

> O > 0O »

Yes.
Q Do you recall the process by which that was

encrypted?
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A. It was a password-protected zip fol der.

Q Do you know what nethod of encryption was
used?

A | do not.

Q Do you know how t he passwords were

gener at ed?

A. Randomy. We, we actually set up a
spreadsheet at the tinme that would randomy generate
t he passwords that would be assigned to the CDs.

Q And so did that spreadsheet store the
passwor ds?

A. My recollection at the tinme is that it
woul d produce -- we would print it out, we would have
It available to us so that when we were burning the
CDs, we knew what the password was that would go to
t hat CD.

Q And who woul d have access to that
printed-out spreadsheet?

A. And here's where | may be getting confused
in my owm nenory of KSU and SCS.

Q Sur e.

A. The passwords that we placed within the CD,
t he SOS-generated passwords, are on the fol ders
t hensel ves that we would, that we generate to track

the work that we have done for that operation. So ny
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recollection is that's where the password was. W
had a database tracking systemthat we were saying,
Okay, we are creating this record for this county,
for this election and it would generate a | abel.

At the time that | abel was generated, it
woul d generate a random nunmber in places, this would
be the password associated to the zip file.

Q And so that generation process, that was a
software that was on the conputer that you used that
woul d randomly generate this?

A That was on anot her device -- on anot her
device, not on the ballot building device. It was on

di fferent device.

Q Whi ch device was that on?
A. The, the election tracking process is -- is
mai ntained -- the -- that election -- it was -- it

woul d be mai ntained on ball ot builder.

Q The ball ot builder PCs that the ball ot
bui | ders woul d use.

A. The access to the -- like, again, the file
Is stored -- the file is saved to that server, but
the programto access the file is on the CPU,

Q Okay. And the nanme of the progran? |f you
recal | ?

A. | think it's just CES database tracker.
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Q And is this process currently used at the
SOS's office?

A. Yes, yes.

Q And so | know you said that you would print
out the spreadsheet with the passwords. Do you have
any recollection of then deleting the file that had

t he passwords or sonmehow di sposing of that on

conmput er ?
A. | do not recall.
Q So it's possible that it's saved.
A. Yes, yes.
Q But you don't know one way or the another.
A. | just do not know.
Q Under st ood. Okay.

When we were tal king about the files that

Logan Lanb was able to access, and you nentioned that
you were surprised that certain PIl was available to
hi m because it wasn't within 10 days of an election;
do you recall that discussion?

A. Uh- huh.

Q What happens to files containing PIl from
prior election?

A The protocol that was in place and shoul d
have been followed was that once a data file was

posted at the conclusion of that election, that all
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t hose fol ders woul d have then been enptied where the
folder resides. The data file would be retained.
The data file is on the Epic server. [It's on other
conponents. But the web server would be cl eared of
I nformation within those county fol ders.

That is the protocol that should have been
fol | owed.

Q So it's your assunption that that protocol
wasn't followed and that's how M. Lanb was able to
access that information?

A. What the protocol was is the data was
supposed to be renoved once the el ection concl uded,
once there wasn't any need for the county to have
access to that data set. And if the data is there,
that neans that there was a failure in doing the job.

Q What -- what is all of the information --
and we have touched on sone of it -- what is the
universe of information that is intended to be, or at
| east back in the 2016 tinme frane, was i ntended to be
avai |l able on the web server?

A. The web server wi thout county privileges,
user nane, password was very limted in scope. It
basically gave informati on about where the Center
was, who we were, what our m ssion statenment was. It

was a tool to communicate information to
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I ndi vidual -- to counties. So information on
training. W had presentations, Power Poi nt
presentations that were there that counties m ght use
to educate their board nenbers on how el ections are
operated within the State of Georgia. Things that
were sent for training purposes is what was avail abl e
to the counties.

And as we would get closer to an el ection,
then we would start posting ballot proofs, reports,
bal | ot dat abase reports for counties to easily pull
down access, review sign-off sheet. They would pul
down, print out locally and then fax back to the
Center to validate that they had reviewed their
bal | ot packet and that it was found correct. O if
there was m stakes, to notify us of m stakes.

There was a reporting, a way for counties
to communi cate back to CES about any issues that may
have -- they may have encountered. Touch screen not
turning on or sonething of that nature during
election use. So that information was |ike a report.
Li ke, you know, this, this polling |location had this
I ssue. So that was the way we woul d gat her
i nformation fromthe counties on el ection, at
el ection tine.

And that was the use of the website. | t
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was a distribution point of getting data to counties
to help them execute their election.

Q And the counties all had user nanes and
passwords by which they would access their
county-specific information.

A. Yes. Yes. Yes.

Q Do you know how t hose user nanes and
passwords were generated?

A. | do not recall how they were generated.

Q Do you recall how often they were required
to be changed?

A. | do not.

Q Do you recall the process by which a new
user nane and/or password m ght be generated in the
I nstance, for exanple, that a county enpl oyee retired
and a new county enployee filled that roll?

A | do not recall.

Q You were tal king about the secure FTP
process that's used now at the Secretary of State's
office. Do you recall that discussion?

A Uh- huh.

Q And you said there's an extent to which you
rely on the Secretary of State |IT departnent for your
assurances that it's secure.

A Uh- huh.
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Q Who are the people on whomyou rely for
t hose assurances related to the security of the
syst enf?

A. The CIO for the Secretary of State's office
Is Merritt Beaver. So he is -- he's stop nunber one
with any I T concerns that anybody in the Secretary of
State's office has. Because we are not the only
users of that particular use. The elections division
I n whol e uses that tool to communicate back and forth
with counties in relation to el ections operations.
But he would be nmy first, my first point of contact
wthin the IT operation.

Q Is there anyone el se who you rely on for
t hose types of opinions?

A | always work through Merritt, so | have
tried to always work through the ClO so he is aware

with any concerns that ny group nmay have.

Q What concerns does your group have at the
monment ?

A. We do not have any concerns currently.

Q What concerns have you expressed to

M. Beaver in the past?
A. Just accessibility. They are constantly
wor king to make sure that their systens are secure.

And sonetines they will introduce sonme new
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conponents

One exanple was with the FTP site just

recently, they did a security upgrade to the site.
And that security upgrade actually reset all the user
names and passwords unbeknownst to ny departnent. So

we actual l

y had put files out for counties to access

on the FTP and leading up to this nobst

recent

el ection in June and they could not access the files.

They canno

t sign in. They couldn't

So imedi ately we were |

log into it.

ke,

why,

can't, why is this denying them access in?

coul d not

why

And we

resol ve the problem because we don't have

direct connection to the FTP configuration so that

had to be
happened?

taken to Merritt to say,

Hey,

what

Can you get these counties back in

connection with this device so that they can get the

data they
Q.

i nquiries?
A.

t he situat

noti fying

need from us?

Do you recall how he responded to your

They i mmedi ately began working to resol ve

ion. And within a couple of hours of us

them they had resolved what the issue was

and had gotten direct contact with the counties to

get themr

Q

econnect ed.

Do you recall if the counties were given
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new passwords or if their existing passwords were
resol ved?

A. | believe they had to conpletely rebuild
the FTP connection, so it would be a new connecti on
into the FTP, nmeani ng new user nanme or new password.

Q Do you recall any details of what that
ent ail ed?

A. That, | do not. That's a question for SOS

Q I f you know, what was the security update
t hat was installed?

A. That's -- that's a question that you would
have to ask SOS | T.

Q So you don't know?

A. They manage all of that stuff. | let them
do their job.

Q Do you know anyt hi ng about why a security
update was initiated?

A. You woul d have to ask SOS IT that.

Q. So that's not information that you have.

A. It's not information that | have.

Q You tal ked about, in the March 2017 tine
frame, your inmmedi ate concern being just resolving
the vulnerabilities that were detected. Do you

recall that?
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A. In the March '17, is that when that
escal ated was i medi ately -- you know what, we have a
probl em t hat nust be resol ved?

Q Once the problem was resol ved, do you
recall participating in any conversations where there
was a di scussi on about investigating the cause of
those vulnerabilities?

A. No.

Q Do you recall participating in any
di scussi ons regarding any potential effort to
determ ne the extent of those vulnerabilities?

A | do not.

Q Do you recall participating in any
di scussions to determ ne whether there was any
addi ti onal unauthori zed access to the systenf

A. | do not.

Q Okay. So you tal ked about the Epic server
and how there was an Epic server back at KSU and
there's a new Epic server at the Secretary of State's
of fice now.

A Yes, yes.

Q And the hardware is different, correct?

A. Correct.

Q And you said the new Epic server is using

the same programthat the KSU server was using.
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A. The sanme version of Epic, yes.

Q Do you recall how the program-- well,
st eppi ng back, what is that progran?

A. It's -- it's literally called Epic. That's
t he name of the program That stands for Express
Poll Integrated Central Server. Long nane for --

Q That's why we shorten it to Epic?

A Exactly.

Q Was it a brand-new installation of software
that was installed on the SOS server or was it
m grat ed sonehow or do you not know?

A | do not know.

Q And sanme question with respect to the
bal | ot buil di ng server.

A Uh- huh.

Q Because it's running the sane programas it
was at KSU, correct?

A. Right. Again, | don't know what steps SOS
| T took to get all of that stuff operational.

Q Under st ood.

I n your discussion of detecting mal ware,
you tal ked about a process for | ooking for the sane
hash signature. Do you recall that discussion?

A. Uh- huh, | do. | do.

Q That process validating the hash signature,
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is that the entire scope of the process that the
Secretary of State's office engages in to confirm
that no malware was installed on the GEMS execut abl e
in the systenf

A. The i nspections that are done on a GEMS
conmput er | ocally whenever, whenever we do what we
classify as an acceptance test on a GEMS server first
off starts with the GEMS-verified process. To first
run the hash conpare on, on the local conputer at the
county level to first validate that what's been --
what's installed froman executabl e standpoint is
equal to what shoul d be there.

Once that process is perfornmed, we then

| oad an el ection database that we bring with us to
the system and produce nenory cards for DREs, nenory
cards for optical scan and we performbasically a
small little election. Were we create, we have a
test stack of ballots that we put through a scanner
to validate that the GEMS conmputer will create
information to a nenory card, optical scan nmenory
card, that will recognize our test deck and that the
scanner wll interpret our test deck properly and
then report that information back to the server
properly.

We al so create touch screen nmenory cards
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with a specific ballot on there, place theminto DREs

| ocally at the county and go through a test to
val idate that they are showing the information as
t hey should. That they are calcul ating votes placed
into them as they should and reporting that

I nformation back to the server itself. And then we
have the server tabulate all that information to
confirmthat it is calculating all the input that is
being placed into it.

Once that process is conpleted, the | ast
thing we do is run GEMS verify again to validate
again that the operations we did, did not alter the
executable in any way, shape or formto validate
again that the systemis show ng zero m snatches at
the tinme that we | eave.

Q Are there any other conmponents to this
process or any other processes that the Secretary of
State's office engages in to confirmthat no mal ware
is installed?

A. That is what we do.

Q Is it your understanding that the hash
signature conpare process is sufficient to confirm
that malware isn't installed?

A. My understanding of a hash process is that

it takes a file and it creates a nunerical val ue
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based upon all of the zeros and ones, all of the bits
within the program And that if there's any
alteration into the programand how it operates, it
woul d alter the zeros and ones within the program and
thus create a different hash val ue when cal cul at ed.

Q So does that nean yes?

A. The hash process would show that there's a
di fference between the baseline standard, what it
should be, and if it calculates a different val ue,
then that's saying it's not equal to what it shoul d
be.

Q So if there's any malware installed, then
t he hash process will reveal that the executable is
not what it should be?

A. If -- ny understanding being if the malware
has attacked, has attacked the executable to make it
do sonething other than what it was originally
witten and conpiled to do, then, yes, that would
cone back with a m smatch signature.

Q Ckay. We are going to shift gears a little
bit.

So | understand that your main role isn't
| T. You are not the IT guy.

A Uh- huh.

Q Merritt Beaver is the CIO, correct?

Page 165

Veritext Lega Solutions
866 299-5127




© 00 N oo o b~ W N P

N T T N N T e e e R R R N T e
o A W N P O © 0O N O 0o~ W N +—» O

Case 1:17-cv-02989-AT Document 472-10 Filed 07/10/19 Page 167 of 348

A. Correct.

Q But | would like to understand the scope of
your responsibility related to safeguarding the
el ection, the election system

A. Uh- huh.

Q And what deci sions you nmake that affect
cybersecurity.

A Uh- huh.

Q So, for exanple, what is your role in
choosing any software used in the SOS office?

A. | do not have a role in selecting software
used within the SOS office. The SOS IT operation
controls the software that is available to us as
enpl oyees at the Secretary of State's office.

So if I have a specific need, then |I don't
even give them suggestions on software. | say, |
need sonething that can do this. Can you provide ne
sone sort of resource? And then it is -- we actually
put it into a ticketing system a request to SOS IT
for, you know, sonme need.

Q What types of -- what needs have you
expressed in the past if you can recall?

A. The nost recent need or want that |
expressed to SOS IT was a way to graphically update

people within the Secretary of State's office on our
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bal | ot building process. That they can see what
counties are in the build queue, what counties have
al ready been built and they are awaiting sign-off.
So sonet hing nmuch that nature that could be used to
give a graphical, basically, a picture of Georgia and
see here are all the counties that are engaged in
this election and here's where they stand.

Q Was that intended to be used just

internally in the SOCS office --

A. Yes.
Q -- or communicated to the counties as well?
A. That woul d be used as an i nternal

notification within the office.

Q And do you have this functionality now?

A We actually, working with IT, we determ ned
that actually it's a process that you can use Excel
for. And Excel actually has a mapping feature in it
where you can take information in Excel spreadsheet
and actually turn it into a visual.

Q Excel does so nmany things.

So do you know what steps are taken, if
any, to determne that software is secure before it
I's installed?

A. That is a question to ask SOS IT.

Q Sane question with respect to installing
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sof twar e updat es.

A. Again, that's a question to ask SOS IT.

Q Sane question with respect to security
pat ches.

A. That's again SOS | T.

Q Do you have any role in designing security
protocols or procedures?

A. For what ?

Q Anyt hi ng.

A. The only role I have is working with the
el ections division and reviewing the directions that
the election division may put together in response to
SEB, SEB rules for tasks that counties are required
to perform

So, you know, whatever the SEB has
delineated as this is a requirenent of the county,
t hen based upon, you know, how the equi pnmrent may
operate within the el ections environnent, we, you
know, outline or help the election division figure
out, you know, what's -- how do we phrase this on the
paperwork so that the poll worker or the el ection

official knows what to get fromthe GEMS system or

from a DRE.
Q Can you give ne an exanpl e?
A. Exanpl e woul d be precinct recap sheet that
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you see. Is public count, where is that, that's
public count is the counter that's going fromzero to
what ever the end point is for that given election.
You know, the -- what should be placed on the touch
screens, a seal -- you know, a seal that designates
that it was sealed prior to the beginning of the
el ection or seal ed post-el ection.

Situations |ike that. Hel ping devel op the
paperwork that the poll workers may be using on

el ection day or election night or during advanced

voti ng.
Q You descri bed a process earlier about
testing, |like the logic and accuracy testing.

A Uh- huh, uh-huh.

Q VWhat is your role in overseeing that
testing or being -- what is your role in that testing
at all?

A. Qur group hel ped devel op the | ogic and
accuracy procedures that counties use. The steps
that they follow in getting equi pment prepared.
Basically how to create the nenory cards, how to do
your diagnostic tests on the DREs, how do you nake
sure the clock is set properly. How do you make sure
the paper is fed into the roll properly. How do you

transition frompre-election to election node, from
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el ection node to post-election node, things of that
nat ur e.

Q Are you aware of any current threats to the
Georgia election systemthat need to be protected
agai nst ?

A. | think we constantly work to protect the
Georgia election systemfromany and all threats. |Is
that every election is an exercise. And that we
follow the rules as outlined by the Secretary of
State, as by the State El ection Board, and through
the code to make sure that the equipnent is ready for
el ection use, that it's used properly by voters, by
the poll workers and that everything is accounted for
at the end of the day.

So we are constantly working to make sure
that we have as tight a ship operationally as we can.

Q Are there any specific threats of which you
are currently aware?

A. Any specific threats nade to the Secretary
of State or to --

Q Throughout -- to the -- to the Georgia
voting systemgenerally, to the safety and security
of --

A. | can't speak to any direct threat that |

have been nmade aware of that changes how we make sure
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the systemis functioning as it shoul d.
Q Are you aware of any threats that have not
changed the way you are working to nake sure the

systemis functioning?

A. | am not .

Q Have you read the Mueller report?

A. | have not read the Mueller report.

Q Vhy not ?

A | have just chosen not to read the Mieller

report. | just amnot really following all the
nati onal, you know, conversation in relation to the
Muel | er report.

Q Have you read the indictnment in the case
United States versus -- I'mgoing to definitely botch
this pronunciation, Natyksho, N-a-t-y-k-s-h-o0, filed
in the District of the District of Colunbia |ast
year.

A | have not.

(Plaintiffs' Exhibit 29, USA vs. Netyksho,
et al. Indictnment, marked for identification.)

Q (By Ms. Bentrott) | would like to hand you
that indictment which | will mark as Exhibit 29.

Feel free to peruse the whole thing if you |like. But
| will direct you to a specific paragraph. You can

tell me whenever you are ready.
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On page 26, paragraph 75, and the second
sentence in this paragraph reads: For exanple, on or
about Cctober 28th, 2016, Koval ev and his
co-conspirators visited the websites of certain
counties in Georgia, lowa and Florida to identify
vul nerabilities.

Do you see that?

A | do.

Q You had not read this before?

A | had not.

Q Were you aware of this fact prior to our

di scussi on right now?

A. | believe I have heard conversation within
the elections division pertaining to this.

Q What can you tell ne about those
conversations?

A. | can just say that | have heard the
el ections director and nmenbers of the general counsel

for the Secretary of State's office nentioning this.

Q Do you recall any other details?
A. | do not.
Q Does this information -- has this

i nformation affected the Secretary of State's
office's plans or protocols with respect to el ection?

A. It has not changed the operations of ny
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division within the Secretary of State's office. Has
It changed other aspects within the el ection
di vision? You would have to ask ot her people.

Q You are not aware of any changes within the
el ections division?

A. | do not know what they have or have not
done in response.

Q What investigation has been undertaken, if
any at all, regarding possible election interference
i n Georgia?

A. That woul d be a question to ask of the

el ections director and the chief investigator for the

Secretary of State's office. | do not know.
Q What are their nanmes?
A Chris Harvey is the elections director and

Russell Lewis is the chief investigator.

Q You are not aware of any such
Il nvesti gation?

A. | am not.

Q Have you read the findings and
recommendati ons of the Senate Intelligence Commttee
regardi ng el ection security fromlast year?

A. | have not.

Q | would like to hand you, fortunately, just

a summary of those findings, not the entire thing, we
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don't have all day. | will mark this as Exhibit 30.
(Plaintiffs' Exhibit 30, Russian Targeting

of Election Infrastructure During the 2016

El ection: Summary of Initial Findings and

Recommendati ons, May 8, 2018, marked for

identification.)

Q (By Ms. Bentrott) And feel free to read the
whole thing. |I'mparticularly interested in the
summary of initial findings on the first page.

A. Okay.

Q And you said you haven't read this docunment
bef ore, correct?

A That's correct.

Q And you can see in the first sub-bull et
under the summary of initial findings, it says: At
| east 18 states had el ection systens targeted by
Russi an-affiliated cyberactors in sonme fashion.

Do you see that?

A. | do.
Q Were you aware of this finding?
A. Agai n, | have heard this through general

conversation within the el ections division.
Q What can you tell ne about those
conversati ons?

A. That | have heard that they were talking
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about election findings of this nature.

Q Not hi ng further?

A. To what extent -- no.

Q Do you recall feeling a sense of concern?
A. My concern in the time frames of el ections

I s about getting the databases built and getting the
bal | ots produced. During election years, ny blinders
are on in getting the ballots constructed and getting
ready for Election Day.
Q And you can see the second bullet says:

Al nost all of the states that were targeted observed

vul nerability scanning directed at their Secretary of
State websites or voter registration infrastructure.

Do you see that?

A | do.

Q Were you aware of this finding?

A. That finding, | do not know.

Q And neither of these findings have changed

your operations in any way; is that correct?

A That is correct.

Q Do you receive classified threat briefings
fromthe Departnent of Honel and Security?

A. | do not receive them

Q Do you receive classified threat briefings

fromany federal agency?
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A. | do not.

Q O her than Merritt Beaver, are there any
ot her individuals you can identify who are
responsi ble for the cybersecurity of Georgia's voting
systenf? At |east at the state-w de |evel.

A. Right. | nean, Merritt Beaver is the CIO
And the elections director for the State of Georgia
Is Chris Harvey. And then finally the secretary of
state is the official director of elections for the
state. So ...

Q Are there other individuals who you woul d
I dentify that are responsible for the physical
security of the system as opposed to the
cybersecurity?

A. The counties thensel ves are responsi ble for
the voting equi pnent that -- that the voters
t hensel ves touch. They are under governnent al
agreenment with the Secretary of State's office to
mai ntai n and secure the voting equi pnent that's used
by voters on El ection Day.

So the direct access to the equi pnent that
a voter would interact with i s under the county
purvi ew and county supervi sion.

Q What is included anong that equi pnent

besi des the DRE machi nes t hensel ves?
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A. The GEMS conputer at the county level. The
optical scan units that are used. The Express Pol
devi ces that are used. The DRE equi pnment that is
used. Anything that the county uses to execute the
el ection, their paperwork, their signs, their fornms,
so nuch of that stuff. All of that stuff is
sonmet hi ng that the county protects and hol ds onto.

Q But to clarify, of that list, is there
anything that the -- that voters actually use and
interact with on Election Day other than the DRE
machi nes?

A The voter touches the DRE machine. The
voter touches a voter access card. The voter doesn't
touch Express Poll. A poll worker touches Express
Poll. So the two itens that a voter touches directly
are the voter access card and a DRE machi ne.

Q What is the physical infrastructure that
the Secretary of State's office is responsible for at
any point in the chain of in the election?

A. We maintain the systemthat creates the
dat abase that's used at the county |evel for
el ections operations. That is a statutory
requi rement under the code that we construct the
dat abase for use of federal, state, and county

el ecti ons.
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We al so construct the data set that's used
for Express Poll to populate their ePoll books.
So -- but froma physical device unit, that is all
mai nt ai ned | ocally at the county |evel.

Q What about the nenory cards that are used?

A My apol ogi es.

The Express Poll conpact flash cards, we do
retain those post-election and hold onto those in
el ection, hold onto them between el ection. So we put
the data file on them Then they are in the county
hands through the handoff. Then after the el ection,
anot her handoff takes place and those nenory cards
conme back to the Secretary of State's office where
t hey are hel d.

Q How do those handoffs take pl ace?

A Through SOS investigators.

Q Do you recall any of their names?

A. | don't know all of their nanes, but they
are all enployees at the Secretary of State's office
and carry a badge.

Q And when -- when they are stored at the
Secretary of State's office, what can you tell ne
about how they are stored?

A. They are stored under |ock and key. The

bag itself is -- with the cards in it still remain
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| ocked and the roomin which the cards stay is al
card key-accessed.

Q Do you know how many peopl e have access to
t hat roont?

A. There's nyself. Let's see, nyself. Five
total people.

Q Does that include any custodial staff that
may or may not have access to that?

A. No. No, it does not.

Q. Does custodial staff have access to --

A. Custodi al staff can only get into the
building if we et themin the building and they
cannot get into that room because we don't |let them
i n that room

Q Anot her dirty roonf?

A. That room has got a ot nmore -- yes, that
one is dirtier than the regular parts of the office.

Q. Under st ood.

Are there any other physical parts of the
system that the Secretary of State's office is
responsi ble for at any point in the chain?

A. | cannot think of any others that | have
not nenti oned.

Q | f any hardware is broken and in need of

repair, who is responsible for conducting those
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repairs?

A. If a touch screen unit does -- does not
wor k, then the county sends that equipnent back in to
repair to the vendor and the vendor does a repair of
t he equi pnent. And then after the repair work is
done by the vendor, that equipnent is shipped to the
Secretary of State's office for acceptance testing.

And that is where it is confirnmed that not
only is it operational, but that the right software
versions are installed on the devices that are
certified for use within the State.

Once that certification testing is
conpl eted, then the equipnent is then returned to the
county for the county to then reintroduce into
their -- into their inventory and supply.

Q And so in such a instance, the Secretary of
State's office would have possession, control of, for
exanpl e, a DRE machi ne that woul d be going back to

the county for use at sonme point.

A. Correct. For a, for a short period of
time, yes.

Q About how nuch tine?

A. W try to -- whenever we have equi pnent

delivered, have it delivered one day and have it

ready for shipping to the county by the next day. So
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then 24, 48 hours, it's ready to go back to the

county.

Q Is it stored -- where is it stored?

A. Stored in a -- stored within our office
which again is all card key-accessed. |It's stored --

records are kept that it's cone in, serial nunbers, a
record of when we | ast touched it, for what reason.
Al of that is stored within our system And then

al so the physical units stored again in card key

acCcess roons.

Q And sanme access for this --
A. Yes, and there's also caneras in the
bui l ding that -- and everything has got security

access points and such.

Q And to do such testing, would you also --
woul d you need nenory cards or voter access cards or
ot her sort of renoval of nedia?

A. Yes, yes.

Q |s that renpvable nedia, would that cone
wth the machi ne and be delivered by the vendor or is
t hat --

A. That stays within the Center for Election
Systens as used saying that this has -- the database
that we need for the operational use that we need for

stays there controlled within that center.
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Q So, in general,

on an ongoi ng basi s,

t he

Secretary of State's office does possess some anount

of voter
and things of that nature.
A. Uh- huh, yes. We
Q Can you estimte

st ep back.
Vhat is the full

devi ces that the Secretary

access cards and nenory,

DRE nmenory cards

do.

sort of the -- well, let's
scope of those types of

of State's office has

regularly in its possessions?
A. The devices that accounting need to execute

an election are devices that Secretary of State has

In order to do testing on the sane said equi pnent.

Q | see. So you have everything that the
counti es have.

A Uh- huh.

Q Just in sone snaller anmount.

A That is correct.

Q For the purpose of testing.

A. That is correct.

Q And is that all stored in the sane room
as -- that you described the Express Poll flash cards

being stored in?

A. It is stored in a different room but card

key-accessed.
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Q And sane access to that roonf

A. Uh- huh, sane.

Q What can you tell nme about access of the
vendor to DRE machi nes, for exanple? Wo has access
when a machine is out at a vendor, say, for exanple,
for repairs?

A. That -- the vendor has a particul ar
operations setup for recei pt of equipnment, who cones
in contact with equipnent. That's all docunented and
notated within their recording structure.

And then when we get a unit returned from
repair, we get a sheet that says, here's who touched
t he equi pnent, here was the operation that was
reported by the county, here is the repair work that
was done by the technician locally by the vendor.

We hold that, and we actually return that
paperwork back to the county because it's the county
that's possessing the equipnent in the end run. So
we see the -- we see the paperwork, we don't keep the
paperwork, we forward it on to the county.

Q You read my mnd with that question. Since
you don't copy the paperwork --

A. That's correct.

Q -- you have no record at the SOS office.

A. Right. W keep a record electronically
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that says the equi pnent was turned in this day, it
was tested on the this day and whether it either
passed or fail ed.

If it failed, we do create a record copy
that says it failed. W also keep a record copy that
It passed that indicates that we tested on a certain
day, that it passed, and it has a tape that prints
out fromthe device show ng what we did.

Q Under what other instances does the vendor
have access to the voting machi nes?

A. If a local jurisdictions contracts with a
vendor for support in preparing the equipnent for --
during logic and actually testing prior to election.
That woul d be an opportunity for the vendor to have
access to the equi pnent which would be under the
supervi si on and gui dance of the elections official.

Q Any ot her circunstances?

A. On sone jurisdiction's contract with the
vendor to have a nenber of the vendor onsite to
assist wth election night. Operations, again, all
done through the supervision of the county el ection
of ficial.

Q Any ot her circunstances?

A. | can't think of any off the top of ny
head.
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Q How i s the equi pnent transported fromthe
vendor to the Secretary of State's office?

A. It is shipped in nultiple ways dependi ng on
t he nunmber, sheer nunber. Sonetines it's shipped via
freight. Ohers, it's shipped via UPS.

Q I would like to talk about the different

renmovabl e nmedia that interact with the voting system

general ly.

A Okay.

Q So we have tal ked about a few different
types. | want to make sure | understand all the ways

they interact and | want to nake sure |'m not m ssing
anyt hi ng.

A. Uh- huh.

Q So we tal ked about the CD that gets | oaded
wi th the databases fromthe GEMS, fromthe
bal | ot - bui | di ng conputers.

A. Uh- huh, uh-huh.

Q And that -- those CDs get transported to
t he counties, correct?

A Uh- huh, correct.

Q And anot her one we tal ked about is the
wite |lock USB drive that you have used --

A. Uh- huh.

Q -- to upload databases fromthe sane
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system

A. No -- when we take databases fromthe
bal | ot - bui I di ng envi ronnent and nove them over to the
Epi c environnent for use there.

Q Ckay. Are there any other renovabl e nedi a
that interact with the ball ot building conputers or
server?

A. At the Center for Elections, at SOS?

Q Uh- huh, vyes.

A Not that | can think of. Is that we --
with the ballot builder server we have that dedicated
junp drive that noves files for ballot building
pur poses or for Epic purposes because everything
stays within the server in production of the CD.

But we do have to nove it from-- and
actually we just nove it fromfolder to folder within
the current system in the shared system Epic and
ball ot building are sitting in the same configuration
that SOS put into place.

So the Epic server has, has access to the
folder structure for its needs. And the ball ot
bui | der has the sanme access structure for the fol der
structures. So only one USB drive is used in noving
data fromthe ballot building CPU, the pdf files, the

proof files, over to the public device for upload
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into the SOS FTP.

Q Okay.

A. And then for Express Poll purposes, there's
a conpact flash card that's used to take the data
generated by the Epic conputer and that data is
copied to the conpact flash card. That conpact fl ash
card is reformatted prior to every insertion into the
systemto make sure that that card is clean, it's not

cont ai ni ng anyt hi ng.

Q What can you tell nme about the reformatting
process?

A. It's a process that's ran on a CPU is that
you i solated the drive, right click and say -- and

format and it goes through the process of formatting
the drive. And basically the way it was explained to
me a long tinme ago is that making sure all of the

zeros and ones are nothing but zero.

Q And is this a process that you do yourself?
A. Yes.
Q Are there any other renovabl e nedia that

you can think of that interact with either of those

two servers, the Epic server or the ballot building?

A | cannot.
Q No smartphones?
A. No smart phones.
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1 Q They are never plugged in for charging?

2 A No, no.

3 Q Lapt ops?

4 A. No.

5 Q Tabl et s?

6 A No.

7 Q And they are not -- are they entered and

8 equi pped and just not enabl ed?

9 A They are -- that is a question to ask SOS

10 | T on how they have configured those servers in

11 respect to that.

12 Q And so you are not sure if they are

13 wi fi-enabl ed?

14 A. They are not wifi'd. | have no wfi.

15 don't have any wifi in nmy office. Period.

16 Q Are you aware whether or not they have w fi

17 capability that --

18 A. That woul d have to be a question to ask SOS

19 I T

20 Q Are you aware of any renote access that the

21 vendor has to any part of the voting systenf

22 A. I am not aware of any renote access that

23 t he vendor has.

24 Q You know, it just occurs to ne that one

25 guestion that | didn't ask was in all the hardware
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that we were discussing, does the Secretary of
State's office also maintain optical scanners?

A. We house sonme optical scanners again for
testing purposes, but -- and have held sonme optical
scanners in case of energency that could be provided
to a county. | think currently we have two
operational optical scanners and that's it.

Q And what renovable nmedia interact with the

optical scanners?

A. A-- it's a nmenory card.

Q Okay.

A. It's a renovabl e nenory card.

Q And so you have access to those as well?
A. Yes.

Q Is there any other renovabl e nedia that

i nteract with the optical scanners?

A. No.

MS. BENTROTT: Let's see, how |l ong have we
been goi ng?

THE VI DEOGRAPHER: About 56 m nutes.

MS. BENTROTT: |'m going to change topics.
Do you want a break now, or should we press on?
Entirely up to you. And you can ask for a break
any tinme you want.

THE W TNESS: Let's press on for alittle
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bit |longer, but | my ask for a break in a
little bit.

MS. BENTROTT: Feel free to interrupt ne.
As long as there's a not a question pending, we
can take a break at any tine.

THE W TNESS: Understand. Understand.
Q (By Ms. Bentrott) Are you aware of any

security breaches of the Georgia voting systenf

A. | am not.

Q Any | apse in security?

A. | am not .

Q Any failures in security protocol?

A. | am not .

Q And |'m not just speaking about current

ongoi ng i ssues, but any in the past.

A. | am not.

Q Are you famliar with the circunstances
where Georgia voter access cards were |listed for sale
on eBay?

A. | seemto renmenber a tinme where one county
had actually sold a file cabinet and the recipient of
the file cabinet opened the file cabinet and found
sone voter access cards present and then, | believe,
listed them on eBay for sale.

And when the Secretary of State's office
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found out about that, they, | believe, sent an

I nvestigator to collect that property. And then |
believe the Secretary of State issued that that sale
of the voter access cards be brought back in to
Kennesaw and checked and vali dated and marked as

| nspected before given back out to the counties for
use.

Q And so is there an inventory kept currently
that has -- that records how many voter access cards
are actually in existence?

A. | do not have that. | know that initially
when the State purchased the equi pnent in 2002, that
part of that purchase agreenment said that there woul d
be five voter access cards provided per device. But
since that tinme, counties have procured their own
voter access cards and we at CES at KSU and al so
t oday have never tried to create an inventory list of
all the smart cards.

Q That sure is lucky that soneone found that
posting on eBay, huh?

A. It's -- it is what it is, | guess.

Q And so woul d you not describe this as a
failure in security protocol or a |lapse in security?

A. | would say that that was a county that

didn't check all the drawers in the cabi net before
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they posted it on eBay.

Q And does that not constitute a security
| apse?
A. | would say that the county didn't check

all the drawers and shoul d have checked the drawers

nore thoroughly.

Q So that does not a constitute a security
| apse. |Is that what you are saying?
A. | would just continue to say the county did

not inspect the drawers enough to see what was in the
drawers before they sold the device.

Q Are you aware that this county was fined
for failure to protect their electronic voting
equi pnent ?

A. That's my recol |l ection.

Q Are you aware of any other instances in
whi ch a county was fined for failure to protect their
el ectroni c voting equi pnment?

A. |'"m sure the record would show that there
are instances where the counties have been fined by
the State Election Board for not doing everything
t hat they are supposed to be doing under state
el ection board rule and protecting their voting
system \Whether it's electronic or paper, counties

and jurisdictions are al ways bei ng brought before the
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state election board to nake sure that they are doing
what they shoul d be doing.

Q Can you think of any other specific
i nstance where a county was fined for not protecting
their voting equi pnment?

A. | can't think of a specific one because |
don't go to every state el ection board neeting and
listen in to all of those. But, you know, the record
woul d stand in the notes fromthe reports or notes
fromthe neetings on what the state el ection board
may have done in relation to various cases that they
see.

Q And so the state election board nmaintains
records of any such security incidents?

A. They keep records of all their neetings and
their cases that they deal with, so all that's
mai nt ai ned as part of the record.

Q Are you famliar with the vulnerabilities
that were reported on the eve of the Novenmber 2018
m dterm el ecti ons?

A. What -- what are you referencing?

Q Are you aware of any vulnerabilities in the
State's voting systemthat were discussed in advance
of the Novenber 2018 m dterm el ection?

A. | do not recall.
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Q | would like to hand you what I wll mark
as Exhibit 31.
(Plaintiffs' Exhibit 31, "Wo, \Wat, Wy"
article titled "Kenp's Aggressive Ganbit to
Di stract fromElection Security Crisis." |

mar ked for identification.)

Q (By Ms. Bentrott) For the record, this is a

"Who, VWhat, Why" article titled "Kenp's Aggressive
Ganmbit to Distract fromElection Security Crisis.”

If you would like to take a mnute to read the

article --

A Uh- huh.

Q -- so that we can discuss it, that would be
great.

A. "1l do ny best to answer your questions.

Q Sur e thing.
And so were you previously aware that
multiple experts warned that with the particul ar

vul nerability that was reported in this article a

hacker coul d change voter's registration information?

A. | was made aware of some activity, you
know, that was being |ooked at in relation to the
State's voter registration systemon the weekend
prior to the election. But beyond that, | was not

privy to any of the other communications that nay
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have been ongoing with the Secretary of State's
office at the tine.

Q Who nade you aware of those activities?

A. | was, believe, made aware of those
activities on Monday norning before the election that
there had been e-mails between the el ections director
and others within the Secretary of State's office
over the weekend. But | was not privy to those
e-mils.

Q Do you recall who told you this on Monday

nor ni ng?
A. | honestly do not recall.
Q Do you recall whether it was an oral

conversati on or whether you received this information
in witing?

A. | -- | do not recall.

Q Do you recall discussing this any further
ot her than receiving this initial information?

A. Right, | just don't recall.

Q You're aware that experts discovered that
t hrough this vulnerability, files were avail abl e

I ncl udi ng network configuration files. Are you aware

of that?
A. | am not.
Q Are you aware that one of the
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vul nerabilities identified neant that to view any
file that runs on the My Voter page, nothing nore
woul d be needed than just typing the nanme of the file
into the web browser?

A. | amunaware. | don't work with the My
Vot er page, so | don't know.

Q Were you aware of a second vul nerability

described in the on-line voter registration systenf

A. I am not.
Q Is that a systemthat you work with?
A. | do not work with the on-line voter

regi stration system

Q When you were made aware of these
vul nerabilities on the Monday before the el ection,
did it give you any concerns about the security of
the el ection that was upcom ng?

A. It did -- it did not, you know, make nme go,
you know, we have got to check sonething. There was
not hing that made ne feel hesitant that the elector's
list that may have been produced or had been produced
had been -- you know, were not trusted. So there was
not hi ng that nmade ne go, Wait, we have got to stop
sonet hi ng.

Q And in response to learning of these

security vulnerabilities, you undertook no action to
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check or verify the security of the systenm is that
correct?

A. At that point in time, everything was
already out in the counties' hands for use.
Everything in our program had been turned in to the
Express Polls. There was no other data going out at
that point in time. They were all physically in
place in their sealed conponents. That was -- it
was -- it was process that was conplete from-- from
a process of production and preparation.

Q So the answer to my question is no, you
undert ook no action after |learning of the security
vul nerabilities prior to the election.

A. Correct. Correct.

Q And to the extent that these
vul nerabilities indeed |left the system open to
i ntrusi on, there would have been nothing that could
have been done about it at that tine.

A. Based upon ny know edge of the situation
which was Iimted at this point, again, because not
bei ng engaged with these di scussions, | would say no.

Q I would like to hand you what's been marked
as Exhibit 32.

(Plaintiffs' Exhibit 32, Press release from

the Secretary of State's office entitled, After
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1 Fai |l ed Hacki ng Attenpt SOS Launches
2 | nvestigation into Georgia Denocratic Party,
3 mar ked for identification.)
4 Q (By Ms. Bentrott) And this is, | believe, a
5 press release fromthe Secretary of State's office
6 that's titled "After Failed Hacking Attenpt SOS
7 Launches I nvestigation into Georgia Denocratic
8 Party."” Do you see that?
9 A. | do.
10 Q Do you agree that the Denocratic party
11 attenmpted to hack the State's voter registration as
12 stated in this press release fromthe Secretary of
13 State's office?
14 A. | don't know what happened in that
15 situation because, again, | was not privy to any of
16 the discussions that were had within the Secretary of
17 State's office about this situation.
18 Q So you don't know, one way or the other?
19 A. | do not.
20 Q Do you know if there is an ongoi ng
21 I nvestigation into this?
22 A. | do not.
23 Q Do you know to the extent there is an
24 I nvestigation who in the Secretary of State's office
25 woul d be responsible for this?
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A. | do not.

Q If you wanted to ask soneone about this
| ssue, who would you ask?

A. | would petition ny question to the state
el ections director, M. Harvey.

Q It says in the | ast sentence of this press

rel ease, "We can also confirmthat no personal data

was breached and our systemremains secure.”™ Do you
see that?

A I do.

Q Do you have any information about that

confirmati on that no personal data was breached?

A. | do not.
Q So you don't know whether it's true or not?
A. | do not know how the press secretary cane

up with that quote.

Q " mgoing to ask you to step back and I'm
going to represent to you sonme of the testinony that
| recall fromthe prelimnary injunction hearing that
we had in this case back in Septenber.

A. Uh- huh.

Q If you -- you know, if you dispute, if I
get any of this wong, please |et nme know.

A No, | under st and.

Q l'"mnot trying to trick you.
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But | recall that you testified that a
voting machi ne virus would need to know the position
of a candidate in order -- in a database in order to
change votes.

A. Uh- huh.

Q Do you recall that?

A. | don't directly recall that statenent, but
that doesn't nean that | didn't say it.

Q Do you believe that statenent is correct
today, that in order to change votes, a hacker would
need to know the position of a candidate in the
dat abase?

Excuse ne.

A. It's, it's ny position that if soneone was
trying to alter the results that you need to know
where the individual candidate is positioned within
the table structure. That, you know, Candidate X is
this ID nunber. Candidate Y is this |ID nunber.
That's nmy belief that if you had that information,

t hen perhaps you could wite sone code that could
reassign both vote totals based upon altered IDs.

Q What is the basis, what is your basis for
that belief? How did you come to that understandi ng?

A. That is just ny belief that if you had

access to that information, that you would have the
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ability to manipulate it.

Q And absent access to that information, you
do not have the ability to mani pulate it; is that
your belief?

A. ' m saying that nmy belief is if you have
access to it, you have an ability to manipulate it.
Absent access to it, I am-- | don't know what

abilities exist to a person that may be trying to

hack an outconme. You know, what their skill sets
are. \What -- you know, and so forth. So |I can't
speak to what possibly could they design, | don't
know.

Q. Ckay. So it is not your position that one
woul d need to know the position of a candidate in a
dat abase in order to change the votes.

A. It's my position that if they had
i nformati on of the position, it may make their job
easi er.

Q. Ckay. Just to be clear for the record, it
I's not your position that one would need to know t he
position of a candidate in a database in order to

change the votes.

A. "1 do not know' is -- is the answer to the
guestion. | do not know what may or may not be
needed.
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MS. BENTROTT: | think now m ght be a good
time for a break if that works for you.
THE W TNESS:  Sure.
THE VI DEOGRAPHER: The tine is 4:13 p. m
We are now off the record.
(VWHEREUPON, a recess was taken.)
THE VI DEOGRAPHER: The tine is 4:25 p. m
We are back on the record.
Q (By Ms. Bentrott) | wanted to circle back
to some of our earlier conversations just to foll ow
up on sone of the things | didn't conpletely

understand, if you don't m nd.

A. Okay.

Q The CD that's sent to the counties --

A. Yes.

Q -- what file types are included on that CD?
A. It is a single file within a zipped fol der.

There's only one file that's sent to the county on
the CD and that is a GEMS dat abase, a dot-@GBF fil e.
Q So the dot-GBF file is the GEMS dat abase

file?
A. That is correct.
Q It's not a Mcrosoft Access file?
A. That is correct.
Q What is a dot-GBF file, generally speaking?
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A That best way that | can explainit is a
Wrd file is a dot-DOC file. You have to have Wrd
to open a dot-DOC file. You have to have GEMS to
open up a GBF file. GEMS is an executable, it reads
a dot-GBF file. That is the -- that's the output
that it creates is a dot-GBF file.

Q So does GEMS take the information from
M crosoft Access into GEMS to create the GEMS
dat abase?

A. GEMS is |like, fromny understanding and the
way | see it in ny head, GEMS is |ike a graphica
I nterface program where you open up GEMS, you work
t hrough GEMS, and the information that you place into
GEMS is being placed into an Access dat abase table
structure. But when you have conpleted the work and
you save the file, it is saved as a dot-GBF file.

Q That really cleared things up for ne.
Thank you.

Okay. So we have tal ked about, | think,
you have gone really into very hel pful step-by-step
detail about some of the process in election
adm ni stration. And apologies if I'"mcircling back
on sone things we have discussed. But | want to make
sure | understand the whol e process from beginning to

end, soup to nuts.
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| think we have covered for creating
ballots pretty thoroughly, for distributing ballots
to the counties. MWhat can you tell nme about the
entire process for progranm ng the DREs for the
el ection?

A. The, again, county gets the GEMS dat abase.

The GEMS database is |loaded to their local county
GEMS conputer. Once they have brought up the data
file, then they execute an operation within the GEMS
dat abase that tells the -- the GEMS program how nany
menory cards have to be created for the various poll
| ocations. So it's called the vote center editor.
Is you -- let's say that you are -- the nane of your
polling location, your election day polling |ocation
Is 01J, that that's the name of the polling | ocation.

You woul d open up that polling | ocation and
change its nunber of menory cards equal to however
many DRE machines you intend to use for that
| ocati on. \When the -- when the database is sent to a
jurisdiction, it is at the default setting of one.
Because we don't know when we are building the
dat abase how many, how nany devices a -- a
jurisdiction plans to use in a given |location.

So the county thenselves go in and update

that information within the database to say X nunber
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of menory cards for this |ocation, X nunber of nenory
cards for this location. And they go through all of
their |l ocations, whether they have one polling

| ocati on or 300 polling locations, they have to go in
and update those nunbers. And that creates a listing
of menory cards to be created.

Then in order to create the nenory card, a
touch screen has to be connected to the GEMS
conputer. An optical scan unit has to be connected
to the GEMS conputer. And counties normally have a
specific touch screen connected to the server or
touch screens connected to their GEMS conputer in
a -- in a permanent state. They use that device
solely to create nenory cards. They don't use it for
anyt hi ng el se.

And sanme thing goes for the optical scan
unit. The optical scan that's connected to the
server is there to create the needed nenory cards.
Once the -- as the nenory card is created, a |abel is
generated that outlines what machine ID that touch
screen will now be. The machine IDis like the
menory card.

The menory card, zero is the first nmenory
card created in a polling location. Menory card ID

two, or one is |like the second card created. So t he
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numberi ng sequence starts at zero as opposed to one.
Q Very European.
A. So if you have 10 cards for a |location, its
menmory IDis zero through nine.

Once those nenory cards are created, then
the nmenory cards have to be placed into a DRE unit.
Before the nenory card is placed into the DRE unit, a
jurisdiction normally will wite on the |abel that's
attached to the nenory card the serial nunber of the
DRE that that nmenory card is being inserted into.

So that if sonething were to happen to the
menory card, we could always go back to that specific
machi ne and collect information fromthe machi ne
directly if sonmething happened to the nenory card.

And what | nmean by to the nenory card is
that it becane damaged in transport post-election or
It just becane unreadabl e, you can always go back to
the archive nmenory on the touch screen itself and
coll ect the sane information that had been saved to
t he menory card.

Menory card is placed into the DRE. Menory
card is placed into the optical scan unit. And then
the county goes through their | ogic and accuracy
process where they test the functionality of the

equi pnment, but also validate the |Iook of the ball ot.
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They have seen the ballot in optical scan through the
approving process. The process is the first tine to
see the process on the touch screen.

Wil e our operation at the Secretary of
State's office has seen the ballot and it felt |ike
It's in good shape, the county nmay see sonething that
our eyes did not see once they see it at the county
|l evel. |If they see that, they can be in contact with
us to see if it's sonething that we need to address.
O if it can be addressed based upon, you know, what
the issue is.

One issue may sonetines be just the size of
a question is -- the county may ask the question of
| i ke can that -- does that question have to go
bet ween two pages or two screens. Can you do
sonething to get it into one screen. Sonething |ike
t hat .

Wher eas, when we see it in our, in our eyes
in the Secretary of State's office, the two screens,
it's fine with us. But the county nmay see it and
say, Oh, no, that's going to inpact the election. W
need to try to get that scaled down. |Is there
anything you can do to help us?

So counties go through their testing review

of the ballots on review of the operations. Once
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t hey have conpleted their testing then the equi pnent
beconmes seal ed and stored and ready for transfer

to -- or transport to the polling, polling, polling
office. The DRE is transferred to the advance voting
| ocation for advance voting. DRE transferred to the
polling locations for the election stay.

The optical scans stay normally within the
el ection office because they're used to process nmai
and absentees and al so provisional balloting. And
that's all done centrally within the el ections
office. The optical scan does not have to be
transported to a polling place.

Q That was so nmuch hel pful information, thank
you. |'mgoing to have sone foll ow up questions on
all of this, so | appreciate your patience with ne.

The menory cards that are created, how does
the county obtain those? |Is that up to themor is
that something that they get fromthe State?

A. Menory cards are nmintained by the county.

Q And so they -- do you know what ki nd of
menory cards are they are?

A. They are -- they are PCMCI A nenory card.

Q Do you know where the counties, from where
the counties acquire the nmenory cards?

A. The menory cards cane with the devices. So
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when the State originally procured the equipnent in
2002, the State procured the equi pnent and two nenory
cards per device. A 128-negabyte nmenory card and a
64- megabyte or a 48-negabyte nenory card. Since that
initial distribution, counties have procured
additional nenory cards fromthe vendor. All the
menory cards are procured fromthe vendor.

Q Okay. And you nentioned sonet hi ng about
creating the |abels. How are the |abels created? |Is
that a software programthat does that?

A. The | abels are printed out fromthe touch
screen unit that the -- when -- when GEMS -- when you
create the nmenory card, or when you transfer data to
the menory card fromthe GEMS conputer, you have to
use a touch screen for the nenory card to be inserted
in. And then GEMS | oads the information through the
touch screen onto the nmenory card.

When that writing process conpletes, the
onboard printer on the DRE prints out a |abel tape
that is then renoved and nade avail able to be then
attached to the nenory card when it's renoved from
t hat devi ce.

Q So the DRE prints out a | abel?

A. It prints out a |abel at the tinme of

conpl etion of the generation of the nenory card.
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Q And so the single DRE that's used for
making all of the nmenory cards will do this process
for each one?

A. That is correct.

Q You nentioned sonmething called a vote

center editor.

A Uh- huh.

Q Is that -- is that software? What is that?

A. That's just a -- a -- it's one of the
operations within GEMS. |Is when you are |ike editing
text on a ballot, it's a race editor. |If you are

changing the name of a vote center or changing its
count nmethod fromtouch screen to optical scan,
that's sonething that's done in the vote center

edi tor.

Q Are there any other changes that are
routinely nmade to the GEMS database at the county
| evel besides the ones you nentioned?

A. The county will enter in active voter
regi stration nunbers so that the system can cal cul ate
voter turnout percentages once it starts receiving
bal |l ots cast back fromthe DREs and the optical
scans.

VWhen t he dat abases are sent to the

counties, registration is still ongoing. So we don't
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know what the final total nunber of active voters is
for the various conbos within the database. So

that's a nunber that the counties thensel ves enter

in.

Q Anyt hi ng el se?

A. | cannot think of anything else that the
county is doing with the database at -- once they

recei ve possession of it.

Q And so you nentioned for exanple that after
the county | ooks at that touch screen for the first
time, and they may want to see sone changes, are
t hose changes that the county would adm ni ster based

on their own mani pul ati on of the database --

A. No.

Q -- or is that sonething that would go
back --

A. That woul d conme back to the Secretary of
State. If it's -- if it's altering how the system

may be di splayed, then that's sonmething that cones
back to the State for a new version of the database
to be produced and forwarded to the county.

Q And then the process, the current process
woul d be the sane then.

A Yes.

Q In just another iteration.
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A. Yes, yes.
Q And so the database woul d be updated, keyed

in manually at the Secretary of State's office --

A. Uh- huh.
Q -- and then sent by secure FTP back to the
county?

A. No, it would be physically delivered to the
county.
Q Physically -- on the CD that's encrypted.
A. Yes, yes.
Q Under st ood.
You said that there m ght be an instance
where sone of the nenory cards m ght be unreadabl e.
Can you recall any instance where that has happened?
A. We have had situations where the county
poll officer will -- in the closing procedures you
have to do a certain sequence of events where when it
is finished printing a tape, it will say, you know,
Do you want to print another? Yes or no. And they
wll hit no and then it starts ending the el ection
and transitioning from node to node.
Soneti nes during that process, they renove
the nmenory card too quickly. It's actually in the
process of still conpleting a wite cycle to the

menory card. By renoving that nmenory card, they nmay
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have then nmade that nmenory card corrupt at the | ast
line within the file. So then when you put it back

i nto another touch screen to access the data, it says
| can't read what's on the card.

This normal |y happens after the tape has
al ready been printed out fromthe device. But what
we do in that circunstance is we go through a
recovery process where you can go back to the DRE
itself and recover the archived file that's al so
saved to the device. Wen a vote is cast, when an
election is |loaded, it's saved twice. |It's saved to
the nmenory card, but it's also saved to a backup
| ocation on the device itself.

Q I |l ove when you anticipate ny questions.
That's exactly what | was going to ask. So that
brings me to anot her question, which | was going to
cone to later, but I mght as well ask it now.

The backup file that's saved on the DRE
machi ne, for how long is that saved?

A. The way that the vendor has nade the
expl anations to us through questioning through the
years, is that when it gets to a size capacity where
it can't |l oad the next election, then it finds the
ol dest record in storage and renoves that file in

order to create avail able space. So the oldest files
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are the first to be renoved.

Q This is an automatic function?
A. This is an automatic function.
Q Do you have any estimate as to, sort of,

how many el ections' worth of data can typically be

stored on one of these DREs before they start auto

del eti ng?

A The file itself that's retained is
kil obytes -- not kilobytes -- is in just bytes of
size. It's a very, very small file. So | was right.

It's kil obytes, not megabytes. Kilobytes in size.

So it takes a long tinme for that nmenory to
be inpacted. | don't know the total estimte of how
much storage is there, so | couldn't give you an
estimate of how | ong.

Q Are the nmenory cards that are placed in the
DREs different fromthe menory cards that are placed
in the optical scan units?

A. Yes.

Q Are they |like physically different types of
menory cards?

A. Yes.

Q What's the type of nenory card that's used
in the optical scan?

A. It's an older classification of a flash
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menory card, but it has to have on it a battery to
mai ntain a power source. The touch screen nenory
cards do not need that additional power source to

mai ntain data on them so it's just a -- it's a newer

generation of flash nedia.

Q Do you know t he nanme of it?

A | don't know the name of it.

Q It's provided by the vendor?

A. Yes.

Q Okay. We have covered sone of this

already, but | think I just want to get it soup to
nuts. Can you describe the process for tabul ating
votes at the end of an el ection?

A. At the end of an election, the |ast voter
will vote in the polling |location. Once the |ast
voter has voted in the polling |location, then the
pol |l workers begin their closing procedures of the
voting equi pment within the polling location. They
have a specific -- it's called a supervisor card.
And it's so labeled. It's not yellow, it's green.

And they take that supervisor card and
insert it into the DRE machi ne and insert a passcode
that the machine is -- is anticipating. |f they
don't put the right code in, they can't go any

further. Once the code is accepted by the nachi ne,
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then -- the voter access, the supervisor card is
ejected and the poll worker has the option then to
end the election on the device.

When they select end election, it then
produces a tape for that machine that indicates what
t hat machine collected. It gives a summary of
totals. It says, Here are the races that were on
this machine and here are the collected results by
candi date within each race.

Once that tape finishes printing, the pol
wor ker gets -- does renove that tape, and that tape
Is attached to the zero tape that was printed at the
nor ni ng openi ng procedures. A zero tape was printed
at opening and signed and |left attached to the
device. And then a closing tape is at the bottom end
of that tape, renopved and signed by the polling
of ficers.

After that tape is printed, the touch
screen asks themif they would like to print another
copy and the answer is yes. So they would print a
second copy of the results. Wen that tape finishes
printing, they renpove it, sign it. [It's signed in
triplicate. And then they are asked again, Do you
need another copy? And the answer is yes. So the

third copy is produced fromeach -- and this process
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repeats itself in every touch screen device used in
the polling location.

Q Sorry to interject, but it's the supervisor
that does this on every machine?

A. Yes, it's the poll manager is probably nore
what they are phrased too, is the one that's in
control of that supervisor card. And normally that
supervisor card is in a sealed envel ope. Because you
don't need that supervisor card for operations from
the opening. You don't need that supervisor card
during el ection day use. You just need it in order
to end the election on the device at the cl ose of
pol | s.

Once they have conpleted cl osing and
printing out the various tapes fromthe individual
machi nes, they can then power the machines off. Once
t he machi nes are powered off, they then renove the
menory card. And those nenory cards are placed into
what ever apparatus the county provides the pol
wor ker to secure those cards. The cards and the
tapes. There's a tape that's posted at the polling
| ocation, but the other two tapes are to be returned
with the cards to the elections office.

VWhile this is all ongoing, they are al so

doing their reconciliation work, |ooking at the
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nunmber of voter certificates that have been
conpleted. Looking at the nunber of voters marked on
the Express Poll. They have al so recorded down the
total nunmber of ballots cast on each individual DRE
machi ne as part of their reconciliation process.

Once they have conpleted that entire
process, then the poll manager and anot her nmenber of
the poll teamin nost cases, county instructs pol
wor kers how to do this. Then collect the materials
that are to be returned to the elections office on
that night and then proceed back to the el ections
of fice.

The el ections office then collects that
I nformation back fromthe poll officers when they
arrive. They, they do whatever they do in a chain of
custody environnent to account for, okay, | was
expecting this to cone back, this has now been
recei ved and now | have possession of it and you
are -- you are good for your -- you have done what
you needed to do.

The county then will find the nmenory cards
I n that packet and bring theminto the GEMS area,
wher ever the GEMS conputer is. And then they start
t he upload of those nenory cards into GEMS. Before

they do the first upload into GEMS, after 7:00 p.m,

Page 218

Veritext Lega Solutions
866 299-5127




© 00 N oo o b~ W N P

N T T N N T e e e R R R N T e
o A W N P O © 0O N O 0o~ W N +—» O

Case 1:17-cv-02989-AT Document 472-10 Filed 07/10/19 Page 220 of 348

or the close, the close of polls, they are going to
print out a report from GEMS to confirmthat it's

al so at zero just as the touch screens were at zero
during opening to validate that there are no el ection
results existing in the database prior to the first
menory card bei ng upl oaded.

Then they begin the upload process and the
upl oad process is transferring data, not results, but
data. Transferring data fromthe nmenory card into
GEMS and then GEMS is calculating the total itself.

And -- but GEMS is calculating all the
various locations together, so it's -- GEMS says you
have 10 cards outstanding for this location. You
have six cards. And it starts readi ng and sayi ng,
Okay, | have that card now. | have this card now.
Here's what's been collected. And then periodically
t hrough the night, the election, the county el ections
office is stopping the upload in order to produce
reports that can be distributed to the public for,
you know, showi ng their progress in the tabulation
process.

Optical scan-w se, the mail-in absentee
bal | ots have been returned fromthe registrar. And
the county election officials begin the process of

openi ng the outer envel ope, renoving the inner
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envel ope, opening the inner envel ope, renoving the
bal |l ot and then getting the ballots stacked however
they may want to stack them so that they can then be
processed through the optical scan devices.

Once they have finished processing a -- you
know, a set of ballots or conpleting the process,
they then send a what's call ed an ender through the
optical scan device and the ender card tells the
optical scan device, the election's ended, you can
print a tape now. So the optical scan then prints
out a tape and it shows the results calculated -- you
know, collected by that device through the scanning
process.

And, again, three tapes are printed and
then that nmenory card is renoved and brought over to
the GEMS environnment where it is also upl oaded.

Q Okay. Amazing. So the ender card --

A. Uh- huh.

Q -- is that -- is that |like a paper ballot?
A. Yes, yes.

Q So it's not |like a nenory card?

A. It is -- it is a physical piece of paper.
Q And the stacking of the ballots to process

t hrough the optical scan, is that because the optical

scanner can process nultiple ballots at once?
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A. It's because the optical scanner is
actually limted in its menmory size. When -- an
exanpl e would be in Fulton County. The absentee
| ocation, the absentee has to have all precincts
assigned to it. Because anybody can vote absentee.
And we have to count votes by precincts within the
State of Georgia at the absentee |evel.

So Fulton County has over 300-plus
reporting precincts, precincts. But an optical scan
menory card can only hold up to 22 reporting
precincts at a time. So Fulton County has to create
a menory card that handles one through 22. And then
a menory card that handles precincts 23 through 44
and so forth and so on until they get all of their
precincts accounted for.

So when the ballots are received back in
the elections office, they have to renove the ball ot
fromthe envel ope and there are identifiers on the
bal | ot at the bottomthat tells you what the
reporting precinct is that that ballot is assigned
to. So they have to stack the ballots by certain
conmbi nati ons of precincts because that scanner can
only read those ballots.

And this scanner over here can only read

this other set of ballots and so on forth and so on.
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So that's why they have to organize the ballots
before they start scanning the ball ots.

Q Do you have any understandi ng of how fast
the optical scanner can process certain nunber of
bal | ot s?

A Well, it processes one ballot at a tine.
Because the ballot is fed one ballot at a tine. So
how qui ckly that ballot is processed is a mtter of
how long is the ballot, how conplicated is the
ballot. But it's a matter of feeding that ball ot
one, one feed at a tine.

The scanners that the counties have as part
of the State's systemare all classified as precinct
count, precinct scanners. And they are designed to
be -- they were actually designed to be at the
polling location on Election Day and be fed by the
voter directly. But when the State procured this
system there was no central scanner available, it
was only these precinct |evel scanners.

So we have been able -- we have been using
a precinct level scanner in a central scanning
capacity.

Q And people also vote absentee on DRE
machi nes, correct?

A. That is correct.
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Q And | m ght have mssed it. Did you
mention the process by which those -- the -- the DRE
machi nes are -- the results are tabulated at the end
of the election?

A. It's the same process. The |last date that
they are used is the Friday preceding the el ection.
So on the end of that day, the county sinply records
the last public count nunber on the device. C oses
the -- close -- turns the machine off. They don't
end the election. Because if you were to end the
election, it would print out a tape. And know ng
results before Election Day, that's not allowed under
the code or under the rules.

So counties power the machines off, close
and seal the machines. And then those machines are
brought back to the elections office where the GEMS
systemis and held, and held onto by the county so
t hat when 7:00 o' cl ock happens on el ection night,

t hey can break the seals, open the devices up, power
t hem back on and then end the el ection on those
devi ces.

Once they have conpleted ending the
el ection on those devices and gotten the necessary
tapes, then it's the sane close procedures as it is

in election polling |ocations.
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Q Are there state-w de processes or
regul ati ons for how those absentee DREs are stored
and secured during that time period between the
Fri day before Election Day and when the seals are
br oken - -

A. There are state election board rules in
pl ace that counties have to follow in regards to
mai nt ai ni ng the equi pment during the el ections
oper ati on.

Q And do you know what those are, do you

know - -
A. | don't know the specific site code.
Q Under st ood.
The poll manager card that has a
supervisor -- is that the card that has a supervisor

code or are they two different things?

A. The, the green supervisor card does have a
code associated to it, yes.

Q Is it a code that's sort of electronically
enbedded or is it witten on it?

A. lt's within the smart chip.

Q And so how is that code witten into the
smart chip?

A. That's done periodically by the Secretary

of State's office, is that the supervisor cards are
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coll ected or the county is bringing those supervisor
cards back into the State and then the State updates
that, that code, puts a different code on there for
t he next round of elections operations.

Q And so this is done between every el ection?

A. It's not done between every election. It's
done sort of on a two-year cycle.

Q Are all counties done at once or are they
ki nd of staggered?

A. W try to do themall at once, but because
of the election cal endar and how many are com ng in,
It sort of takes about a six-nonth period to get them
all done.

Q So you said that it's placed, it's normally
pl aced in a seal ed envel ope until the close of an
el ection; is that correct?

A Uh- huh, uh- huh.

Q Is that required or that's just conmon
practice, to your know edge?

A | believe that is outlined in the SEB
rul es.

Q And so if, if a single supervisor card is
reused in nmultiple elections over a two-year period,
Is there -- what is the |life cycle of that card, so

to speak? |If it sonmehow ends up in seal ed envel ope
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and then gets used and then is saved again until
Secretary of State's office takes it back?

A. Yes, because it's possession of the county.
So the county is accounting for those cards after the
el ection and making sure that they got -- as part of
t he supplies that are being accounted for
post - el ecti on.

Q And so --

A They know what went out pre --

Q How do they get in the seal ed envel ope?

A. That's all the county's preparation of
supplies, poll worker supplies.

Q And do you know anyt hi ng about where they
are stored or how they are stored?

A Each county maintains that thenselves.

Q Under st ood.

I recall you said sonmething about voter
certification being conpleted. Do you recall that?
Voter certificates.

A. Yes. Okay. Yes. Voter certificate, yes.
Q What are the voter certificates?
A. Voter certificate is a formthat a voter

conpl etes when they enter the polling |location prior

to -- prior to present thenselves at the -- at the
Express Poll. It is where a voter indicates if it's
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a primary perhaps, whether they intend to select a --
request a Denocratic, Republican or nonpartisan
bal | ot .

It also contains the oath that a voter
adheres to in relation to, you know, my vote is not
for sale and so forth, information. Basically it
collects the signature of the voter. That is -- and
the voter certificate, the conpleted voter
certificate ends up being the official record of who
participated in the polling |ocation during that day.

Q Is this a paper docunment or is this
sonet hi ng done el ectronically?

A. That is a paper docunent.

Q I's this paper docunent the sanme state-w de
or are there county or precinct specific versions of
t hi s docunent?

A | believe that all voter certificates are
the same. That is a supply that's supplied to
counties by the Secretary of State's office.

Q Do you know what the cost is of preparing
the voter certificates?

A. | do not. | do not.

Q Are you involved in the design, printing,
ordering or distribution of voter certificates?

A. | am not.
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Q What is your understanding of the process
for collecting the voter certificates at the end of
t he el ection?

A. My understanding is that the certificates
as they are collected are placed into a binder and
they are placed in sequential order.

Q Then what happens to thenf

A That they are retained and brought back as
part of the poll supplies that the poll officer is
required to bring back post-election fromthe polling
| ocati on.

Q Are they retained ultimately by the county
or by the State?

A. By, | believe, the county. That's part of

the official record that is maintained by the county.

Q Does the State ever take possession of
t hose?
A | do not believe so, no.
Q Can you describe for nme the -- fromsoup to

nuts, the processes for post-election reporting?

A. I n what way?

Q Once the votes are tabul ated, they are
reported sonehow.

A. Okay. They are basically reported in two

ways, through physical reports that are generated at
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the county fromthe GEMS conputer. Election summary
report, that's normally the nost common report
generated by the county and it will be | abeled as
unofficial and inconplete.

But the county user will also produce a --
an export file, a text file that's generated fromthe
GEMS conputer that can be interpreted by the State's
el ection night reporting system The text file is
generated. The county user goes into GEMS and says,
| need to create an export file. The export file is
created and saved to a specific location on the
county conputer

And then the county has a nechani sm using a
specific USB drive that the State provided, one of
those | ockable USB drives. That when the drive is
pl aced into the server, the first thing they do is
run a batch process that conpletely reformats the
drive. And then once that process is done, it copies
the file that's been created, the text file, and
places it into a zipped folder. And then the zipped
folder is transitioned to the USB drive.

The USB drive is then renoved and put into
the | ocked position by the county. The USB drive is
then taken to a county conputer that the county can

access the Secretary of State's election night
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reporting system They sign in using their user nane
and credentials. And then they upload that zip file
to the states ENR system and the ENR system coll ects
the data fromthat and rolls that into the State's
el ectronic display of results on election night.

Q So the | ockable USBs that are provided by
the State, what types of those -- what types of USB

dri ves are those?

A. It's a ScanbDi sk four gigabyte.

Q When are those provided to the counties?

A. Those were provided to the county years
ago. | would be guessing to tell you what year at

this point, but they have been in use in the county
for years now.
Q So it's not like a new USB for a particular

el ection that's provided at a particular tinme?

A That is correct.

Q And you sai d sonething about reformatting
the drive.

A. Uh- huh.

Q In what way is the drive reformatted?

A. The reformat process is run, as we spoke

earlier how you would isolate the drive and any data
that's on it through the reformatting process is

w ped clean. So if there's anything that's not --
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the zeros and ones are all converted back to all
zeros.

Q. | see.

And you nmentioned the Secretary of State's
el ection night reporting system

A Uh- huh.

Q | think this is nmaybe the first tinme we
have di scussed this today unless |I'm m staken. Do
you recall, have we tal ked about this?

A No, | don't think we have.

Q And so with a -- what can you tell me about
t hat systenf? Where, where is it housed? What is the
software that's used?

A. | can't speak a lot to that. They --
Secretary of State's office contracts with a vendor.
| believe the vendor is Scytl, that is the vendor
that supplies an election night reporting process.

So what software's in play, | just know the process
of creating the export file and getting it off of the
GEMS device over to the -- over to the conputer that
t he county does the upl oad.

Fromthat step forward, that's all handl ed
by anot her section of the Secretary of State's
of fice, not m ne.

Q And the counties have password- protected
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access --
A. Yes.
Q -- to the Secretary of State's reporting
system
A. Yes.
Q But this reporting systemis not housed on

one of the GEMS servers in your office?
A It is not. It is not. It is not.
Q Can you spell the name of that vendor you

menti oned?

A. S-c-y-t-1, | think that's it. It doesn't
have an ending -- it doesn't have a final "E."
Q |'"'mso glad | asked. | never would have

gotten there. Ckay.

VWhat do you know about the counties'
processes for transporting the DREs back to storage
at the end of an election?

A I don't know. | don't know how each
i ndi vi dual county does that. Each county is
different in how they process and nove t hat
equi pnent, so | do not know.

Q So that's up to the county?

A. That's up to the county.

Q Does the State require background checks to

be performed on poll workers or election workers or
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others with access to the DRE machi ne?

A. ' mnot aware of a State requirenent.

Q Does the state have any processes or
procedures to ensure that those with access to the
DRE machi nes are not security risks?

A. | do not know of any anything in place.

Q As to those enpl oyees at the Secretary of
State's office that have access to any of the
hardware that's used in the elections or even in the
Secretary of State's office for testing and
val i dati on.

A. Uh- huh.

Q Are background checks conducted on those
I ndi vi dual s?

A. Yes. The Secretary of State's office does
run background checks, to ny know edge, on al
enpl oyees that the Secretary of State's office takes
on.

Q Where do you keep the | ockable USB -- is --
that's what you use, the | ockable USB, to transfer
t he dat abase?

A. The one that | use for the Center --

Q Yes.

A. -- It stays in ny desk.

Q

Is it under |ock and key?
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A Yes, it is.

Q Where do you keep the key?

A. Wth me. O actually not with ne, | keep
it in nmy office.
Where in your office?
In a separate desk drawer.

Is that desk drawer | ocked?

> O > O

That desk drawer is not |ocked, but you
can't get access into ny office w thout having the
security key to get into that area.

Q Are visitors ever permtted in your office?

A. Visitors are in ny office, but only with
ot her peopl e.

Q And custodi al staff does clean your office?

A During the day, during business hours, and
they are not -- they don't have access into the
bui |l di ng wi t hout us being present.

Q What role do you play, you or your office,
in designing training for adm nistering an el ection
on DREs?

A. We have devel oped training classes in the
past on operations that the State has isol ated as

what a county woul d be perform ng |ocally.

Q Do you continue to devel op training?
A. The system has not altered in 17 years
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approximately. So we had a base structure of
training and then enhance it as years go by. Change,
you know, points of enphasis as we nove through.

Q When was the last tinme you changed the
training?

A. There's been a lot nore tal k about physi cal
security and equi pnment within the presentation since
2016 and after would be the main scope of discussion
within the training class. O like the inportance of
physi cal security, always bei ng aware where your
equi pnment is, who has access to it, why do they have
access to it, do you have the proper location in
pl ace to nonitor who cones into your area where your
GEMS conputer is, or where your voting nmachi nes may
be stored and | ocat ed.

Q And why woul d you say this has gotten
I ncreased attention since your estimte of 20167

A. Not to be -- you know, not to be, you know,
smart in ny response, but dealing with all of these
circunst ances that have happened since 2016. It's
created a nore enhanced view fromthe Secretary of
State's standpoint about the inportance of security.

Counties are -- counties run elections, but
the State provides guidance in those el ections and

the State has been trying to provide nore guidance to
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the counties to make sure that they are protecting

that asset that they are hol ding onto.

Q The training, it cones in the form of
vi deos?
A. Not anynore. All training is done in

person. W do not have any training videos on-Iline
of any sort. If a training class is held, it's in
person where either I'"'minstructing the class or

ot her nmenbers of the Secretary of State's office is
instructing the class within a facility maintai ned at

the Secretary of State's office in Macon.

Q So el ection workers fromthroughout the
state will cone to Macon to attend these trainings?
A. When those training classes happen.

Normally, it's part of the official State's Georgia
el ection officials certification process. So as new
el ection officials come onboard, they have to take
these training classes.

Part of the training classes are through
the elections division and they are provided on-1line
t hrough sessions like that. But when it has to deal
w th equi pnment itself, then they have to cone in
person, you know, Secretary of State representatives
Is in the roomdiscussing the equipment with themin

person in tal king about, you know, how to use the

Page 236

Veritext Lega Solutions
866 299-5127




© 00 N oo o b~ W N P

N T T N N T e e e R R R N T e
o A W N P O © 0O N O 0o~ W N +—» O

Case 1:17-cv-02989-AT Document 472-10 Filed 07/10/19 Page 238 of 348

equi pnment .

Q Are only new el ection workers required to
attend training?

A. They are required, but normally it's not
just new election officials that attend those cl asses
when they are scheduled. W have had repeat visitors
time and tine again where they just cone in for what
they classify as sort of a refresher on the system
So they, you know, keep fresh on how to use
equi pnment, how to make sure they maintain it
properly.

Q It would be -- it wouldn't be against the
protocols or the rules for an el ection worker who has
been doing this since 2005, say, to not have had a
training since then; is that correct?

A The training classes that we provide are
provided to the elections office. The elections
supervi sor, their assistant supervisor, who they deem
as being that person that then goes back and trains
t he poll workers.

So if, you know, we have interacted with
every elections office at sone point in tinme through
this 17 years of use of the system

Q It's possible, though, that to the extent

an elections office doesn't have new supervisors or
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assi stant supervisors and hasn't had any new staff in
the last, let's say, five years, that they haven't
had any trainings in the |last --

A. Well, every election official is required
to attend a state-wi de conference that is put
together by the Georgia Election Oficials
Associ ation. And at that conference, Secretary of
State is involved to participate to provide training
sessions to the -- to the entire state through that
conference on various itens. Meaning |like security.
| know that we have had -- or GEMS has had nenbers of
t he Departnent of Honel and Security cone and speak to
I ts menbershi p about maintaining security around
their voting systens.

Q How often is that conference hel d?

A. Normal |y once a year. They have al ready
had t he conference once this year and they are
al ready schedul ed to have anot her conference in
Decenmber of this year. So we will actually do it

twice this year.

Q Why ?
A. El ecti on year cal endar.
Q So in an election year, it's typical to

have this tw ce?

A. Depends on the cal endar of events. But
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they wanted to have another nmeeting before the first
state-wide election in 2020. They didn't have want
to have a state-wide election in 2020 and then have a
situation to neet with all the counties again.

So the organi zation decided we will have a
meeting in spring of 2019 after the legislative
session. But we will also have a neeting at the end
of the year in 2019 |leading into 2020 so that if
there's any directives that the State nmay need to
give to the jurisdictions on execution of elections
in 2020, they can hear it before the first state-w de
el ecti on.

Q St eppi ng back to the in-person trainings
that are held in Macon, are there witten materials
that are produced by the Secretary of State's office?

A. The Power Points that are generated are
printed out and provided to the participants.

Q And do you recall the last tinme that such a
trai ning was adm ni st ered?

A. | believe | spent a day in Macon earlier
this year with doing a training class. But | could
be m staken on that, but | feel like it was earlier
this year in Macon.

Q And do you recall that -- do you recal

updating the Power Point presentation prior to that
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training session?

A. I know that the PowerPoint presentation was
updated in 2018. Mainly because we had transitioned
froma Kennesaw State to an SOS environnent, so we
had to change the background. But we also at that
time found sone opportunities to update sone of the
content as well.

VWhat -- what all did | update at that point
in time? 1| don't recall that, but

Q Does the Secretary of State's office
mai ntai n current and previous versions of these
Power Poi nt presentation?

A | -- I don't know how far back those
records go.

Q Do you know where they would be | ocated
within the Secretary of State's office?

A. There is a -- there's a training
coordinator within the Secretary of State's office.

| would assunme that she has those.

Q Who is the training coordinator?

A. Mel ani e Frechette. And don't ask ne to
spell her last nanme. | can't do it.

Q And the sane question with respect to any

presentation that are given at these state-w de

conference, are those -- are there witten records of
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t hose?

A. Those are -- there are witten records.
Those are supplied to the nenmbers of the organization
by the organi zation itself. So CGeorgia El ection
Oficials. So I don't know how |l ong they keep those
records. They are not a state entity. They are
just -- they are an organi zation.

Q To the extent that the Secretary of State
or others fromthe Secretary of State's office
participate in that conference, are those records
mai nt ai ned at the Secretary of State's office?

A. | would assune so, yes.

Q Are there -- other than the trainings that
may occur at the state-w de conference and the
trai nings we discussed that happened in Macon, are
there any other processes that the Secretary of
State's office engages in to train election officials
related to the use of DREs during elections?

A. The Secretary of State's office has a -- a
process of communicating with the counties. | think
they call it 3T -- and this is again a different
section of the office than ny section -- where they
have, they do sort of |like a video chat with counties
and address certain topics that may be present at the

tinme.
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So | would -- | would deem that as anot her
opportunity of the elections staff reaching out to
the counties and maki ng sure that they are aware of
circunstances or itens that need to be focused on.

Q Are those --

A. And that's nonthly, | believe.

Q You al ways an anticipate ny questions.
Excel | ent.

Are there any other training opportunities
that the Secretary of State's office is responsible
for related to training election officials on DRES?

A. There may be others, but | think we have
covered them

Q I'"ll ask this question at a high | evel just
I n case you can give ne a high |evel answer, and then
we will drill down if you know nore.

For all of these processes that we have
di scussed, creating the ballots, distributing them
t hrough training, do you know of any cost estimates
of how much it costs Secretary of State's office to
engage in these processes?

A. | do not.
Q Do you know if the Secretary of State's
of fice has performed any cost anal ysis?

A. | do not.
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Q Who woul d you ask?

A. Again, | would probably start by asking the
el ections director, M. Harvey.

Q Okay. Soup to nuts. We are having so nmuch
fun.

Can you describe all of the processes for

updating voter registration |lists?

A That, | cannot speak to. | amnot a user
of the voter registration systemin relation to
regi stering voters and updati ng voter registration
reports in the State's voter registration system
That's not an action | performin ny section of the
of fice.

Q Are there any conponents of the conputer
network that are related to adm nistering el ections

that are connected to the Internet?

A Not that |'m aware of.
Q That are connected to phone lines?
A. Not that |'m aware of.
Q Soup to nuts. Can you describe al

processes in place for preparing paper ballots?

A. Again, nmy -- ny basis of know edge is al
within the current systemof voting in Georgia. So
to speak to the preparation of sonething outside of

that system | can't really speak to.
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Q Well, the State of Georgia does -- paper
ballots are in use in the State of Georgia, correct?

A. Paper ballots, the optical scan ballots are
in use within the State of Georgia, but there are
ot her ways you can produce paper ballots. | can
speak to, you know, it's the sanme steps to build an
optical scan ballot as it is a DRE ballot. 1It's the
same process using our current system

Everything that | have al ready spoken

about, it's the sane. It's entering in the sane
information in the same way, producing the sane type
of output file. But when you say -- there's a
difference in code between a optical scan ballot and

a paper ballot and how it may be fornulated out. So

that's why | -- I'mcreating the difference between
t hose two.
Q Okay. | see, okay.
So when | say "paper ballots,” | neant

optical scan ballots.
A. Al right.
Q But | can use your term nology to nake sure
we are on the sane page.
So once -- when optical scan ballots are in
use, they are in use currently in Georgia in two

ways, correct?
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A They are used for -- they are used for
mai | - out absentee and they are used for provisional
bal | oti ng.

Q And so in the nmail-out absentee ball ot
process, what is the process for receiving and
securing those mailed-in ballots?

A. Again, that's -- that's sonething that the
county handles. | can't speak to how the county
manages the -- the collection of the ballot, how they
mai ntain the security on the ballot. That's not
sonething that | execute on a daily basis. That's a
county operation.

Q And do you have any information on how the
county secures the in-person provisional ballots that
are optical scan ballots?

A My recollection of that is that if a
provi sional ballot is collected at the polling
| ocation on election day, it's placed into an
envel ope and that envelope is placed into a seal ed
bal | ot bag. And that sealed ballot bag is brought
back with the polling precinct's supplies at the end

of the election day and that bag is naintained--

Q Do you need sone water?
A. No, I'm good. |1've got sone water.
Q Okay.
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The seal ed ball ot bag, is that sonething
that the county obtains thenselves or is that
sonet hing provided by the State?
A. | believe that the seal ed ball ot bags that
the counties are currently using were provided by the
State back in the day. | don't know if counties have

procured additional bags since that time frane.

Q Do you recall how |l ong ago those bags were
procured?

A. 2002.

Q Are the counties responsible for

distributing the paper ballots that are requested by
mai | ?

A. Yes.

Q Are the paper ballots, the optical scan
bal | ots, whether they be the provisional ballots or
mai |l -in absentee ballots, are they -- are any
post-el ection audits conducted on those ballots?

A. To ny know edge, | do not believe so.

Q Are any post-election audits conducted on
t he DRE machi nes?

A. | do not believe there's any statute
currently in place for that. | believe there's a new
statute that's just been passed noving forward, but,

currently, no.
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Q Does your office conduct or create any
trainings related to adm nistering elections on the
optical scan ballots?

A. Only in connection with the whole system
We have never conducted a training class on using
optical scan ballots or election day use, setting up
a scanner in the polling | ocation and managi ng
optical scan ballot handout. W have never done
anything of that nature.

Q Is training on the optical scan ball ot
process part of the existing training on the rest of
t he system that your office conducts?

A Right. W train themon how to use that
optical scanner as that central scanner, |ike I
referenced earlier. But we have never trained them
on how to set the scanner up as a polling place
scanner. That is -- that's a different
configuration.

Q Are you aware of any cost estinmates of what
It costs to adm nister election using the optical
scan ballots?

A. | do not.

Q Has your office studied what it woul d take
to adm nister an election solely using optical scan

bal | ot s?
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A. | do not know.

Q If the court ordered an all-paper, an all
optical scan ballot election, who woul d be
responsi ble for inplenentation of that directive
wthin the Secretary of State's office?

A. | would assune that nmy group woul d be
I nvol ved in devel opi ng the databases, structuring the
dat abases so that they could facilitate such a need.

But who would be in charge of the training,
devel opnent, the training schedul es, whatever
materi als woul d have to be produced to help
facilitate counties' use of such system that -- that
woul d be in other people's hands and | do not know
who.

Q You said that you assunme your group would
be involved in devel oping the databases to facilitate
an optical scan election. What would need to --
woul d the databases need to change at all in order to
have an optical scan el ection?

A. Yes, we would have to adjust the databases
in some way. Right now as we build a database, we
configure a polling location for election day to be
touch screen use. We would have to configuration it
to be optical scan use.

It's just a matter of the databases woul d
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have to be slightly adjusted, but they would have all
have to be adjusted. It would not be sonething at
the county level. It would have to be done at the
State | evel

Q Do you have any estimate as to how nuch
time that would cost?

A. | don't because, again, | would have to
| ook at the database to see how they are organi zi ng
their election day polling locations. Is it, you
know, one-to-one, nultiple to one. So | don't have a
true estimate of how long it woul d take.

Q How does the way that they organize their
el ection day polling locations inpact the way that
t he database is structured?

A. Agai n, we tal ked about earlier especially
in the absentee, is when you have to count votes at
the precinct level. So whether it was an absentee
bal l ot, whether it's an election day ball ot, whether
it's a provisional ballot, whether it's a mail-in
ball ot, they all have to be processed back to the
county to the precinct |evel.

So the polling -- so the scanner that would
be used in a polling location has to have the
precincts associated to it. In nost circunstances,

that's a one-to-one relationship. One polling
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| ocati on, one precinct. But that's not the case in
every |l ocation.

There are a number of counties that have
multiple reporting precincts assigned to a single
polling location. So just making sure that the
dat abase is properly configured so that the scanner
can receive ballots fromthose nmultiple precincts and
under stand where the result of that vote should be
routed to for reporting purposes.

Q When -- do you have an understandi ng of how
t he precinct-by-precinct processing works for optical
scan ballots that are nmailed in?

A. Yes, as we tal ked to previously, for
exanpl e, again, in Fulton County, so each scanner
that Fulton County has set up only holds a certain
nunmber of precincts. It can't go over 22 because of
capacity.

So when the ballot conmes in, they have got
to organize the ballot. They have got to sort the
bal |l ots by precinct. So they collect the ballot and
t hey see, okay, that's Precinct 1A. It's going to go
in the Precinct 1A stack once it's there. This one
Is this, it goes in that stack. And now what scanner
processes 1A, what scanner processes 1B, what scanner

processes 213G and then you have to make sure that
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t hat ball ot goes through that scanner.

The content of the ballot may | ook the sane
to the human. It's the sane |ist of races. But the
result of the ballot has to be reported back to the
specific precinct to which the voter is connected to

and it does that through the scanning of the optical

scanner .
Q Cot it.
MS. BENTROTT: COkay. Ready for another
break?

THE W TNESS: Yes.
THE VI DEOGRAPHER: The tine is 5:28 p. m

We are now off the record.

(VWHEREUPON, a recess was taken.)
THE VI DEOGRAPHER: The tinme is 5:39 p.m,
and we are back on the record.

Q (By M. Brown) Okay. So you may recal
back at the prelimnary injunction hearing in this
case in Septenber you testified that CES built a
brand-new air gap system after transitioning back to
the Secretary of State's office?

A. Uh- huh.

Q Is that true?

A That is correct.
Q

What can you tell nme that's new and
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different about that systemfromthe systemthat you
had at KSU?

A. Again, I'"'mgoing to reference you back to
SOS IT to speak to you about what their systemis
currently conprised of. So, you know, what is the
difference between X and Y, | don't know what all
t hey have and why in relation to, you know, what may
be different.

The system at Kennesaw was a isol ated
conputer. And it was plugged into a network that was
separate and apart fromthe public network. \Which
was validated by the KSU IT instance nmultiple tines.
And even after the March 1st, March 1st incident to
val i date again that the private network that was in
exi stence at KSU was still private, that there was no
poi nt of entry.

Q Just to clarify, the private network that
you are describing that was at KSU, are you talking
about the ball ot-building server?

A. Yes.

Q And the three ballot-building conmputers
that were linked to it.

A. Ri ght, yes.

Q But to be clear, that wasn't the entire

scope of the system at KSU, correct?
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A. The -- when you say "scope of the system at
KSU, " expl ai n.

Q Well, | think you described three servers
that you had at KSU, right, the ballot-building
server, the --

A. The ball ot-buil ding server and the Epic
server both resided on the private network. \Which,
again, KSU IT | ooked at post-incident and confirnmed
that everything was still contained within a private
environment. No outside -- no outside web access
points in that system

The third server was the web server and it
was plugged into the external public network
envi ronnment .

Q And | think we touched on this earlier, but
all of the information that was found by G ayson and
Lamb on -- that you say canme fromthe public server
was all of that information that you would have
expected to be on the public server?

A It was information that | knew woul d have
been on the public server at sone point in time. It
I's not information that | expected to be there at the
time. But it was information that had been at sone
point in tine on the web server because it was used

for that -- the things that were there were again
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files that were being distributed to the county for
operations at the county | evel.

Q And so since CES noved to the Secretary of
State's office, CES still has the Epic server and the
bal | ot - buil di ng server, correct?

A. We have a new bal | ot-buil di ng hardware
that -- that holds the files that are used by our
bal l ot-building team And we have a new box that is
hol ding the Epic software and the data files that are
needed to make Express Poll data sets.

Q And you said before that they are running
the sane, if not the same exact software, but the
same version, the sane type of software that they
were running --

A The sane version of software. Everything
may be on different operating systens, but it's the
same version of executable.

Q And at KSU, there were three additiona
conputers that were connected to the ball ot-building
server, correct?

A. For each enpl oyee at the Center for
El ection Systens had a private network term nal and
they had a public termnal. So if you were a ball ot
buil der, you had two conputers at your desk. You had

a ballot-building conputer that was connected to the
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private. You had a public-facing conputer that you
were able to communicate with the counties back and
forth wth.

So all full-time enployees had the two
conputers; one to the private and one to the public.

Q And do all full-time enployees still have
t hat sanme setup of two conputers --

A. Yes.

Q -- one private and one public?

A. Yes, yes.

Q And they run the sanme software that was
bei ng run at KSU?

A The sanme version of GEMS, the sane version
of Epic.

Q And the processes of building the CD, are
those the sane as the processes when you were at KSU?

A. | believe we are using the sane, the sane
CD burning software that was used at Kennesaw, yes.

Q And the processes of putting information on
your USB hard drive, is that process the sane as when
you were at KSU?

A. It's slightly different because of the
encryption that is maintained on the SOS public side.
So if there are data files that we are having to pull

down fromthe public, like if we are pulling the text
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files that we need fromthe voter registration
system that is on -- the file is encrypted when it

| eaves the public box and then has to be transported
via the encrypted USB drive and then password-enabl ed
In order to nove the data file onto the private

net wor k si de.

Q And how does that differ fromthe process
when you were at KSU?

A. The file that was comng fromthe State
didn't have that encryption elenment on there.

Q And do you have any nore detail ed know edge
on what that encryption is?

A That's an SOS I T question.

Q Can you identify any specific differences
ot her than the ones we have discussed in how the
current systemdiffers fromthe systemthat was in
pl ace at KSU?

A. | would have to, again, |lead you to the SOS
| T to speak about the current system And | don't
have an operational know edge of all of the -- the IT

surroundi ngs over the previous system

Q But as far as --
A | just used it. | didn't configure it.
Q Sure. But as far as your interaction with

t he system goes, can you identify any other
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di fferences?

A. In response to your question, | can't. |
can't think of anything that would -- that would
answer -- give you anything other than "I don't
know. "

Q Does the private network that you referred
to, does that -- did that include the web server?

A. No, the web server was never connected to
the private -- to the private level. The web server
was on the web. It was on a public, public domain.
It was in a public network slot. It was not

connected to the private system

Q Was there ever any occasion to transfer
I nformation fromthe private network to the web
server?

A. When we woul d be upl oading pdf files to the
county, when we woul d be upl oadi ng those reports to
the county for themto view, then there would be data
noved fromthe private to the public using one of
t hose | ockabl e USB dri ves.

Q Is there -- was there ever any occasion to
then -- was that USB drive reused in going back and
forth fromthe private network to the public network?

A. It was, and it would be reformatted before

data was nopved to and fromit.
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Q Every tinme?

A. Uh- huh.

Q Was there ever any occasion to transfer any
files that were not pdf files fromthe private
network to the public network?

A. | believe | said earlier today that in
t hose energency circunstances where we had to
transfer an el ectronic copy of the GEMS database to a
county in enmergency circunstances, that that GEMS
file would be noved fromthe private storage |ocation
over to the public web server for county to access.

Q What about a training database?

A Yes, training database woul d have been
pl aced on the web server for a county to obtain.

Q Where woul d the training database conme from

in the first instance?

A. The training database woul d have cone from
the CPU, not the ballot-building server. It wouldn't
have been housed on the ballot-building server. It

woul d have just been housed on an individual PC that
was connected to the private network, but the file
Itself was residing on that individual PC.

Q And how woul d a training database get from
the PCU to the public-facing server?

A. Agai n, through a | ockabl e USB.
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Q And how would a -- how -- how woul d the
trai ning databases differ fromthe actual databases,
if at all?

A. l"mtrying to renenmber how the training
dat abase was constructed and what tine it was | ast
constructed. There would not be trenmendous
di fference between the training database and a --
just in scope, it would be a nuch small er database.
But organi zation of data would be simlar.

Q Can you nanme any other actions that the
Secretary of State's office has taken to secure the
system since transferring it in-house from KSU?

A O her than what we have al ready said today?
| can't speak to any other itens.

Q Can you nane any actions the Secretary of
State's office has conducted to decontam nate the
system since transferring it from KSU?

A. What do you nean by "decontam nate?"

Q To the extent it is -- the systemis
infected or infiltrated in any way, to renove those
i nfections or infiltrations?

MR. TYSON:. [|'Il object. That calls for

specul ati on, but you can answer.

A. Agai n, we have brand-new hardware that
wasn't transitioned fromKSU. It was procured by
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SOS. The software that was used at KSU was installed
on the new locations in SOS with the install CDs that
were originally used to install the software on the
servers at KSU. So it wasn't a transfer of the file
fromthe server directly toit, it was through a CD

t hat existed previously.

Q So to get --

A That's nmy recollection of how they | oaded
the information onto the new systens.

Q So just to make sure | understand, to get
the data that was housed on the system at KSU
Installed on the systemat the Secretary of State's
of fice, that data was | oaded on to CDs?

A. No, that data was on CDs external to the
servers. W have copies of install CDs that had been
retai ned and kept so that you had the ability to be
able to install into a new box if you needed to. You
didn't transfer fromdevice to device. You would
just do a new install on the new device.

Q And what -- what specifically are we
t al ki ng about was being installed?

A. The GEMS executable, the GEMS program

Q Were the dat abases transferred when -- when
CES nmoved from KSU to the Secretary of State's

of fice?
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A

| believe all the databases that were in

possession of KSU were transferred to Secretary of

State's office.

Q
A.
encrypted
provi ded.
Q
A.
to that.

o > O >

bef or

D

Do you know how they were transferred?
| believe they were transferred via

USB nmenory hard drives that SOS had

Do you know who was - -

And then SOS did the extraction and saved

Do you know who at SOS did that extraction?
| believe it was Tom M:C out h.

Was anyone el se involved in that process?

| don't recall.

And do you -- you may have answered this

|"mso sorry if I'"mrepeating nyself. But

do you know the operating systemthat's currently in

use at the Secretary of State's office?

A. | do not know the specific operating
versi on.
Q Do you know t he general operating systenf
THE WTNESS: It's a Wndows operating
system What version, | do not know.
Q (By Ms. Bentrott) Do you recall if it's the

same version of Wndows that was in use at KSU?
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A. On the server as an operating system

don't recall.

Q Are you aware of any investigation that the

Secretary of State's office has conducted to

determ ne the inpact of the vulnerabilities that were

I dentified when the system was at KSU?

A. | do not.

Q The software used on the DREs is called
Bal | ot Station, correct?

A. Correct.

Q What does that software specifically do?

A. My under standi ng of what Ballot Station
does is that it takes the information that the GEMS
conmput er has generated through its ballot structure
and then reads that data and displays that data for
use on a touch screen.

And then it goes through a process of
collecting interactions that voters have with the
touch screen device and collects the voters' intent
when casting the ballot. And then produces the
printed reports that conme off of a touch screen
during pre-election and post-election use. It's --
it's the programthat reads the data file that's
created through GEMS.

Q Do you know what version is currently
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i nstal | ed?
A. 4.5. 2.
Q Do you know when that -- if that's the nost

recent version?

A That is the nost recent version and it was
installed in 2001 -- or 2011, excuse ne.

Q So the last tinme it was updated was in
20117

A It was, yes.

Q Have there been security patches or updates

since then?

A. We have not installed any other version of
Bal l ot Station since 2011.

MR. BROWN. Have there been any security
patches to that version since that tinme?

THE WTNESS: | don't know if any security
pat ches have been nade to that version.

Q (By Ms. Bentrott) Wen the update was made
in 2011, do you know how the updates were protected
agai nst tanpering before they were installed?

A. The updates were acquired fromthe Federal
Testing Lab and then that install disk was provided
by the testing lab and then that -- the conponents
that were on the -- the install disk were then

transferred to nenory cards that were nmaintained by
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the Center for Election Systenms. And then those
menory cards were used for loading the install into
t he touch screens.

Q Do you know t he process by which the
updates were installed to the machi nes?

A. To the DREs?

Q Yes.
A. It was through a nenory card. So the
menory card was -- touch screen was -- was opened at

the county level by a testing team The nmenory card
with the update woul d be placed into one of the
menory card slots on the DRE and then the DRE was
then turned on.

And then it was a process where the system
read what was on the nenory card and updated the
specific information that needed to be updated. Once
t hat process was concl uded, that nmenory card was then
removed and then the machine went through a ful
acceptance test where an el ecti ons database was
| oaded to the device and then an acceptance test
performed on the device to make sure that the proper
version had been installed and that it was still --
and that it was operating as expected.

Q Does Georgi a have the source code?

A. | do not know.
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Q Has the -- | assune you don't know this,
but has CGeorgia ever nodified the source code?
A. | do not know.

Q I's Georgia aware of vulnerabilities that

ot her states have found in their DRE systens, are you

awar e?

A. ' maware that other jurisdiction have
deci ded to nove away from DREs. For what reason,
do not know.

Q So you are not aware, for exanple, that
California found vulnerabilities in their own DRE
system and that that -- well, stop there.

A. | know that -- | know that State of
California did a recertification exam nation, that's
the way | would classify it, of their DRE systens |
believe in 2006 or '7, sonmewhere in that frane. And
t hey concl uded upon that that they felt that DREs
were no |l onger sonething that they could certify for

use in that state.

Q Based on vulnerabilities they found?

A | believe --

Q I's that not your understanding?

A You know, what, what determ nation they
made, | did not read the full record to see what all
determ nations they nmade. | see -- | know that they
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made a determ nation that they did not want to
certify DREs for use anynore in that state.

Q When you were enployed at the Secretary of
State's office at the tine that Georgia was
considering switching to DREs, did you go on a --

l et's, you can renane it, but on sort of a
fact-finding mssion to California to | earn about
their use of DREs?

A. During -- during the, | believe 2001, |
acconpani ed a nenber of the 21st Century Voting
Comm ssi on, Representative Buddy DeLoach to Cakl and,
California to witness an el ection being run on DREs
at the time in the Cty of Oakl and.

Q And this was before CGeorgia had adopted
DREs?

A. Yes, that is correct.

Q And what was the purpose of the trip?

A Just to learn nore about DREs and their
use, to see themin an actual elections operation, to
get sone feedback from poll workers and from voters,
you know, on what they felt of the machine. And also
to speak with the county elections director at the
time. | don't renmenber his nanme. And just get a
sense of what they thought of this type technol ogy.

It was newer technology to the State of
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Georgia at the tinme and so it was an opportunity to
see it in use.

Q Was it -- was it beneficial to see that new
t echnol ogy was being used by another state and
understand how it worked before CGeorgia inplenmented
it?

A. Yes.

Q And California's experience was relevant to

Georgia's decision-making in this tinme frane,

correct?
A. In 20017
Q. Yes.
A | think the fact that it was in California

was just the fact that it was in California. Because
we had we visited locations in South Carolina,
| ocations in Chio, and |locations in California to
| earn nore about DRE use in elections. So we did
visit California, but we visited other places to
| earn nore about DRE use.

Q That's because the experience with other
states with DREs was relevant to Georgia's
deci si on- maki ng process and --

A. We wanted to | earn nore about the use of
DREs because we had never used DREs in the State of

Georgia prior to that pilot project in 2001.
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Q VWy is it that California experience in
usi ng DREs was rel evant and useful information in
2001, but their top-to-bottomreview of DREs that
occurred in 2006, 2007 determ ning that there were
vul nerabilities in the DRE system was not relevant to
Georgi a's deci sion-maki ng process?

A. That's a question for those that were in a
position to make the poll decisions in 2006 and 2007.
| worked for the Center for Election Systens at
Kennesaw State. Was not a nenber of the Secretary of
State's office at that tine. W did, you know, neet
wth the Secretary of State's office, you know, in
our capacity as being under contract wth the
Secretary of State's office, but it cane down to the
pol i cy-makers on the decisions that were made.

Q Has the State of Georgia made any changes
I n response to vulnerabilities that have been
reported in other state's DRE systens?

A. Not to nmy know edge.

Q Do all Georgia voting machi nes use the sane
encryption keys?

A. Each device in the county are -- in the
counties are running the sanme encryption key, yes.

Q Do all supervisor cards have the same code

or pin?
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A. No, no.

Q Sanme question with respect to the
adm ni strator cards.

A. We don't use an adm nistrator card in
Geor gi a.

Q And for the supervisor cards, is the
encryption process the sane for all of thenf

A. Yes.

Q Did you have any involvenent in the
deci sion to degauss the server at KSU?

A. | did not have any control of the server at
that point intinme. It was in the possession of KSU
| T and they were in control of that KSU asset-tagged
device. And they were in control of the next steps
i n how they held that or how they repositioned that
for use within the University if they so choose.

Q Were you involved in the decision-mking
process at all?

A. | was aware that they had the conputer and
t hat they were, you know, wanting to re-task the
conmput er, but other than that, no.

Q You were not aware that they were planning
to degauss the conputer?

A. | did not know what steps they were going

to do to try to reuse that conputer.
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Q And you were not aware that they were

pl anni ng to DBAN t he conputer?

A. | don't know what DBAN neans.

Q So you were not aware?

A. Like | said, | don't know what that means.
Q And you weren't involved in the

deci si on-maki ng process with respect to w ping the

server?
A. No.
Q Were you aware that re-purposing the server

woul d i nvol ve wi ping the server?

A. | -- | did not know that re-purposing the
server woul d have nmeant conpletely re-formatting the
server so that any existing data on there would no
| onger be avail abl e.

Q And | recall you asked -- we discussed this
earlier, we can turn back to Exhibit 21 if it's
hel pful to you. But you reached out to KSU IT when
you felt like you didn't have the data you needed to

conduct your operations.

A. Uh- huh.
Q I's that correct?
A. Uh- huh.

Q And did they end up providing you with the

data you needed to conduct your operations?
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A. Yes, they did.

Q And what did that entail? Was that a
subset of the data that was on the server?

A. No, that was sone instruction manual s that
were there, like the instructions manuals we tal ked
about that were avail able on the web server for
counties. That's where the npost recent version of
the data was and that's what | was needing were those
training files so that we would have themin hard
copy so that we could reproduce and get out to
counti es.

We didn't have a web server anynore with
that information, so we needed all that stuff that
had been out there for county training purposes, have
It back in our possession so that we could make it
avail able to counties again.

Q And is that the only data that you
retrieved back from KSU IT once they had taken the
server?

A. | think the other thing that was on there
was sonme inventory records on one of the partitioned
drives of the web server was the inventory or testing
records that showed that this machine was in this
county and it had been tested X nunmber of tines.

Q So inventory records of testing at county,
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at the county level was on the web-facing server?

A. It was on a partitioned drive of that -- of
that device. This is answering the question to the
best of nmy ability. | don't know if that partition
was web-facing or not. But | know that that
partition was on that particular conputer.

Q And forgive ne, what do you -- what do you
mean when you say "a partitioned drive?"

A. That is the | anguage that was al ways
referred to nme by ny IT staff. So | can't give you a
definition of partition. That is just how they, you
know, spoke of it to nme and they al ways used that
term nol ogy saying that this may be on the box, but
it's not public facing. It's -- it's on this box,
but it's not accessible to the public.

Q What information is housed in or was housed

in those inventory records?

A. It is just, you know, what nmachine is in
what county. It is just like, you know, Machine X is
In this county and was purchased at this tine. |It's

a state purchase or it was a county purchase. And if
we had -- every tine that we touched it, every tine
that we had inspected the unit, there was a date
stanp of when we |ast tested it, who was the one that

tested it, did it pass, did it fail. If it failed,
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why did it fail.

Q Why woul d that information have been on the
public -- on the -- on the web server?
A. That is a good question and | don't know

t he answer to that.
Q Is there any other information that you can
recall now that woul d have been housed on the web

server when it existed that we haven't already

covered?
A. No, ma'am
Q Is there any additional information that

KSU I T sent you after besides these two things we

di scussed, the training manuals and the inventory

records?
A Not, not in my recollection, no, ma' am
Q When machi nes are purchased, they are

purchased at the county level or at the state |evel?

A. They are now purchased at the county |evel.

Q Were they purchased, ever previously
purchased at the state |evel?

A. The State has made two purchases of voting
equi pnrent. They made a purchase in 2002. They made
a subsequent purchase in 2004. And | believe that
Is -- that is the total of state GRE procurenents.

Al'l ot her procurenment have been done at the | oca
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| evel .

Q Do you recall if counties have made
procurenents of DRE machi nes recently?

A. | believe that they have procured sonme DRE
machines in leading up to the 2018 el ections. But
the last unit purchased, | could not renenber.

Q Do you have any estimte about as to what a
DRE machi ne costs?

A | think the current price is $2,500 or
sonething |ike that per device.

Q And is that an all-in price that includes
sort of all the other hardware and software that's
required to adm ni ster?

A. Yes. Yes. Fromthe vendor, yes. | don't
even know honestly if the vendor right now has any
equi pnent to sell.

MS. BENTROTT: Why don't we take a quick
br eak.

THE W TNESS: Ckay.

THE VI DEOGRAPHER: The tine is 6:10 p.m

We are now off the record.

(VWHEREUPON, a recess was taken.)
THE VI DEOGRAPHER: The tinme is 6:19 p.m,
and we are back on the record.

111
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EXAM NATI ON
BY MR. BROWN:
Q This is Bruce brown for the coalition

plaintiffs with just two nore questions.

Is the encryption key still F2654HD4?
A Honestly, | do not know the specific
encrypti on key, what -- what the -- what the code is.

Q But it's hardwired into the system It
hadn't been changed; is that right?
A. Again, | don't know what the current

encryption key is. | knowit's the sanme, that al
t he devi ces have the same, but | don't know what that
code is.

Q Al'l the devices have, have the same and

it's been the sanme since the equi pnent was acquired,
correct?

A. | honestly cannot renmenber when we
transitioned in one of our versions if we updated the
key in that transition or not.

Q You testified that there is alimt to the
optic scans of 22 precincts; is that right?

A. That's correct.

Q And what is the basis for that?

A. Experience in building the databases
t hrough the years. Wen -- before the State went to
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a reporting of the precinct results at the -- you
know, reporting precinct |level results absentee.
Prior to that, the State had a precinct called the
absentee precinct. And that was an all-inclusive
precincts. It was what was called as a cunul ative
precinct. So it was a single precinct that had all
of the base or the district conbo values in that one
precinct.

And it created -- you could put all of the
county in that one precinct and it didn't matter the
Size. Because it wasn't a precinct-by-precinct
report. It's that if you cast a vote in the
absentee, it's part of the absentee precinct. It
wasn't portioned out by precinct.

VWhen the State cane back and said, no, we
need to know absentee |level results in the precinct
| evel, we had to rebuild the databases to neet that
configuration. W started out with just building
a -- a single precinct and putting -- or a single
vote center, absentee vote center, and putting all of
the individual reporting precinct into that vote
center.

When we started that process, we found that
it -- when you try to create a nenory card at that

point, it couldn't hold it.
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Q A menory card for the optic --

A. For the optic scan. It could not hold al
t hat data, so we had to start basically working back
fromthe maxi nrum down to where it would work and
continually work and we found that that area was
around 22 reporting precincts.

| think now we tell counties that let's
keep it at 20 so that we aren't up agai nst any type
of menory problem that with 20 we will be in good
shape.

Q On -- | have sort of a staffing managenment
question. Are you involved in the planning for the
| npl ement ation for the new systemif the State does,
in fact, purchase one?

A. Repeat the question again.

Q Are you involved in the planning for the
| npl enment ati on of the new systemif the State ended
up purchasi ng one?

A. | don't know how far to get into tal king
about a current procurenent process, but the process
of planning, sort of like comng up with ideas of
time lines, yes, | have been involved in sone of
t hose di scussi ons.

Q Is the State going to hire a separate

person to be |like an inplenentation manager for
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t hat --

MR. TYSON: |'mgoing to object since as an
active RFP, there is a lot of confidentiality
rules that are surrounding that RFP process, so
| don't want to get into sonething where M chael
Is going to need to disclose sonething that is
part of that, so | just want to make sure we're
good on that.

MR. BROWN. That's fine.

Q (By M. Brown) Who woul d know t he answer
about the encryption key?

A | don't know.

Q Sonebody in | T?

A. | don't know. Because this gets back to
when we went through version change when that became
an option. And | honestly do not recall if we
altered that encryption key when we did that install.
| just don't recall.

MR. BROMWN: All right. That's all | have
ri ght now. Thank you.

And what is the total tinme for the record?

THE VI DEOGRAPHER: Si x hours and 13
m nut es.

MR. BROWN:. Okay. For the record, we have

used up six hours and 13 m nutes.

Page 278

Veritext Lega Solutions
866 299-5127




© 00 N oo o b~ W N P

N T T N N T e e e R R R N T e
o A W N P O © 0O N O 0o~ W N +—» O

Case 1:17-cv-02989-AT Document 472-10 Filed 07/10/19 Page 280 of 348

MS. BURWELL: Bryan, do you intend on

aski ng any questions?

MR. TYSON: Just a couple of brief

gquestions. Does anyone have anything el se?
EXAM NATI ON
BY MR, TYSON:

Q M. Barnes, | just want to ask you a couple
of questi ons.

M. Brown asked you earlier about the
chal | enged vote for absentee panel within the DREs.
Do you recall those questions?

A | do.
Q And has that been used -- is that being

used in Georgia today?

A. It is not.

Q And has the chal |l enged vote panel been used
since -- at any point since 2007 when the | aw was
changed?

A. No, sir.

Q There was sone di scussi on about the
supervisor card that's used in each precinct. Does
the poll nmanager have to take any other action beyond
just inserting the supervisor card to end the
el ection on the DRE?

A. They have to enter a passcode.
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Q And how do they obtain that passcode?

A. That is obtained fromthe elections office.
They provide that information to the individual poll
manager .

Q There was sone questions about the My Voter
page and the on-line voter registration system Do
you recall those questions?

A. | do.

Q Is MVP different than the state's voter
regi stration systenf

A. It is a-- in nmy understanding, yes, it is.
It is a way for a voter to access information about
their polling |ocation, their current registration
status and stuff of that nature, that it's not a
system where that record is then updated by the
voter.

Q And is the on-line voter registration
different than the State's voter registration systen?

A. Agai n, ny understanding is yes, it's a way
for a voter to make a request to becone registered to
submt information electronically to the county for
regi stration purposes.

Q There was sone questions regarding
muni ci pal el ections and the review your office

perforns on vendor build GEMS databases. Do you
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recall that?

A. | do.

Q After your office reviews the nunicipa
el ecti on database built by the vendor, does the
Secretary of State take any other action related to
t hat GEMS dat abase?

A. The other action is when the vendor --
vendor is needing to prepare the nenory cards for the
jurisdiction. The vendor would cone to the Secretary
of State's office and use a trusted GEMS conputer
within the Secretary of State's office under
supervision of a Secretary of State enpl oyee to
create the nedia that would need to be delivered to
the jurisdiction.

Q And then the Secretary of State's office
doesn't have any further responsibility after that
media i s created?

A. They do not. They do not.

Q If you saw a vote, an election result tape
froma DRE nachine for the Novenber 2018 election, it
had a date from 2003 on it, would that surprise you?

A. It wouldn't necessarily surprise ne. Just
because part of the logic and accuracy process is to
set the proper date and tinme on the device during the

L&A process and sonetines county election officials
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in doing their L&A don't set the clock properly.
MR. TYSON:. All right. | don't have any
ot her questi ons.
MS. BENTROTT: Just a little bit of
followup on that.
EXAM NATI ON
BY MS. BENTROIT:

Q You said that in addition to the supervisor
access card, they get a passcode fromthe el ection
office; is that correct?

A That's correct.

Q Is that the county election office that you
are referring to?

A. That is correct.

Q And do you know how t hose passcodes are
gener at ed?

A. Those passcodes, when we re-update the
supervi sor card with passcodes, those passcodes would
have been randomy generated using an Excel
spreadsheet at the tine.

And then an interesting thing that we found
t hrough the years is that there are sone of those
codes that the touch screen, for whatever reason,
woul d not recognize. So we would generate a |ist of

159 random nunbers and then we woul d test each one of
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t hose codes to nake sure that it would be recognized
by the touch screen. |If that code that had been
randoml y generated would not be recognized, then a
new random y nunmber woul d be generated for the county
until -- and tried again until we found 159 usable ID
nunbers that could be used.

Q So the Secretary of State's office is the
entity that generates the passcodes; is that correct?
A. The last tinme the update was done was at
the Center for Election Systens, so KSU was
generating that set of those set of codes.

Q And when was that done?
A. That was in 2017.

Q And so the codes have been the sane since

A. That is correct.

Q So CES at KSU woul d generate the passcodes
to test them out on a DRE nmachine to make sure the
DRE woul d accept thenf

A. Uh- huh.

Q And how woul d t hose passcodes then be
transmtted from CES to each county election office?

A Those passcodes would be witten down on a
transmttal formthat went with the conpact flash

cards when they were delivered to the county. So the
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county woul d get those conpact flash cards with
instructions to call back to the center to get the
passcode, and then they would fill in the passcode
once we verified we were talking to the proper
county.

Q And that sane process has been used for
each el ection since those passcodes were generated at
CES in 20177

A. Once the county has the code, they have the
code, it's in their possession at that point in tine.
If they, you know, |ose where they have that code, we
have the code that we can provide back to them but

only after verification of who we are speaking wth.

Q Where does CES nmmintain those codes?
A. They are maintained on the private -- on
the -- in the private network in a spreadsheet that's

mai nt ai ned on the private network.

Q I f you know, how does each county el ection
of fice inform each supervi sor what the passcode is?

A | do not know.

Q You al so nentioned sonet hi ng about county
officials m ght not set the clock properly --

A Uh- huh.

Q -- on a DRE during | ogic and accuracy

testing. What is the basis of that assertion?
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A. When you are setting the clock, it requires
you touching the screen in specific |ocations where
you have to set the hour, the mnute, the tine -- I'm
trying to think of the word. The tinme zone that's
used. And if you don't hit the right thing in the
ri ght way and go through the proper sequence, then it
can set the clock off by a couple of hours.

Q O a couple -- or a decade?

A. Again, it's about user input of selecting
the right thing. So | can't speak to how t hey ended
up putting the wwong date in, but I knowit is a

possibility to do so.

Q Is that the only possibility for -- for how
we could explain that the -- such a date discrepancy?
A. Knowi ng that during the |logic and accuracy

phase that you are required to set the date and ti ne,
then it leads to ne to think that that is a -- that
is the nost probable possibility of the clock being
set to the wong date and tine.

Q What ot her information are county officials
expected to input into the DREs that -- that they
could do incorrectly?

A The setting of the date and tinme is the one
thing in diagnostics where they set the date and

time. Once that diagnostic process is done, then
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they are printing out reports and that's just a print
process.

They are al so checking the voter access
card to validate that the voter access card, that the
card reader/witer that is on the touch screen can
recogni ze the card, that it can do its action. Those
are part of the diagnostics.

Al so, calibration is sonmething that's done
by the local election official. That they have to
touch specific points on the screen to properly
calibrate the machine. |If they don't touch the
proper point right in the center of the crosshair,
but they continually press slightly above the
crosshair or slightly about bel ow the crosshair but
do that consistently, that could create a slightly
m s-cal i brated device as well. And that's sonething
that's done locally by the county election official.

Q Can you think of anything el se?
A | cannot.

MS. BENTROTT: No further questions.

MR. TYSON: | don't have anything el se.

THE VI DEOGRAPHER: The tinme is 6:32 p. m

This concludes the deposition. W are now off
the record.

(VWHEREUPON, the proceedi ngs were concluded at 6:32 p.m)
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| declare under penalty of perjury
under the laws that the foregoing is

true and correct.

Executed on , 20 ,

M CHAEL BARNES

Sworn to and subscri bed before me this __ day of

NOTARY PUBLI C

My Comm ssion Expires:
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CERTI FI CATE
STATE OF GEORG A )

) Ss.:
FULTON COUNTY )
|, Robin Ferrill, Certified Court Reporter

within the State of Georgia, do hereby certify:

That M CHAEL BARNES, the w tness whose
deposition is hereinbefore set forth, was duly sworn
by me and that such deposition is a true record of
the testinony given by such w tness.

| further certify that | amnot related to
any of the parties to this action by blood or
marriage; and that | amin no way interested in the
outcome of this matter.

I N W TNESS WHEREOF, | have hereunto set
my hand this 10th day of July, 2019.

NPT ndD

ROBI N K. FERRI LL, RPR
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Federal Rules of Civil Procedure

Rule 30

(e) Review By the Witness; Changes.

(1) Review; Statement of Changes. On request by the
deponent or a party before the deposition is
completed, the deponent must be allowed 30 days
after being notified by the officer that the
transcript or recording is available in which:

(A) to review the transcript or recording; and

(B) 1if there are changes in form or substance, to
sign a statement listing the changes and the
reasons for making them.

(2) Changes Indicated in the Officer's Certificate.
The officer must note in the certificate prescribed
by Rule 30(f) (1) whether a review was requested
and, i1if so, must attach any changes the deponent

makes during the 30-day period.

DISCLAIMER: THE FOREGOING FEDERAL PROCEDURE RULES
ARE PROVIDED FOR INFORMATIONAL PURPOSES ONLY.

THE ABOVE RULES ARE CURRENT AS OF APRIL 1,

2019. PLEASE REFER TO THE APPLICABLE FEDERAL RULES

OF CIVIL PROCEDURE FOR UP-TO-DATE INFORMATION.
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VERITEXT LEGAL SOLUTIONS
COMPANY CERTIFICATE AND DISCLOSURE STATEMENT

Veritext Legal Solutions represents that the
foregoing transcript is a true, correct and complete
transcript of the colloquies, questions and answers
as submitted by the court reporter. Veritext Legal
Solutions further represents that the attached
exhibits, if any, are true, correct and complete
documents as submitted by the court reporter and/or
attorneys in relation to this deposition and that
the documents were processed in accordance with

our litigation support and production standards.

Veritext Legal Solutions is committed to maintaining
the confidentiality of client and witness information,
in accordance with the regulations promulgated under
the Health Insurance Portability and Accountability
Act (HIPAA), as amended with respect to protected
health information and the Gramm-Leach-Bliley Act, as
amended, with respect to Personally Identifiable
Information (PII). Physical transcripts and exhibits
are managed under strict facility and personnel access
controls. Electronic files of documents are stored

in encrypted form and are transmitted in an encrypted
fashion to authenticated parties who are permitted to
access the material. Our data is hosted in a Tier 4
SSAE 16 certified facility.

Veritext Legal Solutions complies with all federal and
State regulations with respect to the provision of
court reporting services, and maintains its neutrality
and independence regardless of relationship or the
financial outcome of any litigation. Veritext requires
adherence to the foregoing professional and ethical
standards from all of its subcontractors in their
independent contractor agreements.

Inquiries about Veritext Legal Solutions'
confidentiality and security policies and practices
should be directed to Veritext's Client Services
Associates indicated on the cover of this document or
at www.veritext.com.




