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ELECTRONIC VOTING SYSTEM SECURITY

The federal Help America Vote Act requires that each state have a voting system
meeting federal requirements by January 2006, including a Direct Recording Electronic
(DRE) or other accessible voting unit in each precinct for voters with disabilities.
Chapter 564 of the Laws of Maryland (2001) requires a uniform statewide voting system
for polling places and a uniform system for absentee voting by 2006, for all jurisdictions
in Maryland.

To meet these requirements the State Board of Elections (SBE) selected the Diebold
AccuVote-Touch Screen for polling place voting and the Diebold AccuVote Optical Scan
for absentee voting. The agency entered into a contract for the Phase I implementation
covering four counties on December 12, 2001, and the system was used in those counties
for the 2002 elections. SBE signed a contract modification on July 19, 2003 to provide for
additional equipment and services for 19 jurisdictions (Phase II), to be used beginning
with the March 2004 primary election. The remaining jurisdiction, Baltimore City, is
scheduled to implement the system for the 2006 elections.

In a report dated July 23, 2003 entitled “Analysis of an Electronic Voting System,” (the
Rubin report) computer scientists from Johns Hopkins University and Rice University
stated results of their analysis of source code for a Diebold touch screen voting system.
The report described potential security issues and vulnerabilities of source code found
on a Diebold web site and suggested that the security of the system could be
compromised-easily. The report indicated that administrative controls and procedures
for use of the voting system were not analyzed, and based observations on the
assumption that the voting devices operate on the Internet.

In response both SBE and Diebold affirmedstated that the devices do not operate on the
Internet, and that the State’s procedural controls reduce or eliminate many, if not all, of
the vulnerabilities identified in the report. Nonetheless, the Rubin report, representing
observations of computer security experts, prompted strong public interest in verifying
security of the voting system.

On August 5, 2003, Governor Robert L. Ehrlich, Jr., directed the Department of Budget
and Management to carry out an independent security review of the voting system to
determine security risks, and corrective actions required to ensure the integrity of the
voting process. Science Applications International Corporation (SAIC), an independent
consulting firm internationally respected in the field of technology security, performed
the analysis and has delivered its security analysis report.

Date:9/17/2003 2



analysis included testing of a complete AccuVote-TS system, software analysis,
interviews of elections professionals, and reviews of administrative procedures and
controls for election processing security.

A total of 329 requirements were reviewed and the following results were found: A
totab-of 217 requirements (66%) were found to be met with existing procedures and
technical features. Eertysix46 requirements (14%) were deemed not applicable to this
specific system. Sixty-six6b requirements (20%) were found to need further action, of
which 26 (8%) were judged to be high risk factors.

SAIC found few risks represented by the Diebold equipment. The most significant
vulnerability, use of hard-coded passwords, has been reported by Diebold to have been
corrected and submitted for federal certification. SAIC further recommended
encryption of certain data in storage and in transmission, and 100% verification of data
transmitted. The analysis noted that risk of compromise via the Internet is
minimdzedeliminated by the fact that the system is not connected to the Internet.

Risks identified were predominantly associated with a wide variety of absent
administrative controls for voting system security. Among management and
operational controls, SAIC found risks in the controls. on access to servers,
administration of passwords, use of systent audit logs, intrusion detection, and level o
security training for elections personnel.; SAIC concluded that with the manageme

and operational procedures currently in us€, the risk of system compromise is high. !

SAIC indicated however that these vulnerabilities can be mitigated, if not eliminated, by
adequate security planning and administration. =~ SBE has prepared an Action Plan in
which the agency proposes to develop and carry out immediately a series of upgrades
in its security procedures to meet these requirements. These include the following
types of actions:

e SBE will create and imgement a?fgr\]mal ormation System Security Plan (ISSP);

¢ SBE will implement a formal Information System Security Training Program; +

s SBE will develop a plan for all local jurisdictions to implement policies and procedures
uniformly;

¢ SBE will verify that no voting system server is attached to a network accessible externally. .

The administrative changes are proposed to be completed in phases: Phase I by
September 22, 2003; Phase II by January 31, 2004; and Phase III by March 311, 2004.

The Board of Elections believes that:

1. Management and operational requirements can and will be met to fully assure
the integrity of the voting process for all voters, including those with disabilities.
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2. The Diebold AccuVote-TS system selected by the Board is capable of meeting the
security requirements with minor changes and proper controls.

In considering appropriate plans, the Department of Budget and Management and SBE
evaluated two main options: Continue the existing project and Diebold contract, or
discontinue the contract and use an alternative voting system. Since few significant
vulnerabilities were found with the Diebold equipment, which in addition meets the
requirements of federal and State elections law, and since procurement of an alternative
system would likely result in major costs and disruption to the election preparations in
the State, continuing the present contract is recommended, subject to successful
mitigation of risks identified by SAIC.

SBE proposes keeping to the original schedule of statewide implementation of the
voting system by March 2004. Doing so would prevent overlap of that project with the
voter registration system project, also required by 2006. An aggressive schedule is
required to complete all tasks including the intensive security program by March 2004.
Implementation ef-seme-counties by the November 2004 general election in lieu of the
primary remains a possible alternative if needed. In that case, advance plans must be
made with the counties to retain previously acquired equipment until the actual
conversion.

SBE projects a need for three additional personnel to manage the security plan. SAIC
recommended establishing one SBE System Security Officer position. Two additional
State contractual positions are proposed, one to develop procedures and coordinate
actions with local Boards of Election, and one to manage the voter outreach and
training. SBE has received federal funds under the Help America Vote Act of 2002
(HAVA) to implement election reform, for which the Assistant Attorney General for
SBE has provided an opinion that the personnel costs will be an acceptable use of funds.

"The Department of Management and Budget concurs in the retention of a Systems
Security Officer and the voting system vendor and contract, and recommends
immediate implementation by the State Board of Elections of all security upgrades
required to ensure absolute reliability and integrity of Maryland’s voting process.

James C. DiPaula, Secretary
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connected to a network, the risk rating would immediately be raised to hlgh for several of the
identified vulnerabilities. SAIC recommends that a new risk assessment be performed prior to
the implementation of a major change to the AccuVote-TS voting system. Additionally, SAIC
recommends a similar assessment to be performed at least every three years, regardless of system
modification.

“We recommend that SBE immediately implement the following mitigation strategies to-address
the identified risks with a rating of high: *

\

o Bring the AccuVote-TS voting system into compliance with the State of Maryland
Information Security Policy and Standards.

o Consider the creation of a Chief Information Systems Security Officer (CISSO) position
at SBE. This individual would be responsible for the secure operations of the AccuVote-
TS voting system.

e Develop a formal, documented, complete, and integrated set of standard policies and
procedures. Apply these standard policies and procedures consistently through the LBEs
in all jurisdictions.

o Create a formal, System Security Plan. The plan should be consistent with the State of
Maryland Information Security Policy and Standards, Code of Maryland Regulations
(COMAR), Federal Election Commission (FEC) standards, and industry best practices.

e Apply cryptographic protocols to protect transmission of vote tallies. -

* Require 100 percent verification of results transmitted to the media through separate
count of PCMCIA cards containing the original votes cast. -

o Establish a formal process requiring the review of audit trails at both the application and
operating system levels.

e Provide formal information security awareness, tralmng, and education program e
appropriate to each user’s level of access. —" >0 \1 DT :V{ZS‘QO ¢ M VMG
S 0 STANTSACD ' R LE'S

e Review any system modifications thro gh a formal, documented risk assessment process
to ensure that changes do not negate existing security controls. Perform a formal risk U&%@
assessment following any major system modifications, or at least every three years. ./ b' LS g

e Implement a formal, documented process to detect and respond to unauthorized T%
transaction attempts by authorized and/or unauthorized users. WO @

o Establish a formal, documented set of procedures describing how the general support
system identifies access to the system.

e Change default passwords and passwords printed in documentation immediately.
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e Verify through established procedures that the ITA-certified version of software and
firmware is loaded prior to product implementation.

-+ Remove the SBE GEMS server immediately from any network connections. Rebuild the
server from trusted media to assure and validate that the system has not been
compromised. Remove all extraneous software not required for AccuVote-TS operation.
Move the server to a secure location.

e Modify procedures for the Logic and Accuracy (L&A) testing to include testing of time-
oriented exploits (e.g., trojans). This may be accomplished by changing the machine date
and time to correspond to that of the election during testing.

¢ Discontinue the use of an FTP server to distribute the approved baliots.

e Implement an iterative process to ensure that the integrity of the AccuVote-TS voting
system is maintained throughout the lifecycle process.

The system, as implemented in policy, procedure, and technology, is at high risk of compromise.
Application of the listed mitigations will reduce the risk to the system. Any computerized voting
system implemented using the present set of policies and procedures would require these same
mitigations.
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1. INTRODUCTION

1.1. Overview

The State of Maryland has contracted with Science Applications International Corporation
(SAIC) to perform a risk assessment of the Diebold AccuVote-TS voting system as currently
implemented at the State and County levels.

The risk assessment was performed from August 5, 2003 through August 26, 2003. This risk
assessment was conducted during the operational phase of AccuVote-TS life cycle. If major
changes are made to AccuVote-TS after completion of this risk assessment, then the findings of
this assessment should be revisited using the same formal methodology. In addition, the
AccuVote-TS risk assessment should be updated at least every three years or following major
system changes or security incidents in accordance with State of Maryland requirements.

1.2. Purpose

The purpose of this risk assessment report is to describe the results of applying a tested risk
assessment methodology to the AccuVote-TS voting system, as currently implemented at the
State and County levels. This report is intended to be a stand-alone document and contains the
following information:

¢ A description of the methodology and approach used to conduct the risk assessment.

¢ A description of the relevant aspects of the AccuVote-TS voting system including
functionality, architecture, connectivity, procedures, and security controls.

o The findings that resulted from performance of the risk assessment. The report includes
the applicable State Board of Elections (SBE) security requirements; description of
security controls; identification of threats, vulnerabilities, threat likelihood; an impact
analysis; and finally recommendations to mitigate the unmet SBE security requirements.

1.3. Scope

This risk assessment was performed using the methodology documented in National Institute of
Science and Technology (NIST) SP 800-30, Risk Management Guide for Information
Technology Systems, and in the State of Maryland’s Certification and Accreditation Guidelines.
This assessment consists of agency-directed, independent verification of systems, software, and
processes associated with the system. This assessment provides an in-depth analysis of security
controls, including comprehensive personnel interviews, documentation reviews, site surveys,
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and evaluation of the system’s hardware and software. Overall, this assessment measures the
level of assurance that the security controls for the system are correctly implemented and are
effective in their application.

1.4.

Document Organization

This Risk Assessment Report is organized as follows:

Section 1 provides an overview of the AccuVote-TS risk assessment mcludmg the
background, purpose, and scope.

Section 2 provides a summary of the risk assessment results, including possible
mitigation strategies. This section also provides a high-level response to the comments
made in the Rubin Report of July 23, 2003.

Section 3 documents the methodology and approach used to perform this risk assessment.

Section 4 provides a description of the AccuVote-TS in terms of functionality,
architecture, connectivity, and procedures with an emphasis on the security features of
the implementation of the AccuVote-TS.

Section 5 provides the risk assessment findings, including a discussion of SBE security
requirements, threats to the implementation of the AccuVote-TS, likelihood of
exploitation of the threat, vulnerabilities, and mitigation strategies and recommendations
for improving the security posture.

Appendix A contains a listing of the acronyms used in this report.

Appendix B contains a matrix of the security statements from the Aviel D. Rubin analysis
of some Diebold code entitled, “Analysis of an Electronic Voting System”, dated July 23,
2003. The matrix references the page number from Mr. Rubin’s report, the actual
security statement, the SBE security requirement reference, and any existing controls that
address the statement.

Appendix C contains a listing of interviews conducted by SAIC in the course of this
assessment.

Appendix D contains a listing of documents reviewed in the course of this risk
assessment.
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2. MAJOR RISKS AND MITIGATION STRATEGIES

During this risk assessment, SAIC has identified several high-risk vulnerabilities that, if
exploited, could have significant impact upon the AccuVote-TS voting system operation. In
addition, successful exploitation of these vulnerabilities could cause damage to the reputation
and interests of the State Board of Elections (SBE) and the Local Boards of Elections (LBE).
Also identified in this risk assessment are numerous vulnerabilities with a risk rating of medium

NI Qo aUBada QIO awkaal ) (3. 1YY 31 3.0 O On

This section provides a summary of the identified high-risk items in Sections 2.1, 2.2, and 2.3.
Section 2.4 provides a summary of the review of the Rubin Report findings. In order to ensure
the integrity of the AccuVote-TS voting system, all of the risks identified within this risk
assessment should be considered. This assessment of the security controls within the AccuVote-
TS voting system is dependent upon the system being isolated from any network connections. If
any of the AccuVote-TS voting system components, as presently configured and architected,
were connected to a network, the risk rating would immediately be raised to high for several of
the identified vulnerabilities within this risk assessment. SAIC recommends that a new risk
assessment be performed prior to the implementation of any major change to the AccuVote-TS
voting system, and at least every three years.

21. Management Controls

2.1.1. AccuVote-TS voting system is not compliant with State of Maryland Information
Security Policy & Standards

All Information Technology (IT) systems must be compliant with the State of Maryland
Information Security Policy and Standards. The AccuVote-TS voting system does not meet all
of these requirements.

Failure to meet the minimum security requirements set forth in the State of Maryland

Information Security Policy and Standards indicates that the system is vulnerable to exploitation. -

O - H - . Q - % 0 - hainao alan ¥a a¥a a¥ata
vemye cl 3 v 7 » 2 «
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SAIC recommends that the SBE and the LBEs implement the mitigation strategies detalled in
this Risk Assessment to bring the AccuVote-TS voting system into compliance with the State of
Maryland Information Security Policy and Standards. To facilitate this compliance, we further
recommend that the State consider the creation of a Chief Information Systems Security Officer
(CISSO) position at SBE. This individual would be responsible for the secure operations of the
AccuVote-TS voting system.

2.1.2. SBE has not ensured the integrity of the AccuVote-TS voting system

The State of Maryland and SBE have begun a process to ensure the integrity of the AccuVote-TS
voting system as evidenced by initiating this Risk Assessment. In addition, the SBE and the
LBE have established procedures for the AccuVote-TS voting system. However, these controls
are neither complete, nor integrated.

We recommend that the SBE and the LBEs immediately implement the mitigation strategies
detailed in this Risk Assessment for all “high” risk ratings. The SBE should create a formal,
documented, complete, and integrated set of policies and procedures. These policies and
procedures should be applied consistently by the LBE in each jurisdiction. In addition, the SBE
should implement an iterative process to ensure that the integrity of the AccuVote-TS voting
system is maintained throughout the life cycle process.

2.1.3. SBE has not created a System Security Plan

Currently, no formal documented System Security Plan exists for the AccuVote-TS voting
system. The purpose of a System Security Plan is to provide an overview of the security
requirements of the system and describe the controls in place or planned.

The absence of this plan could result in security controls have been missed, or 1f con51dered,
implemented 1ncompletely or mcorrectly o3 : A :

We recommend that the SBE develop and document a formal System Security Plan. The plan
should be consistent with the State of Maryland Information Security Policy and Standards, Code
of Maryland Regulations (COMAR), Federal Election Commission (FEC) standards, and
industry best practices.
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2.1.4. SBE does not require the secure transmission of election vote totals

The SBE does not requ1re encryptlon for the election results transmltted from the local polhng

We recommend that SBE require the implementation of cryptographic protocols for the
protection of the transmissions. In addition, we recommend a 100% verification of transmitted
results to the PCMCIA cards. Based upon our interviews with the LBEs, the time required to
reload the PCMCIA cards for 100% verification of the transmissions at the LBE would not be
significant.

2.1.5. SBE does not require the review of the computer audit trails

We recommend that SBE document a formal process requiring the review of audit trails at both
the application and operating system levels. In addition, the process should detail which events
should be audited, configuration of the audit trails, and frequency of review.

2.1.6. The AccuVote-TS voting system training does not include an information security
component

The training materials for the AccuVote-TS voting system do not include an information security
component. The increasing number of threats to IT systems has resulted in the need for security
awareness, training, and education at all levels.

Failure to conduct security awareness, training and education leaves election officials at all levels
potentially unaware of the vulnerabilities and threats to their system. Without this awareness, the
officials may not correctly or completely carry out vital security duties. Since the security of the
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AccuVote-TS system relies on non-technical controls performed by personnel, such as election
judges, this awareness is vital to ensuring the security of the system.

We recommend that SBE document and implement a formal information security awareness,
training, and education program appropriate to each user’s level of access.

2.1.7. SBE does not require a review of security controls after significant modifications are
made to the AccuVote-TS voting system

SBE does not have a formal risk assessment process for reviewing the impact of significant
system modifications to the security controls for the AccuVote-TS voting system. Results from
this risk assessment will serve as a baseline to determine the effectiveness of existing security
controls and to provide recommendations for security deficiencies.

In the absence of a formal process, SBE cannot ensure that the security controls remain effective.
Any system change could affect the level of risk to the system. Even without system changes,
the changing technology and environment that surround the system can cause the risk profile to
be significantly altered.

We recommend that all system modifications be reviewed through a formal, documented change
control process to ensure that the changes do not negate any security controls that are currently in
place. In addition, a risk assessment should be performed any time a major system modification
is performed or at least every three years regardless of change status.

o ;;geggg(z\i@] |

authorized and/or unauthorized users

Unauthorized transaction attempts by

Since a threat source is more likely to exploit a system if the evidence of his/her actions cannot
be gathered or will go undetected, failure to have controls for detection increases the likelihood
of system attacks, and consequently, of system compromise.

We recommend that a formal, documented process be implemented to detect unauthorized
transaction attempts by authorized or unauthonzed users. Thls process would include the reV1eW
of audlt logs c1ted n paragraph 2. 1 5. > : -
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2.1.9. No documentatlon currently exists regarding appropriate access controls to the

ﬁ@ AccuVote-T'S voting system
here is no documentation that identifies the process for maintaining appropriate access controls
é ) to the AccuVote-TS voting system. Without proper documentation, the consistent

implementation of security controls cannot be verified or validated.

We recommend that a formal, documented set of procedures be implemented that describe how
the general support system identifies access to the system, specifically, unique identification,
correlatlon of user actions, mamtenance of user IDs and 1nact1ve user IDs. in-additionwe

2.2. Operational Controls

2.2.1. SBE relies upon Diebold (the AccuVote-TS vendor) to load the version of software
certified by the Independent Test Authority (ITA)

The SBE is required to ensure that the implemented software version and firmware version of the

ersions, therefore Diebold could load uncertified versions. Diebold has a contractual obligation

@ccuVote-TS is the one certified by the ITA. The SBE relies upon Diebold to load the certified

¢

to load only the ITA-certlﬁed Ver51ons but controls are not in place to ensure that thls occurs.

We recommend that SBE establish and implement procedures to verify that the ITA certified
version of software and firmware is loaded prior to production implementation.

2.2.2. SBE GEMS server is connected to the SBE intranet

The current security controls employed for the AccuVote-TS voting system require that the
system not be connected to any network. The Direct Recording Equipment (DRE) voting
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terminals themselves are not connected to any network. However, the SBE Global Election
Management System (GEMS) server is connected to the SBE intranet, which has access to the
Internet. In addition, the server contains some Mlcrosoft Ofﬁce products not required for the
q'?‘ omrof-the-AccuVote-TS voting system. The-serverislocatedin-an-open-offies:

We recommend that the SBE GEMS server be immediately removed from any network
connections. The server should be rebuilt from trusted media to assure and validate that the

system has not been compromlsed M@&Faﬂee&&seﬁav&m—aﬁé—s%seef&eﬁt—epelﬁeﬁ

We recommend that SBE discontinues the use of an FTP server to distribute the approved
ballots.

2, O Technical Controls

31 Audit logs are not configured properly, and are not reviewed

Failure to properly log, and to review those logs makes it significantly more likely thatan
intruder’s actions will not be detected. Assurance of non-detection may encourage a possible
intruder to attempt a penetration of the system.

e r"ecommend that the Windews2000-operating system be configured to audit all security
vents and the log size should be set to an appropriate size. We also recommend that the event
ogs be reviewed on a regular basis.
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2.3.2. GEMS server configuration is not compliant with State of Maryland Information
Security Policy & Standards for identification and authentication

We recommend that the GEMS servers be configured to comply with the State of Maryland

Information Security Policy and Standards for identification and authentication. The State of
Maryland Informatlon Security Pohcy and Standards require each user to have a unlque user D

2.4. Review of Rubin Report

In the course of this risk assessment, we reviewed the statements that were made by Aviel. D.
Rubin, professor at Johns Hopkins University, in his report dated July 23, 2003. While many of
the statements made by Mr. Rubin were technically correct, it is clear that Mr. Rubin did not
have a complete understanding of the State of Maryland’s implementation of the AccuVote-TS
voting system, and the election process controls in general. It must be noted that Mr. Rubin

states this fact several times in his report and he further identifies the assumptions that he used to
reach his conclusions.
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In general, most of Mr. Rubin’s findings are not relevant to the State of Maryland’s
implementation of the AccuVote-TS system because the voting terminals are not connected to a
network. In addition, LBE procedures and the openness of the DRE voting booth mitigate a
large portion of his remaining findings.

We do concur with Mr. Rubin’s assessment that if the AccuVote-TS voting system were
connected to a network that several high-risk vulnerabilities would be introduced. We also
concur with Mr. Rubin’s assessment that transmissions of data are not encrypted in transit, and
we have recommended that this be rectified.

The State of Maryland procedural controls and general voting environment reduce or eliminate
many of the vulnerabilities identified in the Rubin report. However, these controls, while
sufficient to help mitigate the weaknesses identified in the July 23 report, do not, in many cases
meet the standard of best practice or the State of Maryland Security Policy.

2.5.  Overall Risk Rating

_The system, as implemented in policy, procedure, and technology, is at high risk of compromise.

“Application of the listed mitigations will reduce the risk to the system. Any computerized voting
system implemented using the present set of policies and procedures would require these same
mitigations.
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3. RISK ASSESSMENT METHODOLOGY AND APPROACH

The following sections document the nine-step risk assessment methodology, in accordance with
NIST SP 800-30, Risk Management Guide for Information Technology Systems, and in the State
of Maryland’s Certification and Accreditation Guidelines, that was used as the basis for this Risk
Assessment report. Additionally, the approach takes into account a combination of assumptions
regarding the security controls within State of Maryland that have an impact on the security of
the AccuVote-TS voting system.

3.1. Assumptions

This Risk Assessment report and its findings are based on the following assumptions:

e The system risks discussed in this report are based on the AccuVote-TS functional
description. Changes to data flow, data control, data storage, software configuration,
hardware configuration, networking, or system interfaces could significantly alter system
risks.

o The opinions and recommendations contained in this Report are dependant on the
accuracy, completeness and correctness of the data, specifications, documents and other
information provided by the State of Maryland, whether provided in writing or orally.

¢ The equipment, documentation, and materials deployed for use by the State of Maryland
will bave the same configuration as that provided to SAIC for this examination.

e Based on customer direction and time constraints, this Risk Assessment is limited to the
examination of human threat sources; natural and environmental threats are outside of the
scope of examination.

e The process for the initial ballot creation, which occurs prior to entering into GEMS, is
outside of the scope of this examination.

o The process for determining voter eligibility is outside of the scope of this examination.
e This risk assessment did not assess previous elections or implementations of this system.

o The Independent Testing Authority (ITA) complies with the standards set forth by the
Federal Election Commission (FEC) for voting system evaluation and certification.

e The processes and procedures'used by the Counties reviewed for conducting elections
using the AccuVote-TS are representative of the overall process.

o This Risk Assessment Report captures threats, vulnerabilities, risks and suggested

mitigation strategies as they exist at the publication of this report. Changes in technology
could significantly alter the system’s security, even if the system itself does not change.
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» SAIC cannot guarantee or assure that risks, vulnerabilities and threats other than those
addressed in this report will not occur nor can we guarantee or assure that, even if the
State of Maryland implements the recommendations we have proposed, the State’s
business, facilities, computer networks and systems, software, computer hardware and
other tangible equipment and assets will not be compromised, damaged or destroyed.

3.2. Methodology and Approach

The SAIC team, consisting of staff with expertise in management, operational and technical
information technology (IT) security, conducted the risk assessment of the AccuVote-TS voting
system. The SAIC team applied the nine-step risk assessment methodology, as depicted in Figure
3-1, to perform the risk assessment.

« Establish the system bounds * |dentify threat sources * Identify weaknesses * Security requirements vs.
« Determine application »  Human »  Technical Se‘:’"'y":ﬁ"ms ‘
functions, users, architecture, > Non-technical > O;g:fn%"r::‘
security architecture, « Consider interconnections »  Technical

interfaces, facilities, operating

environment
Determine applicable security
policies and requirements

* Combine Steps 1 * Develop strategies * Combine Impact « Criticality of the System in = Likelihood specific
through 8 to produce that are effective, Analysis with supporting SBE mission vulnerability will be
Risk Assessment practical, have Likefihood of threat = Impact on mission of exercised by
report reasonable cost and * Rate risk for each threat-source exercising particular threat-

ease of - threat-source/ vulnerability source
implementation vulnerability pair * Impact as loss or

degredation of Integrity,
Availability, Confidentiality,
Accountability, Assurance

Figure 3-1: Risk Assessment Methodology and Approach

The following sections define the nine-step methodology used to complete the risk assessment
for the AccuVote-TS.

3.2.1. Step 1: Characterize the AccuVote-TS Voting System

Step 1 consists of defining the system for the risk assessment. During this step the key system
elements, such as hardware, software, system interfaces, data and information, personnel actions,
and the mission of the AccuVote-TS voting system, are reviewed. The application boundaries,
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application criticality, data sensitivity, and functional systems description are developed from the
examination of the specific components as described below.

Establish System Bounds. System bounds establish the scope of the risk assessment. Clearly
defined security boundaries of the system are established and approved by the State of Maryland.
Within the established security boundaries, security domains are determined based on system
functionality and purpose.

Determine Application Functions, Users, Architecture, Security Architecture, Interfaces, and
Operating Environment. The system’s function is determined and essential elements are
identified during this step. Network diagrams and architectural drawings were provided to the
risk assessment team.

Determine Applicable Security Policies and Requirements. Applicable security policies and
requirements, in addition to any existing policies, procedures, or standards that affect AccuVote-
TS security must be determined during this process. Results of previous risk assessments, audits,
and certifications, and application related documentation are collected and reviewed by the SAIC
risk assessment team in concert with State and County representatives.

3.2.2. Step 2: Perform Threat Identification

Step 2 consists of determining the threats posed to the AccuVote-TS voting system. Key
elements, such as previous attacks on the AccuVote-TS and data from IT security-related
organizations, will be examined for applicability to the AccuVote-TS.

Identify Threat Sources. Human threats to the AccuVote-TS voting system will be identified and
documented by the SAIC team.

3.2.3. Step 3: Perform Vulnerability I1dentification

In Step 3, the vulnerabilities of the system will be examined and identified. Results from prior
audits, tests, inspections, and an examination of the current state of the AccuVote-TS voting
system are used to determine existing weaknesses as described below.

Identify Wealknesses. A comprehensive review of the security configurations, policy standards,
procedures, and degree of compliance of both technical and non-technical requirements will
determine areas where the AccuVote-TS voting system is vulnerable.

Consider Interconnections. In addition to identifying weaknesses in the above, external entities
and their connectivity to the AccuVote-TS voting system will be reviewed.

3.2.4. Step 4: Perform Controls Analysis

This step examines the security controls and mechanisms for the AccuVote-TS voting system as
currently implemented. Controls analysis involves examining the system security requirements
and the security controls employed by the system.
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Security Requirements versus Security Controls. The management, operational, and technical
controls are examined to determine the degree of compliance with established security
requirements and the degree of protection to data confidentiality, integrity, and availability.

Consider Controls Employed by the AccuVote-TS voting system. Security controls and
mechanisms for the AccuVote-TS voting system are checked systematically against applicable
security requirements. Table 5.8 presents the requirements matrix, identifies AccuVote-TS
voting system compliance, and presents a rationale for the compliance/non-compliance rating.

3.2.5. Step 5: Determine Threat Likelihood

This step is based on the results of the threat identified in Step 2, and includes examination of
that threat against each vulnerability to arrive at a likelihood rating of High, Medium, or Low.

Likelihood Specific Vulnerability will be Exercised by Particular Threat. The threat sources
identified in Step 2 are examined against the nature of the threat and the security controls in
place to counter the threat. In the case of the human threat, motivation and capabilities are taken
into account as well.

3.2.6. Step 6: Perform Impact Analysis

Step 6 is used to determine the probable result of a successful exploitation of a vulnerability or
weakness by a threat. This risk assessment is used to determine impact on the AccuVote-TS
voting system if vulnerabilities are successfully exploited. The process used to evaluate the
impact of a successful exploitation of a given vulnerability is discussed below.

Criticality of the AccuVote-TS voting system in Supporting State of Maryland Mission. The
critically of the AccuVote-TS voting system to the State of Maryland mission is viewed in the
scope of a successful exploitation attempt.

Impact on Mission of Threat source Exercising Vulnerability. The probable impact of a
successful exploitation of the AccuVote-TS voting system is determined in this sub-step.

Impact as Loss or Degradation of Integrity, Availability, Confidentiality, Accountability, or
Assurance. The effects on the AccuVote-TS voting system of the successful exploitation of a
vulnerability is analyzed as to its effectiveness in modification/destruction of data, loss of
service, loss of public trust, or embarrassment to the State of Maryland.

3.2.7. Step 7: Determine Level of Risk

Step 7 provides a total risk rating for each vulnerability by combining the results of the Impact
Analysis established in step 6 with Likelihood of Threat established in step 5. The combination
of the impact analysis and the threat likelihood versus the security controls in place is applied to
a risk-level matrix to determine the resultant risk-level. :

Rate Risk of each Threat-Source/Vulnerability Pair. Each Threat-Source/Vulnerability is
assigned a rating of High, Medium, or Low.
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3.2.8. Step 8: Develop Risk Mitigation Strategies

Step 8 seeks to provide solutions to the risks identified and quantified in the previous step.

Develop Risk Mitigation Strategies that Are Effective, Practical, Have Reasonable Cost and
Ease of Implementation. Countermeasures or risk-mitigation strategies are developed. When
several strategies are apparent, they are categorized from most effective, least cost, and easiest
implementation.

3.2.9. Step 9: Document Results

The objective of step 9 is to Combine Steps I through & to Produce a Final Risk Assessment
Report. The results of steps 1 through 8 are combined into a comprehensive report.
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4, ACCUVOTE-TS CHARACTERIZATION, STEP 1

This section describes the AccuVote-TS voting system as required in Step 1 of the NIST SP 800-
30, Risk Management Guide for Information Technology Systems and in the State of Maryland’s
Certification and Accreditation Guidelines.

4.1. Functional Description of the AccuVote-TS

The State of Maryland is implementing a statewide electronic voting system, Diebold’s
AccuVote-TS. SBE’s Mission Statement includes:

“...to standardize voting in the State on an electronic voting system while providing increased
accessibility to the process for the State’s voting populace.”

The statewide implementation will standardize voting processes for 24 jurisdictions. The
implementation is broken into three phases with estimated completion of third phase being 2006.

Purpose and function of the AccuVote-TS voting system:
° .Generate electronic ballots;
e Permit voters to view and cast their votes electronically;
e Record, store, and report vote totals; and

* Provide accurate electronic audit trails to ensure integrity of the AccuVote-TS voting
system.

Figure 4-1 is a high-level diagram showing the infrastructure and connectivity for the AccuVote-
TS application.
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Figure 4-1: AccuVote-TS High-Level Infrastructure and Connectivity
4.2, AccuVote-TS System and Interfaces

The Diebold AccuVote-TS voting system consists of two components, the GEMS voting server
and the DRE (Direct Record Entry) or voting terminal.

The voting terminal is an embedded device running Microsoft Windows ©E-3-6-as its operating
system. The currently used version of the AccuVote-TS software is 4-3-1-5;-and-is-written in the
C++ language. The components of the system include: a touch screen, used by voters for
entering votes; an active memory component which stores the operating system, ballot
information and a temporary record of the votes; a PCMCIA flash memory card which also
stores the votes cast (this card is contained in a locked compartment on the DRE device, but is
removed for vote tallying); And an internal ribbon printer. The system also has an optional
audio component, which can be activated to support the visually impaired. Each of the systems
js able to support a modem.

2 ¥~ =t 1\ O >
[ ) VI VU v o

: aD owerkdg saping Microsofiy ; .
with-Serviee-Paek3--The GEMS voting server contains the GEMS software, which is used to
communicate with the voting terminals for loading ballots and transferring the voting results.

The currently used version of the GEMS software is-3-18-18-and-is also written in C++. The |
components of the system include the server, a keyboard, mouse and monitor. The server can be
connected to a modem bank to receive voting information from the precincts. Each LBE has two
GEMS voting servers, a primary and a back-up. The LBE voting server and terminal are
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connected to a non-public network during the ballot loading process. The only other instance
when the LBE GEMS Votmg server and termlnal are connected is durlng the results collectlon or

4.3. System Users

~ This subsection identifies the types of users that are authorized to use the AccuVote-TS system.

4.3.1. Internal Users

Internal privileged users of the AccuVote-TS system are required to logon to the GEMS voting
server to perform operations to the ballot or to communicate with the voting terminals. The
accounts are password protected, but the accounts are shared among users, which does not
provide accountability.

Internal privileged users, such as election judges, have direct access to the DRE voting terminals.
The election judge has a supervisor smartcard, which is used to start and close elections. Starting
and closing elections requires the use of the supervisor smartcard, and a PIN number.

4.3.2. External Users

External users have direct access only to the DRE voting terminals, and are limited to eligible
voters. The eligible voter is given a one-time use smartcard by the election official to enable the
voter to vote. Once their ballot has been cast, the smartcard is disabled until it is re-enabled for
use by a new voter by the election official. The smartcards do not contain any sensitive data.

The voting process is as follows. The local election officials verify a voter’s eligibility to vote.
Once confirmed as an eligible voter, the local election judges have the voter verify the
information on his or her Voter Authority Card (VAC), make necessary changes, sign the VAC
and instruct the voter on taking the signed VAC to the next step in the voting process. The VAC
card is a paper card that contains information about the voter. These VAC cards are used to
verify the vote totals at the conclusion of the election against the vote totals stored in the DRE
memory.
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The next step in the voting process is for the voter to present his or her VAC to the election
official responsible for the DRE voting terminal. The election official takes the voter’s VAC and
activates a DRE Voter Access Card smartcard for that voter. The election official places the
voter’s VAC in the envelope associated with the DRE terminal and permits the voter to insert the
DRE Voter Access Card smartcard into the DRE to vote.

4.3.3. Special Processing IDs

There are no special processing IDs for the AccuVote-TS system.
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Facility- Protection—Fagcility-protesction-providesfer
TFsystem-equipment-and-personnel

; :
With-the es;s}epnsn 'el the SEI._IS, serverlocated-at
SBE hesdqualtelslm ’ -nnla.pells the g. El I.]IS SBRVers
GEMS-server-islocated-in-open-space- ,

y k] l

sensitive-information-beth-on-electronic-media-{iape
or-disk}-and-hardcopy-material-Physical-protestion
against-casualviewing-abeling-with-data
sensitivity;-distribution-safeguards;-and-the-proper

Each-LBE-ElectionJudge-Manual-has-procedures
appreved-by-the-SBE pertaining-to-the-assembling;
trapspeft-and-conirols-asseeiated-with-the
Acetote-T8-voting-sysiem-components-and
otpuis-

media-are "“pell tat telpi g'teelt agamst‘ social

Ganhgu:.ahea,l sa"t's',a“d ]GIEE’EGEIS':H of Fhe-AccuVoleTSvoting sysiom-is-hotconnested
\ . E. ”; 'm',é o€ EIEFHEﬁ' oFthe ISEEIS.IE.l."IS

determinet-the-sirength-of the-protactions-afforded ) ;

by tlhe epl erating S?Ste”'s o tl;el "'d"'dl uallslegl ‘e'sﬁ were-noted-in-the sourse-code-foy b.eth the GEMS

: . server-and the DREvoling torminal—These
the-box operating systoms generally roquire finclings-are-miligated by process and procedures
sonfiguration G“la' ges-n Gl :ds:lt.el‘ s e-ngthen the that I;ieeya these S5St_e”'s from-being-coRnacted-to
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53:3-Technical- Controls-Analysis

| l g ; S it Doli | Stand - idition th

and-information- GEMS-server-dees-netock the-useraccounts-after
a-period-of-inactivity-and-it-allows-unlimited
password-gHessing:

Logical-aceess-control-Logicalasccess-contreols Moters-are-restricted-toproper-ascess-on-the

are-those-rights-privileges,-and-permissions
granted-to-authorized-users-While-1&A-establishes
legitimasy-to-use-the-systemlogical-access

DREs—Atthe- GEMS-serveraceess-is-restristed-to
administrator-ascoupts—However-as-holed-above
administratoriDs-are-shared-and-are-net

conirols-determine-what-an-authorized-useris associated-to-a-specific-individual:
ttod | il ; o T
I E.I | I .’ | ! I ,l ” N . l
o

p”’“e. 98'5 nee ded-by-a-user-to a_seemphsh “"e" 1ob
IH“G“Q"' Logicalacoess-contretis the-teshnical
e“.'bg. eilunefnlt ot the‘n}lanag-ement seRtrok—the
" . . . . .
availabi .“G: o-of systen] ntegrity a".d . ““"_e n’xany g,' the-computar se‘s~uut§, centrols-are

lability: System ”'a'.“te”a”se .dE“ thg-the l,”e lacking; the usl;s_haue been-itigated because-the
sycle-ofthe system p'e“des. SeGuFity fechanieme ’S‘SEGFHIS'GE ¥ fetmgl S5Ste'”let:'|e' than the]S,BE
a"d.sg'.'t.' e.ls to-protoct dalta mtegntyﬁandl Gtional ,
al'a."ab"'t5 H : euet 6 I L IDS besausel H'legS;E'El EIRnas_ lllIE"IEIIlEI!ItedFa process to
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Likelit 1 " Likelik { Definition
HIGH Fhe-threat-source-is-highly-motivated-and-sufficiently-capabler-and-controls-to
prevent-the-vulnerability-from-being-exereised-arc-ineffastive:
MEDIUM Fhe-threat-source-is-metivated-and-capable,-but-conirols-are-in-place-thatmay
impede-successiul-exercise-of the-vulnerabilify-
LOW Fhe-threat-source-lacks-motivation-or-capability,-or-controls-are-in-place-to-prevent;
| nifioantiv o 4 . 1 : bility.
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HIGH : ' 5o FBSOUFCRS; -harm,
Exercise-ofthe-vilnorabllty (1) may-resultin 4 |
MEDIUM , ; FRar,
Eorciseof Inerability (1 tin tho : ol
L—.O'W . . . A . § . : :
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SBE-will-ensure-thatthe-veting
election-equipment-will-be
accurate, reliableand

3 [

dependable:

Each-LBE-performs-Logic-and-Accurasy
{esting-before-shipping-ihe-voting

Information-Seeurity-RPolicy-and
Standards-as-detailed-in-the-analysis-of
the-baseline-security-requirements:

Fhere-are-highly-metivated-and-capable
threat-seurces-that-may-wish-ie-alter

electionresults—This-analysis-of the
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dentified mé—nfyhigh~ri-ékﬁ- ulnerabil
with-ineffective-security-conirols-

A-successtul attack-may-violate
fidontiality ity and)
availability-efthe-system-pessibly
dlelawl‘g ! iy SBEs "'.“Ss'g'.' a!nel ‘
voHing-Sauipment be-cer m'%{. by voting equipme! tlnand“ax’e‘ seftware
i I”dsﬁe“ds“t.l est-Authority and-firmware u'at.ale semne’d by-an
E(”’I‘) IEI' Eelaallu‘atls;n againstthe ~Ind|epe;ndelnt ﬁ' ep S! tng- ‘HHF'B”E‘IB‘S. SEQFEE‘
{FEC)Voting-System Wyle Labs-and-GIBER Ine—are-the 1TA
Standards oriort ; ot find the DRE hard '
| Maryland:
M4 SBE will firrr that i -
. - : Hhe-currentversion y |p|e||'ns_ntsd
ElESHQI‘IIE[ voting le.? ullplme”nt Itlnleughe[u;k tllgleEsFta'te "S cert 'el.d b5E'E‘§|e
through-the-Standards- upgrades;-patches-ste-will-need-to-ge
through-the same-testing-proecess-befare
being-implemented-
M- SBE-will-ensure-the-integrity-of

the-veting-system-{i-e:
processes-procedures;-and
technelogy):

H-SBE-does-net-ensure-the-integrity-of
the-voting-system;-then-the-results-of-an
election-may-net-be-aceurate-and-the
veters-rights-may-be-vislated-

SAIC-6099-200: i
September 2, 2003

The-State-of-Maryland-should-implement
the recommendations-as-detailed-in-the

following-mitigation-strategies-assesiated
with-eash-wilnerability-identified-in-T-able

5.8 In-addition-the-State-should
Fhe-State-of Mandand-has-begun-the mplement—an—&tesafewe—pmeess—t&ensu%
yvoling systemas-eviderced-by thisfisk raintained-throughout-the lifeeyele

32

OFFICIAL USE ONLY




Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBie

assessment--In-addition;-SBE-and-LBE

have-established-procedures-designed-te

However,these-controls-are-neither
complete,norintegrated-

Likeli} 4= HIGH

oy hich " {and by
threatsources-that-may-wish-to-alter
ot o Si i ol
rot-complete-norintegrated,the controls

t offoctive | A imteat
ofthe voling system.

SBE will-establish-al Hnof
future-evaluations-or-tests-of
electronic-voling-system-and
processes-such-as-aceeptance
testing-or-state-review-after
modifications-have-been-made:

ostablish-a-baseline-for-future
evaluations-oriests-of-elestronic-veting
systern-and-processes-A-risk
assessment-had-net-been-conducted
prior-to-this risk-assessment:

Te-ensure-vote-acsuracy;-SBE
will-ensure-that-all-systems

» - » . !
o 'dl 1dﬁ_ates| : @ 'dl 158Ues EF;.EE. Ef 5_

The-State-of Maryland-has-implemented
a-process-te-ensure-that- GOMAR

statesthat-atleast 10-days-before-an
electionthe Election-Management
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as-defined-by-election-officials:

system-and-all-veting units-and
accessible-veting-equipment-shall-be

SAIC-6099-2002
September 2, 2vw3

accurately-couni-the-votes-castinall
contests:

M-8 To-ensure-vote-accuracy,-SBE
will ensure-that all-systems a-process-io-ensure-that COMAR

i i v = O } v i i

Fecord t‘lne applepuate'ephsns. ala 0 ;” | IE_I e HEFeguiae

oF-casting-andrecording-votes o BESF 19» days-before an
slection; the Elest.ex hla_nagm Rt
555%'”."3" d al[I' voting ‘H”'EE o dl m
completely-tested-io-ensure-that they will
accurately-count-the votes-castinall
contests:

will-ensurethat-allsystems a-processto-ensure-that COMAR

record-each-vote preciselyas 33:10:02-14-is-met—Thisregulation

indicated-by-the-voter-and be states-that-at-least-10-days-before-an
aceessible-veting-equipmentshall-be
completely-tested-to-ensure-that they-will
aceufately-count-the-vetes-castin-all
contests:

M-10 SBE-will-ensure-that-ballots ‘he-State-Board-of-Elections-is-the-final |
have-been-properly-prepared authority-to-confirm-ballot-aceuracy--Each
and-installed: of-the-L.BEs-verifies-that-the-certified

arbwork-and-languagss-

M- SBE-will-decumentprocedures - SBEdoes-not-document procedures Low Fhe-State-of- Maryland shouldimplement
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or-vate-recerding-and-data
processing-equipment-preecinet

recerding-and-data-prosessing
equipment;-precinct-count-equipment;

| Likelihood: LOW

FheLBEs-have-establishedlocal
prosedures—These controls-significantly
impede-the-exploitation-of the
vulnerabiity:

Impact: MEDIUM

A-suecessiul-attack-may-violate
confidentiality;-integrity;-andfor

SAIC-6099-200: |
September 2, 2vJ3

fellowing-mitigation-strategies-associated
with-eachvulnerability-identified-inTable
fid { distribut ord I

l el . it e
M-42 Local boards-mustfollow Hthe LBEs-do-notfollowprocesses in-the future SBE should-document
promulgated by SBE. then-sesurity-controls-may be-applied {o-allofthe L BEs-in-order to-achieve
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promuigated-by-SBE-

SAIC-6099-200.. .4
September 2, 2003

inconsi t‘en-'ﬂy 'd-ihe--éé'r-'iﬁdehtiél-it-y-;

integrity;-and-availability-ef-the-system

mpact- MEDIUM

§ tl;e_ vilne 'ab;'l? & e*p[.le'teg the-validity

be-compremised-or-mayresult-in-a
vielation-of software-licensestheft;-and
unauthorized use.

M-13

SBE-employees-and-slection
officials-must-have-professional
integrity-and-be-ebligated-te
support-the-ethics-programs-at
SBE:

Registration-and-Election-l.aws-of
Maryland-article-2-104(d}-and-2-103{c}
state-that-the-SBE-and-election-officials

i .
‘!'HI.SEI tal!’zeg tlgne Eeal tln{aq eHllee Fequit E.d[ E.5 '

standar zaﬁéné-ekes’s--’ehe-sta-t’-e:
Standards-and-metrics-allow

perormance;resource-and-cost
Hskification deoisi o L Ldated l
ascepted-by-managementBy factoring
tandard . | rnetrics into i

OFFICIAL USE ONLY



SAIC-6099-200 !
- September 2, zcu3

.

l SBE | Rea . | Election] ¢
; hority.
are d. e.l ||ed‘tg aceompl s_h the Faspons .b ml y-and ae6e Hl“ta.b" tz’;;
aamin s’taatel otthe veling . aes'smplls ;
system al_nd t’llat an-appropriate voring syster rland estab'hsh the
establishedto-effect
out-program-responsibilities-:

M-15 Key-duties-and respensibilities Registration-and-Election-Laws-of
in-authorizing-processing; Maryland;-The-Cede-of-Maryland
recording;-and-reviewing-veting Regulations;-Election-Judge-manuals
fransactions-and-processes and-the-Procedures-for-Official-Ganvass;
should-be-separated-among Verification-and Rest-Election-Audit
individuals- describe-and-define-and-separates-the
individuals-do-notexceed-or Regulations—and-ElectionJudge

I het ) {authorities,

M-17 " l Reaistrati { Eloctiond ¢

and-use-ofresourcesshould be aceessrasources-andrecords.

vonmedad wnesannweh; aAlemaifia A

ArA mmnniimdnd Fanve mn Aacaribaadd b Haa
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ecorded;-properly-classified
and-acocounted-for-in-order-to
E'EF.?'E timely-reporting ‘

and-aceeunied for-as-

Registration-and-Election-Laws-of

maﬂuals,—'and—the—lipeeedams—fer—gﬁieial

Fhe-State-of-Maryland-has

Likelihood:-LOW

Fhe State-of-Maryiand controls-impede
%ms—vumerabmiy—#em—bemg—exe%eé

ava{lable decumentation-may- resu#t 3
error-by-election-officials-and-technisians:

mpact LOW
H#-the-vulnerability-is-exploited-the-validity

and-integrity-of the-election-process-may

be-scompromised-

This is! | the Risks.
issues, Systems-lncidents-and Changes
RISC) Planenable-SBE to-evaluateand
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reporied-audit-and-other determine-proper-actions-in-response-io
findings;-and-related known-deficiencies-and-otherfindings
Managers-should-continucusly SBEand LBEs continuously lookfor
' 'E“'E.E' SREprove E.I ° ways tE. HAprove th.a seeuntangysentglslslel‘
elle‘stl;eness of ‘seel H'.’ﬁ* I the-voting prosess-—the Sh
; ‘ ; Focess dea_ama Fenable-me ragers o
ohg-process i ’t.E' SRa-improve th'sls ‘IEEF”'EI'EEE °
SES.H”“ ESHEIGIIS dsSoct
‘ ,gl 'EHEEEEE[ ”[ 5: > EEEE_E{EE."E 't.
process.
leficiencies, hisrof
i : Judge-Manuals-and-the S’tate of
Pos t'".el|5 entthe agenacy’s I l’l[aﬁl.5.l5”5. HSC d. EI”EE.?.SEI E“SI Hre thatdh
for-taking tmel | offect ; . g
ate. W atif Loed-during-the i
i Focesses;
ineluding:

ERisk-and-lssue-deseriptions
E8ystem-nvestigation-Requeste-(SIR)
2change-Requests-(GR)-and

HRisk-and-lssue-reports
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actions-are-fracked-by SBE
should-be-commensurate-with
| ity of the defici _
BEChange-Requests-{GR)-and
HRisk-and-{ssue reporis
M-26 Gorrective-action-plans-should M The-State-of Maryland-RISG-plan
be-developedfor-all-material prevides-the framewerk-for-identifying
weaknesses-and-progress and-reselving-issues-and-risksHi
against-plans-should-be addresses-all-artifacts-produced-during
periodically-assessed-and the-issue-and-risk-management

clearhr-delineate-responsibilities Maryland;The-Codeof Maryland
Verifioat | Dot Cloction Audi
Systom (linoate t il L
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- expected-behavior-of-all

acecess-to-the-system:

them-aceess-to-the-system:

M-27 The-SBE-security-planning-shall Gurrently; the-elestrenic-veting-system-is
ol b Ve | "
systems- MBEGEMS—SGFVSFFS—HGPH—SGG—H%
DRE voting terminals. ot b risi
assessmentwillneed-to-beconduscted:
M-28 . , . .
”'e. SBE Sesurty planning shail Hhe SBE Disaster l:eee'.,eu ard-ineident
define SORHES Pro =|s. of-aRd hla_nagel.nentl l.a'. providesa pla_n ©
ostoration-prorities ae_ne_l{ “'F“ provision-and-festoratior
M-29 TheSBE . . hall Registrati | Elactiond ¢
be-clearaboutthe Marydand,ond-The Code of Maryland
consequences-of-behaviernot Regulations-describe the-conseguences
consistent-with-therules. of-behaviernetconsistent-with-the rules:
M-30 TFhe-SBE security-planpipng-shall ¥ the SBE security plarning-doesnet MEDIUM | Training-should-be-cstablished-for
that all individual that ol individual i X ; .
) ) ) ; inod in b el - o ,E5
EE E”'S.I'lsﬂla' atohyk 8.1"'9d t-howto app egnatel; ; E”.'l Hitios b " b alxlnu g'te E"SH'IE ”Ghlat .EI.ESHE'”HQQES :
respensibilities-before-allowing them-aseess-{o-the-system; then-the the-rules-of-behavior-and-their

security-controls-may-be-applied
inconsistently-er-sircumvented-and-the
confidentiality;-integrity;-and-availability
of-the-system-may-be-compromised-

The-SBE-has-training for-all-of-the
elelshe' |.|jud.ge|s| ol n’enlla'e. ks a_nd. ’

responsibilities-in-protecting-the
organization's-mission-—This-training
should-include-informatien-about-threats:
vulnerabilities-and-risks-to-the-veting
system:
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Fnot-adequatel-y--addre-ss-~-seeumty+ssues-

Without secus iingt

receive-training-in-the-operation-and
management-of-the-AceuMote-Touch
Sereen-{AVTS)-AccuVete-Optical-Sean
{AMOS}-unitsr-and-Glebal-Election
Management System-{GEMS)-software:
Many-ofthe-LBEs-have developed-their

ingthat - hei

thistraining-does-notadegquately-address

MEDIUM
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sesurity-issues-

SAIC-6099-2003-
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Withoutseeurity-awareness-traipingthe
tee! HCIans-may .'l'e.!.t _Iae.awale otthel
impact HIGH
1 48 | bilitvd , .
X - E“? s f*ﬁlelteq the-validity
be-compromised-
pq 32 ] . ' N y f . N . .
¥ g€ Hthe SBE's security planning 'e'. Sackground maes'hgatlsl 5 S“SE!Q.EB
person o) sor ; a~ls‘ shalrequire pansen'nsl SE','“ E,ls. G08s-RoLFeduire perormed oR Serdt slaction o .‘ Gias-whe
8- dviduale-who serecning ofnai duals. “.“.g are . have-aecess-to-oritical-systems
are-a therized tg. bypass authenzed'ts BYPass Sight icant-technical
mgmhs‘ant Iteelnue’al and Io of and-operational security e.entlels‘e the
the-system-commensurate-with magniiude-of- harm-they could-cause;
the ric) l i ‘| | : i | |
. ity_and ability of f
may-be-compromised:

Personnel-whe-are-autherized-to-bypass
{echnical-and-operational-sesurity
conirols-do-not-surrently-go-through-a
vetting-process-befere-being-place-inte-a
position-of-trust:

SBEand LBE have implemented
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ilability of 4 !
compromised-
Personnebwho-are-authorized-to-bypass
sontrels-do-net-currently-ge-threugh-a
vetting process-before-being-place-inte-a
position-ef-trust:

SBE-and-LBE-have-implemented
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controls-to-mitigate-this-risk-including:

HTwe-person-rule

operations

HEnsure-that-appropriate-advance
meastures-have-been-taken-to
provide forthe recovery-of-business
operations-in-an-acceplable-period-of
time

D Restere-the-affected resources-or
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provide-a-replacement for-them
within-an-acceptable-period-of-time

EEnsure-appropriate-internaland
| \ cation.i
accomplished
elections:
The SBE it olanni
should-assist SBE in-pursuing Registration-and ElestionLawsof
_ I !egulat.e nslasslst the S.BE ArpurSHiRg
The SBE’ it planning The-SBE D B lecid
ablis) { neriodicall o ;
; ) i : Incident M T

The-SBE-security-plapring shall
ensure-thatcost-effective
security-produsts-and

techniques-are-appropriately
used-within-the-system:

products-and-technigues-are
apprepriately-used-within-the-system;
then-funds-may-be spent-for-security
contrels-that-are-net-commensurate-with
the-risk-funds-may-be-depleted-and-not
available-for-cast-effective security
s and N iality. ity
l bl eﬁe{e} Aiidentiatity. H tlsg i

MEDIUM | SBE-should-implementa-processfor
. : Gt ”:lp ¢

products-and-technigues-are-appropriately
used-in-the-system-throughout-the-systers
lifecyele:
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COMPromised:

SBE-has-net-ensured-that Gost—eﬁectwe

SAIC-6099-2003 ,
September 2, 2vu3

availabilify-ef-the-system-may-be
sompromised:

Adthough-the-elecirenic-voting-system
components-other-than-the-SBE-GEMS
server-do-not-currently-have-any
connections with-other systems, SBE
sheu#d—have%meeessie;—mqwang
management-approval-priorfor-system

intarnnnnactinne

1

agencies-within-established
boundaries;

BReles; Responsibilities.-and-Points
of-contact-for-management
officials-in-both-organizations;

L8ystem-Information-protestion;
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intersonnections:

temmat;en—er—depleymem-ef
specific-security-controls,-etc);
HRegular-audits-and-security-reviews;
ineluding-provisions-for
penretration-testing;

Eidinimum-Availability-and-Service
Levelexpeetations;

EBPRenalies-and-non-compliance-:

M-39 Where-system-interconnection Fhe-system-does-not-have-any
is-autherized;—controls-shall-be authorized-interconnections-
established-and-decumented-in
SBE ity olanning i
consistenrtwith-the rules of-the

y , ”

DBM-Standards:

e.a“t.': ts-+4A easll_nﬁ‘sys‘ten whenr eent{?ls A cach SSSEE;“ ““!e“ S'g't”'sa!“t
made-to-thesystem;or-atleast ateastevery-threeyearsthen

E,‘E'?F, h ale 5581.'; ”.“g unplam,leld ”5!‘,5 may be '.ﬁ’gduefd[te the
made: may-be-circumvented-andthe

ficlontiality. ™ labili
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pf—th&-system--may---be—-eempr@misedf

i

/_,"-S"BE—dees--ﬂet-;eq-u-i-r-e-a—--review--e-f

Since-there is not-aformalimplemented
; it trols. SBE

cannot-ensure-thatthe-controls-are
effective.

effectivensss-of-existing-security-conirels
and provide-recommendations:

least-every-three-years-or-whenevermajor
changes-oceurthroughout all-phasesof
4 tom's Jif e

impact-HIGH
Since-SBE-cannot-ensurethatthe
CoRtrols are o estl.ethe' nnp, actitthis
'.Hl“,eﬁ.'ab""b’ were-exploited,-could be
SBEsheuld-alsc-employ ; implement-eryptographic-protocols-for-the
I' ity ineludi noludi on £ ) ; I hilo it jo i ’!
| srotoction f : . fidontiality_if ity_and bl ing-3DES. of bott tion)
Sockets-Layer{SSLl-Transportl-ayer
SBEd Security-[FLS}-ete:)-

data-in-transit—Cryptegraphy- weuld
greatly-reduce-the-chance of data-being
viewed-by-unauthorized-sources-it-it-were
intercepted-during-transmission:

Altheugh-the-data-is-transmitted-overa

private-point-lo-peint-netwerkno
eryptography-is-used-to-ensure the
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integrity-and-confidentiality-of the-data
being-passed-

impact—HIGH
A lici s
l rnodif e t.E'EI EE.E the-daia
et il ination of  Pland brate 4
s e ’ Mar Elge“.' £ incido .
Reident l'a,"d. '" 9 o oRe e~!ext L " nthe d“;'gle OFtS
Hée';by _EI" HRating-dephcation o
’ESE’ HEEEH_ orgs lz‘ﬁa'ta”s of tl'a SEE{ ahe
les’psns!b‘ll'tes of-aaen-team-Fom-the .
peint-obinitial da Rage assesshes tuntl
tlle_a.e_tua.l exacution-ol-recovery
M43 Fhe-SBE sesurity-planning Fhe-SBE BisasterRecovery-and-incident
alert-and-disseminate-the recovery-team-personnelhave-acecurate
infermation-to-the-appropriate and-timely-infermation.
persennel:
M-44 The-designated-Computer

Security Program-Manager
(and-support-stafi)-should-direct
the-organization’s-day-to-day
management-ofits-computer

security-program-

#-the-designated-Computer-Security
Program-Manager-and-support-staff-de
net-direst-the-organization's-day-to-day
management-of-the-computer-security
pregram;-then-the-security-controls-may
be-applied-inconsistently-er-circumvented
and-the-confidentialityintegrity-and
availability-of-the-system-may-be

Fermally-designate-a-Computer Security
Program-Manager-te-ensure-that-security
issues-are-addressed-and-adhere-to

Maryland-Security-Policy-and-Standards-
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compromised:

The-SBE-ClO-directs-the-day-te-dayl+
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cutlining-whe-reviews-the
System-Sesurity-plans-and

operationsof-the-organizationy-but-there
Brogram-Manager
oy ity function.is.be : (
@ |ella't||‘=elyule. " !'I|E9l[“gle.ld. 9.1 an-atiacker
npast HIGH
) )
. . v on P' nce -
M-45 .Se%" ty plans. slieu_ Id.' e'llest El Il'e :. © lodae M | | the SBE
hput rom vanous Ry duals_ :
'I"H' IESIESI’IS'IBIIIH el_s seﬁnse[mng‘ .] “S]. ;. ll laln 'E”EGtI." P I g
Adm—inis&ra-ter-,—-and—t—he
Computer-Security-Program
Manager:
M-46 SBE-sheuld-have-a-policy-on DPBM-Seeurity-Policy-and-Standards
the-seeurity-planning-process: sovers-the-security-planning-process:
M-47 Procedures-sheuld-be-in-place

The-SBE Disaster-Recovery-and-incident
Management-Plan-deseribes-a
collaboerative-approach-te-project-risk
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follows-up-on-planned-controls: management-with-state-and-county-team
members:

M-48 Grganizational-policy-should M The State-of- Maryla nd- hasergamzatlonal
independentadvice-to-the te—thesystem—see&my—planmn@

M-49 }ndividuals-previding-advicete M The-State-of Maryland-has-contracted
i : | ith individuals that} : lod l
should-have-adeguate experience-to-ensure-the plan-contains

[ i -
FROW ae”ge e; expere SPProp na‘te ”'l'e' ”at.le” a'l'.d msetls
| zational .
policy-and-standards-

M-50 All-system-security-plans.—ata M BBM-Sesurity Policy-and-Standards
handled-and-controlled-to-the handled;-and-controlled-tothe level of
lovelof t dot I it oo ith the
by-SBEpolicy:

M-51 All-System-security-plans M Al State-ef-Mardand-policies,plans-and
should-be-dated forease of procedures-are-dated:

i oot
approvals-

M-52 Fhe-securify-plan-sheuld NIA SBEéees—pfet_hawa—seeun%'—plamn
o . \ I for-this-syste hi I o]
eperational-status-(operational; is-addressed-in- requlrement -M-114; '
under-development;-and-for
undergoeing-a-major

modification)-and-i-mere-than
one-status-is-selected;-it-should
listbwhich-part-of the-system-is
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eeil #édﬂ;#de#éééh--statuér |

M-63 Fhe-system-security-planning M Vender-supplied-dosumentation-as-well
should-present-a-brief as-COMAR-prevides-deseriptions-and
l i £ the furoti fneti 4 '
purpose-of-the-system-andthe
M-54 Fhe-system-securify planning M Vendorsupphied-documentation-as-well
hould list gl fant ~OMAR ) st A
supportsystem-
M-85 Fhe-system-securiby-planning M SBE hasprosess-workflows-forthe
| : 4 Leation £ .E|EEFIIE Sl voting-systerm-datailing-sysiom
M-56 Fhe-system-security planning M EachLBE has-detalled-organizational
G | 8 ot - ae-t ¢ . : o .
l I : ded. .e' 'tlne‘ ¥ ting-procinctsjocated-within-thel
M-5£ Fhe-system-security nlanning M Vendorsupplied-documentation-as-well
sheuld-provide-a-general as-the-COMAR provides-general
| : f the tock | hoicald L | \ bl
systemy-andinelude-any factors-ofthe-system-
envi tal or tachnical
factors that rai il
sacurity-concerns:
M-58 anhing M
sheuld-deseribe-the-primary computer platferms-and-the-principat

computing-platform{s}-used-and system-components:
a-description-of-the-prinsipal :
system-components-inctuding
hardware;-software;-and
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comrunications-reseurces:
The-system-security-planning N/A | Thesystem-has-ne-additienal-security
should-include-any-seeurity seftware-other-than-that-provided-by-the

the Technioal S it Reaul ‘
A-descrption-oftherulesfor N/A | Theveting-system-doss-Rot-currently
"'te'ss'.' ecting systems-and for have any, Se RASGHonS W .H' other
protocting-shared-data-must-be ?éﬁ';s ”'H"tll'f S 'EEiBEIEII c .t“E SI EE.!
included with-the-system he SBE GEMS : i
Security-planning . - A

alle !deg;sl;l;;d “,“'ER;'EE. ational E_”d

M ,
Fhe-system-security planning Fhe-DBM-H-Security-Policy & d .
should-ist any-laws-os Sta 'dasls and-COMy .‘I { PFO '.'de’ .SFEE'!IG’
1egu|a£tnex s-that estabhﬁsh Fequ 'E.l' 'IE‘;.“S !GFI !GS' !.'d:”ta“:.& I‘IEEg'HE}
labilitvof datafint )
. . M Results § his_ricl i

I|I|a Sﬁsfe § s_lss,u'nt; planning l e i v i
| _theinf @ m_gen;mal” ’ . ° EIHEEUWQ’E' es_sl ohexisting
bt " Lt Se6uFity-Gon h : eating 4
protective-measures;telate-the identified-risks:
inrformation-handled-to-each-of
the-three-basic-protection Nete:-This-risk-assessment-is-the-first
requirements-{confidentiality; performed-on-the-Accuvote-TS-veting
integrity-and-availability):-and system:
for-each-of-the-three-categories;
ind i£ 1 . e
||‘|g||1 Iiiad‘lu 'l) e’ L:e“'
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sheuld-deseribe-the-risk
assessment-methadology-used
to-dentify-the-threats-and
vulnerabiliies-of the-system;
and-include-the-date-the-review
was-cenduscted:

methodology-used-to-identify-the threats

and-viinerabilities-of-the-system-and
includes-the-date-this-review-was
conducted-

Nete:r-This-risk-assessment-is-the-first
performed-on-the-Accuvote-TS-veting

4 . s This s  satisfies thi
assessment the system reguirement:

. . . o

0 5‘| ”g;;NI;rs Note: Thissis] s the f
year}-forcompletion-ofthe pertormed-on-the-Accuvole-TSvoting
assessment: system-
i l it olanni Thisfi atisfiesthi
behalf of the siat f Note: This sisk tig the first

systern:
hould-include inf , include inf ion-about the £ ‘
55
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about-the- ypé-ef seeunty"
evaluation-performed;-whe

secufity-evaluation-performed;-whe

performed-the reviewthe-purpoese-of-the

performed-thereview the reviews-the findings,and the actions
purpese-ofthereviewthe taken-asaresulithenthe resulis-efthe
may-be-cempromised:
Results § his ri] !
A | o
dontifiod risks.
 Thisri is the first
performed-on-the-Aceuvote-TS-veting
system-
N/A . , e .
Hhe 55.“8.'“ OFp a.'.t g.l the ’ he-sysiem-is-rotin-the ;
systom-s-in-the “.ma“e“ p‘hese
the systerm-security-plar ARG
SIE'.GZIQ |a|e'|en'ss th”e SLE' Sty
Fhe-system-securibyplan NIA | The-system-is-netinthe-development!
sheuld;-during-the-first-part-of acguisition-phase:
the-development/-acguisition
phases-include-security
reguirements-which-are
developed-at-the-same-time
system-planners-define the
reguirements-of the system:
L : 4 ‘
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se6 by pléhn-'ihg—shémd-'ihél-udé
a-general-description-of-afy

specifications-that-were used

approval-to-operate-and-date-of
request:

NIA

Fh

showuld-include-detailed
infermation-on-whether-all
pesitions-have-been-reviewed
for-sensitivity-level,-and-if-not;
statement-on-the-planned-date
for-completion-of pesition.

include-detailed-information-en-whether

all-pesitions-have-been-reviewed-for

sensitivity-level-and-if-net-statement-en

the-planned-date-for-cempletion-of

pesition-sensitivity-analysis;-then-an

individual-may-be-granted-inappropriate
, Ll ; ity iy,
. tability of 4 ]

LOW

SAIC-6099-2003-
September 2, 20u3

SBE and-LBE shouldimplement-aformal
process-for-reviewing-pesition
descriptions-for-sensitivity-levels-on-a
periodic-basis:
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rApromised:

SBE-and-1-BE-do-net-have-a-process-for

Fevwﬂ_ag—pesme{:kdesenphem

wirerability.Thelikelihood-at SBE-is
low.t il | ;
implemented:

Iimpact:-HIGH

Although-the likelihood-of an-incident
oseuUFing-at-8BE-is-low-due-te-this
vilrerability-its-exploitation-could-have
signifisant-impaect-en-SBE's-mission

M-75 ‘The-system-security-planning NIA | No-background-screenings-are
should-include-a-statement-as conducted—The-necessity-for
te-whetherindividuals-have basckgreund-sereening-is-addressed-in
received-background | requirement-M-32:
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sereenings-appropriate-for-th
peosition-to-which-they-are

completed-should-be-included-
:‘:I l -l | « ‘i I ! .'

I hich-individual i ,

. . has groL d senes\ g-s-addrassed-

per lttald gystexﬁn BOEESSPHON Feguirerment M-32
background-screening-and-any
compensating-conirelsto

tiaat inted risk.
ay itv planni Privi . cod i hout
should-include-detailed the-SBE-and-Bks by the-checks-and
; . | 1 oot _
of user-access-isrestricted-to
; o

il \

I € EI%S.FE"“ secul t)_llﬁ IE" FHRG .” the 55?3' .‘lSEE.EE A El. g E”;EE °
) | . pFe“ clud ; . blishi

requosting;-establishing;
issuing,-and-closing-user
aseceunts:

issuing;-and-clesing- user a660uRiS; then
an-individual-may-be-granted-or-continue
to-exercise-inapprepriate-access-and-the
cenfidentiality;-integrity;-and-availability
of-the-system-may-be-compromised-

Fhere-is-currently-not-a-process-in-place
‘ tablishing. issuing. ;
accourts-onthe GEMS-semver:

MEDIUM

SBE should-establish-ard-followaformal
s f ting._establishing.
issuing-and-closing-useraccounts:
Administrators-should-periodically-delete
disabled-or-dermant-accounts-after
obtairing-management-approval
Implement-a-formal-policy-on-dormant
assount-deletion-te-reduce-this-risk:
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Likelihood: MEDIUM

users-that-nolongerrequire-accesscould
» l 4 Thisd

common-access-means-thatterminated

and-disgruntled-employees-useto-cause

as-physical-security-controls-are-in-plage-
Impast: HIGH
Having-inactive-user-accounts-or-the-use

of-default-accounts-increases-the
possibility-of-unautherized-viewing-and/er

SAIC-6099-2003.
September 2, 2003

exploitation-of sensitive-data-er-system
settings-
M-79 he . . . . Por : . £ ritical
!l SI 5ls.t51¥n sles[ulllty_lplam g .” H;El555|te“.'lse[e.HE”t5 P arnn g dl oes-hot ‘ Em”“ ?epeuatnan oFDutie
inf G | tical eriti } s
. A i sal 'H.“Gt.le.“s are d_\;.‘l'ded among
|H‘IIEtIBII.S.a|E‘ ‘dm‘ded_‘al'l,neng d'”e.'e',’““d"'dma.als.('.e separation-of
ciffere ‘t thd F”dl Hfls;(. S ditios; t'hen @ “,d"'dual Fay-be

granted-inappropriate-access-andthe
fidentiality. integrity. dabil

S i £ Duties.i . ;
possible—Lack-ofresources-at the SBE

imprastical:
Likelihood: MEDIUM
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e nileaos.

mg-vulnepab#&eeutd—fmeaeféBE—s

sheuld-include-detailed
information-en-the-kind-of
friendly-or-unfriendly
termination-procedures-used:

rission-exploited:

M-80 7 ; iveolanni Reaistral | Election] ¢
sheould-include detailed Maryland-ard-COMAR hold-users
it G , iblefor their actions.
mechanisms-are-in-place-for
helding-users-responsible-for
their-actions:

M-81. Fhe-system-security-planning

H-the system-security-planning-dees-net
include-detailed-information-on-the-kind
of-friendly-or-unfriendly termination
precedures-used;-then-a-terminated
empleyee-may-have-unauthorized

Privilege-revocation-precedures-sheould-be
developed-te-address-the-poessibility-ef-a
disgruntled-electien-official-or-system
technician:

OFFICIAL USE ONLY
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continue-to-access-the-system.-This-is-a
common-access-means-that-terminated

S v olanni
should-address-retonly-the
toind
hardware-but-alselocationsof
wiring-used-to-connest
elements-of the system;
supporting-systems{such-as

and-any-otherelements

required-for-system’s-eperation:

M-83

System-sesurity-planring
sheuld-describe-physical
protestion-controls,—spacifically
physical-protection-for-the
system;-the-area-where
processing-takes-plase;-and

Mendor-manuals;-election-judge
manuals;-and-the-SBE-Implementation

controls-at-the-pelling-places-as-well-as
the-wareheouses-where-equipment-is
stored:
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strustural-collapse-plumbing collapse;-plumbing-leaks;-interception-of
leaks-intereeption-of data; data,-maebile-and-portable-systems:
mmobile-and-pertable-systems.

" )

M-85 Systerm-security-planning P] ll © ;l;m, .‘: " E' i-the : ”'IE >e ' ;t 5”
used-for the’ i ;”'g, handling anddi ;

E.'ESEEEH'Q.ER agerane . ; HSpost [ ' lia. IH
.d‘?pgsal.el mpultaudl_e’utput " labeli { distributi I :
procedures-forthe-information

M-86 System-security planning M The-COMAR-33-09.05-12-andTFA
updates-to,software.

M-8% System-securify-planning M Mendorsupplied-suppertand-LBE frained
should-describethe technicians-provide-help-desk suppert:
establishment-of a-usersuppert
help-desk-orgroup-thatecan
offer-advice-

M-88 System-security-planning M intheiraggregation,the-processes-and
cannet-read;-copy;-alter-or Administrators-Guide-and-Disaster
steal-printed-or-elestronic Recovery-and-ncident-Management
information: Plan-satisfy-this-requirement-in-totality-

M-89 System-security-planning M The-SBE-AccuVote-Toush-Sereen-\oting
should-deseribe-precedures-for System-Phase-H-Implementation-Plan
ehsufing-that-only-authorized describes-procedures-for-ensuring-that
users-pick-up;-reeeiveor only-autherized-users-piek-up;receive;-or

i } ,' deliver egeipment-input-and-output
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output-informa on-and-media:

informatien-and-media-

M-86 The-system-security-planning M The-GEMS-Server-Administration-guide
should-describe-the-use-ofaudit deseribes-the-use-of -audit-trails-for

M-94 System-security-planning M Access-to-outputprodustste-the

2002 -Election Results Transfer
Resulis-Processing-

M-02 . . M The SBE Aceu\ote Touch-S \oti
System see y-planning . ,
should deseribe p'? cedures S55te.' HPhase-tHimpler |’entate' Plan

ing Dichold : E!IEIEE,'S.' Judgegm‘all ual s E.:%t'e'
and-electionresults: procedures-and-controls-usedfor
elestionresulis:

M-03 NIA | Nolabelingis-used-for sensitivity-levels:
should-describe-the-useof
internalfexternaldabeling-for

M-04 The-system-securty planning NIA | Nolabeling-is-used forsensitivity-levels-

hould.d b d ;
external-labeling-with-special

handling-instructions-{e.g-
leglinveniory-identifiers;

controlled-access,special

storage-instructions;-release-or

destruction-dates):

64
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should-dessribe-media-storage
f } b

.aullt o I1t:a|| 5| |eI|},is S‘E.

controlsiprocedures-

Adrministrator Guide d ; .
storage-vault-or-library-physieal;
envirenmental-protection
controls/precedures:

M-97

System-security-planning
should deseribe-procedures-for
sanitizing-elesctronic-media-for
reuse-{e-g--overwriting-er

COMAR-article-33:10.01.41-deseribes
procedures-forfeuse {e:g:;-overwriting-or
degaussing-elestrenic-media):

Svst it nlanai
should-deseribe-proceduresfor
Ees?.uel“e'l' of spel ’fé "gfdla. e'l

Likelihood: MEDIUM

. .
D[e“eiep. and m';plel '”e“f. a. polioy-for

SAIC-6099-2005 .
September 2, 2003
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impact-LOW

. loction.| luded. 4 .
: . tive inf o
as-PCMCIA-cards-that-may-be
improperly-discarded-during-an-clection
could-potentially-be-recovered-using
advanced-techniques-—Hewever;-the
information-that-could-petentially-be
recovered-from-an-individual-PGMGIA
| 1d-be of it s it g
belimitad.t i dorf
nal el

SAIC-6099-2005. .
September 2, 2003

Likelihood:- HIGH

lenger-required:
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I it ” . ! l .ll } v

impact:-MEBIUM

e
confidentiality; integrity;-anélor
availability-ef-the-system-poessibly
delaying the SBE's-mission-and
damaging-its-reputation-or-interests:

-

M-1060 System-security-planning The-SBE-Disaster Recovery-and-Incident

' sheould-deseribe-centingeney. Management-Plan-details-the-procedures
plan-procedures-that-weuld-be for-the-SBE-and LBE-fo-recoverfrom-a
followedto-ensure the system disasterincident:
centinues-io-process-all
processesifa-disastersheould
occur-and-provide-a-reference
to-the-defailedplans:

M-101 . . T
Systom-security-planning . .H'E logal agreement w th Ele‘bEH .
Should-address procedurest inclides provisions-for-col :pha_ o6 With
plae' -to-ensure-that . :'E Stistapelrlilalsla; é‘" Es’u IEI t‘E' afd
ma'n‘te'nanss & é'EF!a.”] l

hould.d " E' . : - ;
management-procedures-for standard-and-systematic process-that-will
the-system: be-used-forall-Change Requestsforthe

AnmacNmdn TO s omblnm cmvomdomon smvent;ad
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'-AGGu-\/e-fe—IS-'-vot-in-g—---system----pr@}ec-t-.-

M-103

System-security-planning
sheuld-deseribs-policies-for
| " iahted soft
or-shareware:

Fhe-State-of-Maryland-information-and

Becurity-Policy-and-Standards-contain
Licies for handi ahted

software-ershareware-

integrity;-and-availability-ef-the-systemy
may-be-compromised:

Fhe-training-for-the-electronic-veting
system-does-net-include-an-information
sescurity-compenent—Theincreasing-
number-of-threats-to-IT-systems-has

HIGH
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resulted-in-the-need-for-seeurity
awarehess;-training;-and-education-at-all

p|eg‘|av|n provides an-opporiunity fol aen%

The-impaect-of-the-election-officials

“potentially-failing-to-carry-out-vital

seeurity-duties-could-significantly-impair
the-SBE-mission-

SAIC-6099-2003-
September 2, Zbeo

M-108 System-seeurity-planning The-SBE-Disaster-Recovery-and-incident
should-describe-incident Management-Plan;-The Risks;lssues;
deseribe-insident-handling-procedures-
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confidentiality,-integrity;-and-availability
of-the-system-may-be-compromised:

| Fhere-is-no-desumentation-that-identifies

the-process-for-maintaining-appropriate
access-controls-for-the-system.-l-ack-of
proper-documentation-has-resulted-in-the
ot okl o laft ino)
w#h—%h&deﬁa&lt—usep@and—passwe%

passwepés—)—bs—alse»deeumemed—m ’
various-manualsLikelihood HIGH

Vendor default sofél i) i

Impact:-HIGH

acecessing-sensitive-information;

4 | : ; dentifi
» l |-E- l- - | |, ‘- l ! -
. ¢ Ds, and-inact
IDs_E that the identificati

| authenticati ' i

efMaryland-Security-Pelicies-and
Standards:
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introducing-malicious-code;-deleting-or
modifying-data;-and-impeding-the

mission-ofthe-SBE:
M-40 System-security-planning M in-theiraggregationthe-processes-and
hould.d e i | | tained in the Eloct
ol [ Adeministrat Cuid | Digact
Recovery-andincident-Management
Py tiefvr thi rorment
M-1444 System-security-planning u {f-system-security-planning-dees not
) l I I g ) ; .
of charactersfera-passwordio charactersfor apassword-te-be between
be b L eial , i ol . binati
alphar-rumeric;orspecial then-passwords-may-be-guessed
; ; o oo ;
‘|esultmg HH-an- dividdalbeing-granted
maprp:eplnlalt'e,a‘seess_laild H'Ie labilit
ef-the systemrmay-be-cempromised:
Thi . il d i ¢
vendersupplied-default passwords;

Infermation-Seeurity-Peolicy-and
Standards—Fherefore-passwords-may
be-easily-compromised:

With-physieal-access to-the-system-and
. iotionary

the .as‘sllstsmss of elpassl...e ¢ d';m' a,
' henticat
g ; logitimat Thi
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can-be-more-damaging-if-the-exploited
user-acseunt-has-elevated-privileges-:

SAIC-6099-200:
September 2, 2vu3

M2 System S.esu”t5 pla_ RERG tr-thek agglegate'I tl{e PrOGESSes and
should d‘ISEHSS togieal aceess prosedures sen,tamed A-tne E.I%t'g“ ’
sen{h_elsl A plae‘ e ‘te auﬁthenze of ‘l!l"ldg.e _mallualsg '.”ale' nelngta_tenl! tan
[ : Lithi R incident M ;
should-deseribe-hardware-and hardware-and-software features
to-or-within-the-system:-to threughthe-use-of-the-voter-aceess
restrict-users-to-autherized cards-
transactions-and-funetiens;
and/or-to-detest-unauthorized
acecess-activities:
M-444 There-shoeuld-be-a-System H-there-is-a-not-a-System-Seeurity Plan; | HIGH SBE-should-develop-and-dosument-a
Security-Rlan-which-sheuld: that: System-Security-Plan.—The-System
(4} D et | oolicies that L bes f | nolicies that defi
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granted-to-each-user-or-class-of
USEeFs:

useror-slass-ef-users;

2)3-indicates-if these-policies-follow-the

overview-of-the-seeurity-requirements-of
the-system-and-describe-controls-in
place-or-planned-responsibilities-and
expested-behavier-of all-individuals-whe
acecess-the-system:

SAIC-6099-200¢
September 2, 2vu3

the-autherity that-will-be-granted-to-each
user-or-class-of-users;

@enﬂf—ymg—theuuseps—}ebﬂfuﬂehen&
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may-exploit-vulnerabilities-that-are
inherent-to-the-sysiem-and-that-de-not
impact: HIGH
5 ,uln.e|ab|||t.y sa,' e;epe_se,the_ SBE R_}s
'e.SEH,'G,ES e g ora elaying iy
interest:
The-Systern-seeurity-planning The SBE and LBEs have-a-manual
sllsuld‘ _dessnbe tlle' systermrs Sgister-of users anei_ technicians
EEEIEE o 2 talesltal b. Hish-an ot throtghouit tll‘ne precH stsﬁ ahd EEE“'EII l
ofthe-users;and-the types—of SBEand-LBE procedures-specifyr the
possess:
System-security planning The SBE-and-LBEs-have-a-manual
hould-indicate whet! ‘storof toohnici
ntained. hei . ‘ .
Syster Hsecurty planning . t-the Il aggregation t:'.e EIISGEEISSS.S and

software-allows-application
ewners-to-resirict the-access

rights-of-other-application-users;

the-general-suppert-system
administrator-or-operators-to
the-application-programs;-data;

Judge-manuals;-lmplementation-Plan;
Administrators-Guide-and-vendor
manuals-satisfy-this-requirement:
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should-indicate-how-often
Aceess-Contrel-Lists-are
reviewed-to-identify-apd-remove
users-whe-have-left-the
organization-er-whese-duties-ne
longerrequire-aceess-to-the

application:

indicate-how-often-Access-Control-Lists
arereviewed-to-identify-and-remove
users-whe-have-left-the-erganization-or
whese-dulies-ne-longer-require-aceess-te
{he-application;then-an-individuat-may
retain-inappropriate-acecess-and-the

, ,
Sas_ta;_n SEEH[' by p!lan ||||1g;dsetumle‘nts a0

. l larlvto idartit ;
users-whe-ne-ongerrequire-access:

MEDIUM

secure-a-list-of-appreved-users-and-their
aceesses—Maintaining-a-current-list-of
approved-users-and-theiraccesses-will
reduce-the-likelinood-of leaving-privileges
unchanged-whenr-tisers-change-job
functions-or-leave-the-organization-
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M-420

System-security-planning
should-describe-peliey-erlogical

I-system-security-planning-does-net
describe-policy-orlegical-access-controls

kack-of-controls-over data-duplication
may-result-in-a-user-viewing-data-that
was-pot-explicity-autherized for the-user
{o-view:

Without-proper-conirols-specifying-the
es o the-copying-oHr lenna'hsnﬁ &R
At E” 206 HS’ o l‘l 2 ”'IE’ S-eopt

SBE-should-develop-and-decument-a
System-Security-Plan-that-includes

| i ‘) i o
accessibleto-ctherusers:
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'. eptation-it-would not Sight 'G.a'n_'t_|5
Systarm-secutity-planning Hsystem-security planning-does-not HIGH Boesument-and-implement-security
atoct thorizod 4 . i l hori on-attempots | horized-and/
uhauthorized-users: unauthorized-attempis-may-ge

undetected-resuiting-in-the -failure-fo
identify-new-and-emerging-threat-sources
which-may-eventually-lead-te-the
compromise-of the-system-confidentiality;
integrity;-and/or-availability-

Tt \ [ font
describes-controls-{o-detect unauthorized
transaction-attempts-by-autherzed

Fhreatsources-are-more-likely-to-exploit
£ ovid nst s

77

OFFICIAL USE ONLY




> ) . M .
Logical aceess esnhe_ls A-the e S’tate e\hlaly and-ifor ’Et.'E'.E”d
System sesurity plant g shoula Security-Pol Sy-and Stad d'a;@ls_ u.;dleate
|||d|sa_ e atter what period-o aHorwhat pe 'ed. Ok-user inactivity t.l'e
userinactivity the-system . system-aviomatically blanks asseeat'ed
a_utell |Jat|eally blanks-associated d'fpla?’ SErechs 4l /o aetmm whatperiod
dispia Sereens a“d.g' a(’te.l : Y the-syst . )
¢ 3t E["SE © luse'!." alslt vity automat cally-dissonnects acHVe-USers
discennects-inastive-users-or password-befere-reconnecting-to-the
requires-the-user-to-epter-a system-or-application:
unigue-password-befere
reconnecting-to-the-system-or
applicatien:
M-123 System-seeurity-planning N/A | The-systems-are-only-in-use-during
should-deseribe-any-restrictions scheduled-elestions-and-in-autherized
o
the s.ilSEe'E“ of appl lleat;ens
kends. " .
M-124 System-security-planping _ NIA :
methodology-and kay key-management-procedures,f
modi !EE”.'E” E_] 5e 'Svlt"e iormationby
£ . ‘ {for dat l
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| the m—a@hine-i—s—péweFedﬁ-

M-125 Fhe-system-security-planning N/A | [f-the-system-sesurity-planning-does-net
sheuld-discuss-additional discuss-additional-hardware-or-technical
hard tochnical | . )

. ) EB|I|EI.E|S thstal Seane plomentec .t;
msta‘lled and H}plElllEl.ltEd o provide-protoct on-agal stupauthorized
provide protection-against sl ystemlpleneklaher_l a”d] ethel '.l.l;.“e‘,'“l
E“EEH'E'. zod 55I5tel“' ; v Lt 4
: 3
Hternet t’h.x‘eat,s'al d tternet o s.t ieFwice ared Retwarks-then
velrerabilites ll'gene:a URplanRed-HEks “'.85.be § “EE.HSEQ to-the
‘51=IEFI E‘ t 55?“ ) :Sx cont E! sted-to system aF & the-existing security-controls
fwork. “85;5'5 E[."Gl,"“,'.‘e“m. a, k- the bl

T ditionalhard

{echnical-conirols-installed-or

.

L“'FIIE.'“E“EE. d E" the SBE-CEMS-server

M-128 System-security-planning N/A | AfirewalHs-notinuse.
should-deseribe-any-type-ef

i .
SESH, Fe glatl.s‘ wayol I"?.“a" " _
M-27 N/A | lsystem-security-planning-doesnot

should-provide-information-
regarding-any-port-protection
devices-used-tofequire-specific
access-autherization-to-the
communication-ports-inchiding
the-cenfiguration-of-the-port
addiional-passwords-ortekens
are-required;

provide-infermation-regarding-any-port
protection-devices-used-to-require
specific-aceess-authorization-to-the
corRuhication pers;-including-the
configuration-of the-port-protestion
devices-and-if-additional-passwords-er
fod stont]
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may-be-compromised:
There-are-not-any-port-protesction-devices
ipdse-
should-identifrwhetheripternal control-access-in-theelecironicvoting
security-labelsare-usedis process:
.
.es“t'EI access-to Spe.sms’ :
information types_ or-files a.”d |
such-jabels 5P eerl ) p'stee.f."e
handlinai Hone.
M-129 System-seecurity-planning NIA | Hestbased-authenticationis-netused-:
' Lindi i hostt l
thentication | '

M-130 M , I

Slysti';lf%u" by Flla'” 'l“g | helog-on-banner |s~deta|ee| A lehe. State
i o I;llawland tafors latxe. Arand-Seeurity

for el_eetnllg to-use Q'l' ot u’sel Poliey-and-Standards

an-example ofthe-banners

wsed-

M-134 Fhe-sesurity planning-should M Fhe-Election-Judge manuals-and-the
checklists-The-GEMS server
administrater-guide-describes-audit-trail
mechanisms-on-the-server-side.

M-432 System-security-planning M Fhe-Election-Judge-manuals-and-the
should-address-if-the-auditirails Election-Administrator-Guide-provide
provide-accountability-by ‘ aceountability-through-the-use-of signed
providing-a-trace-of-user affidavits-and-chesklists —-The-GEMS
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server-administrator-guide-deseribes
audit-trail-mechanisms-en-the-server
side-

Likelihood:-HIGH

: } i f)
.‘“u'g.b'“egu. Ia' au ditlog-reviews Id
undetected-:

Impact-HIGH

Both i ionaland uni tionall
threats-can-cause-damage-to-the-system
and-without-audit-leg-reviews

inappropriate-system-activity-may-not-be
detected--Exercise-of this-vulnerability
cotld-result-in-sigrificant-impairment-io

SAIC-6099-200. )
September 2, 2003

implement-a-formal-and-documented

hould add it 4 it trail ' i1 it traileare dost ) : 4
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to-record-appropriate
information-that-can-assist-in
. . Jstoction.

information-that-can-assist-

detection;-then-audit-trails-may-be
.'“ISE' 'Fl l’ets E:”g H.f f.f.'[' E?Itam
may-be-compromised;

oy , | fat i it
; it h it ind ;
detaction-

Likelihood: HIGH

; ; v I
detested.-Exercise-of this-vulnerability
could-result-in-significant-impairment-te
the-SBE missien-s

SAIC-6099-200
September 2, 2v03

M-135

System-seeurity-planping
sheuld-address-if-the-audit-iraile
are-used-as-online-feols-te-help
identify-problems-cther-than

#-system-security-planning-does-net
address-if-the-audit-trails-are-used-as
onlinetoels-to-help-identify-problems
other-than-intrusions-as-they-ocour-then
I ‘ intrusi
unpdetected-orunresolved-and-the

cidontiality.integrity. and availabil

Considerdosumenting-and-implementing
the-use-of online-audit-toois-for-identifyin
systom-problems;-if-cost-effective:
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of-the-system-may-be-compromised
There-is-ne-decumentation-addressing-if
" i trail I linetools |
he.'p 1denm§,‘ problems-as H'% e,s'eu)
'.‘Eé.“e;’;t g'.'l'l' S .EF’E' tlla,g Fev e“"t s

eccUr:

Likelit - HIGH

T " bl
on-the-serverforreview.
Impact-LOW
Beecause-orlineeventlogs-are-not
‘a;allaTb. lel‘ts a,ss Sf l"' pxsblem_
take-longerto-accomplish-
System-security planning i system-security-planning-doesnot HIGH Implement-a formal-and-documented
hould add £ qudit trail ¥ i€ audit trail e ‘ l hing i

initiate-the-event:

the-confidentiality;-integrity;-and
availability-ef the-system-may-be
compromised.

There-is-no-documentation-to-specify
type-of-event;-when-the-event-occurred;
user-lbD-assoeciated-with-the-event;-and
glagle.u +oFeon nsnd.u'sed ok 't'a.te the
evont : "llt“EHt the Eb']'tylti a'rsseeets ;

initiate-the-event
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Sy ty-plann

of-the-system-may-be-compromised:

Fhere-is-no-decumentation-addressing-if
access-to-electropic-auditHogs-is-strictly
controlled--Without-controlling-aceess-to
the-logs;-they-may-be-deleted-either
intentionally-er-unintentionally:

Likelil I LOW

LOW

mplementa-formal-and-documented
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physical-isolation-and-smalt-number.of
privileged-users;-reduces-the-likelihood

£ ovoloiting this vul bility.
impact HIGH
H thlelaudtlt, logs a.x e‘ "! "Ip'll 958”5 ”'ed”;.ed
sannot-be-enforced:

A-malicicus-administrater-can-exploit-this
vulnerability-

tmpact:- MEDIUM
Inappropriate-activity-may-net-be
detested-andoss

es-may-oecurthrougha
il (ervin i
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inappropriate-users-tg-the-system-witheut
being-detected-
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M-139

System-seeurity-planring
should-address-how

s eﬁ““de' rHiakity-of alud:t tf”l

If-system-security-planning-does-not

§ 'e'”lat'e.'”s protected t“e'l.'ﬁ :

al; dllt tra Isﬁ.”’_'a-" .ssl.%“ 'Eelsuu"'gl.'l'l ! '.el loss

privileged-users,-reduces-theJikelihood
of-exploiting-this-vulnerabiliby:

impact: HIGH

Beth-intentional-and-unintentional-human

threats-can-cause-damage-to-the-system:

Inappropriate-activity-may-net-be
anificant]

oceHr-

Implement-aformal-and-decumented
plelsilelss.al ?dﬁwsmn_g “e. W-GoR 'dl Ell'lhal o
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the-cempromise-of the-system
confidentiality-integrity;-and-availability:

There-is-ne-decumentation-describing
hew-frequently-audit-tralls-are-to-be
reviewed-and-there-are-no-review
guidelines.-Without-security-centrols
ol dentifv fraudul
Eficult to identifvd ;
use-oHbe-system-has-eccurred;
confidential
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appropriate-system-level-or
application-level-administrator
reviews-the-audit-trails-following
a-krown-system-or-apphcation
software-problem;-a-known
vielation-ef-existing
requirernenis-by-a-useror
some-uhexplained-system-or
userproblem-

The Techsici Guide, GEMS S
\drministrator Guide—and & EISSEHEI
database-desecribe-the-appropriate
system-level-or-application-level
administrator-reviews-the-audit-trails
following-a-known-system-or-applieation
software-problem;-a-known-viclation-ef
existing-requirements-by-a-user-orsome

unexplained-system-oruserproblem:

Thes ity slanni
should-addressthauseofaudit
analysis-tools-

SAIC-6099-2003
September 2, 2003
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impact-HIGH

Both] tional . ionall
threats-can-cause-damage to-the-system-
Inappropriate-activity-may-net-be
detected-and-sighificant-losses-may
OGGUF:

M-144 Senior-Management-must Resulis-from-this risk-assessment-will
assess-and-incorporate-resuits determine-the effectiveness-of existing
of-therisk-assessment-astivity seeurity-controls,-provide
into-the-decision-making recommendations,-and-establish

~onii he s ‘
least-every-three-years-erwhenever
major-changes-occur-throughoutall

M-145 SBE sheuld-suppert-orusethe Resulis-from-thisrisk-assessmentwill
needed-to-safeguard-their IT

leastevery-three-years-orwhenever
major-changes-occurthroughoutall
phases-ef-the system’slife-cycle:
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N

performed-onthe-Accuvete-TS-voting
system-

M-145 . . The RISC Plan. SBE and LBE traini
l ss;_unt; E.E"'E -~ . .
sesunty.,subgest Fatter |||anuals‘addless the-Fisks rahagomer t
'E'E'E.ES‘E“E‘IS"ESH’" dorstane Process '.'595'“@5. u.'““ g o
the Fisk-management process programs- utu's train g5 toud-plac
so-that t.heg EE'.“.QE'EIGE . greaier emy I o€ t. °
and-incorperate-risk
assessment-into-training
programs-to-educate-the-end
HEers:

M-147 Fo-determine-the-likelihood-of-a Results-from-this-risk-assessment-will
future-adverse-event-threats-to determine-the-effectiveness.-of-existing
an-Fsystem-must-be-analyzed seeurity-controls;-provide
vilnerabilities-and-the-controls establish-baseline-controls-
inplaceforthe I Tsystem-

performed-enthe-Accuvete-TSvoting
system:

M-148 A ) ‘ i vation. Rosults hisris) i

EEETEEE She s,ellpabltss 5"“ doto FRRS the EI ,EEH'E. I ess-otexisting
j H )
l E; | Etselsiec ; EI'EI 'Eizl rllsllsetlsina EESSESS‘H“EEEE and
threat-sources-have been
identifiod_| I . ; - This ris} is the first
the likelit Cofat ‘ A TS voli
. i s :
vererability.
90
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produst-analyses-

M-150

{the-1T-systern-is-being
implemented;-the-identification
of-vuinerabilities should-be
expanded-to-include-more
sbecific-information-such-as
the-planned-sesurity-features

described-inthe sesurity-design

Fhe-system-is-not-in-the-implementation
phase-
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be-justified-by-the-reduction-in

the-level-ofrisk:
M-153 +he-operational-impast{e-g-; Fhe-SBE-RISG-Plan-addresses-the
eHeet E“.S?.Sta” _F'E,'IE”“E.' 68) 'apslatle_nal impact and-jeasiility °
and '.eaS'b”'H” (-5 technical IRtrocueing the-recos uneud_ed option-ai ¢
Fequiroments; user aceeptance) provides for careful e,a. luation-during-the
5 E'dea'g“a. Aitigation-process
Hmended-optio SRotE be
a'.‘alca_t.edls‘ae Hy E’H"[ gthe
M_454 . he ris) ; This.ci l bt
EEEI ? EIS'”HIEE.‘E, d. (tlplsat"sraull,ses HSKS-e l,eet VBReSS O BXisting EE.SHH’H
st | and .SIEHH,QE.S EIIE";E,S laslal # 'lEI'.'dlEtE' S
i ]
Ells"dssl)l Hlle' 'ESH”ESF.E.hEIHlE eﬁbs Noter This fi is the first
| orbriefina perk | "y TS vol
system:
derod i Lot . ons. tion.
recommended-by-this-risk-assessment
consider-the-goals-and-mission-of-the
SBE:
M-1566 Priority-should-be-given-to-the

threat-and-vulnerabiliby-pairs
that-have-the-petential-to-cause
significant missienimpast-or
harm:

fhreat-and-vulnerability-pairs-that-have
the-potential-to-cause-significant-mission
impaet-or-harm:

Nete: This fisl s the &
performed-on-the-Accuvote-TSvoting
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system

M-157 Ongoing-fisk-management M Fhe-SBE-RISC-Plan-ensures-ongoing

should-be-conducted-to-assess risk-management-is-conducted to-assess
Ceniti sl | it el

M58 Frsystems-should-be M Fhe-SBERISG-Plan-ensuresthatiT
audthorized-{o-address-and systems-are-authorized-to-operate-and
aceaptresidual-risk: thatresidualriskis-aceepted:

M-159 H-the-residualrisk-has-notbeen M Fhe SBE RISGRlan-ensures-that

| [ ' X A
therisk-managementecycle acceptablelevel-through-therisk
mustbe-repeated-ifo-identifya management-cyele:

9 A dualrist
{o-anacceptablelevel:

M-180 TFhereshould-be-aspecific M The- SBE RISGPlan-and-the Change

scheduleforassessing-and Contrel-Plan-have-a-spesific-schedulefor
I ; toating rioke.
M-164 Risk-managementshould M Fhe SBE DisasterRecovery-andineident
identifyresidual-risks for-which ManagementPlan-details the-precedures
. | : _ ; ; o Thi
for which I' | Y !
inte-place-

M-i82 SBE-shallrequire that-the M Fhe-system-spesifications-incorporate
inte-the-system-architecture-te maintainability;-and-availability: '
optirnize-reliability;
maiptainability-and-availability:

M-163 SBE-shall-have-centingensy M The-SBE-Disaster-Receovery-and-insident
bt b LY PN YN ey 4 Ditnee Amdatln $ha vvesnanAdiswans
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test-plans:

Management-Plan-details-the-procedures
for-contingeney-test-plans:

M-164 Fhe-contingency-plan-sheould-be Fhe -SBE-Disaster-Recovery-and-incident
updated-toreflect changes-to Management-Plan-and the Configuration
procedures-based-op-lessons Conirel-Plan-are-updated-based-on
learned- lessons-learned:
matntain-management controt
systemvendor-

purposes:

M-167 Vo hall od i y . . . .

. , f A His "gh; g. 15!5 Sl ter-is eemplllm't‘l EC it
Ha.':'“e'l”g"l both-Rthe ‘St':jg. i both int l' i I
; I it I cu )

ion. _an indivi ”":.a"", total-foi ea_slnllsa' | d'f E! te”and
ballet-image-of each-veter's image-of-each-voler's-celection-as-stated
selection: in-the-vender-guides:

M-168 During-post-veling-verification—if

the-verification-does-net-agree
with-the-original-tabulation;-the
lecal-board-shall-immediately
notify-the-State-Administrator:

| Administrator-if-the-verification-doss-net

As-directed-in-COMAR;-Election
Administrators-Guide-and-the-Official
Ganvassing-Guide-local-beard-shall
immediately-notify the-State

agree-with-the-ofiginal-tabulatien.
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Operational- Controls

. . . M .
SBE. will test elactronic-vating Et > ISIB. Eha_s :lss Asceptance testing
implementation-of state-specific aceceptance-testing-en-all-electronic
requirements: voling-eguipment-and-LURS-devices
against-state-requirements—The-SBE
and-LBE-have-AccuVote~1-8-Logic-&
Aseuracy-Festing-in-place-te-test-the
olectronic-voting eguipment-meets-state
requirerments:
SBE will-define-user M Fhe-SBE has-UserAcceptance Testing
inaforal - X
eloctronic-veting-eguipment aceeptance-testing-on-all-elestronic
: ; ; UPS devi
SBE-willensure-thata-process M SBE requirestTA-cerificationwhich
that-all-voling-devices-shall rocord-and-retainredundantcopiesofthe
| ardretai Lund i ) _
- £ 4 icinalbal orginal ballstimage
image-
SBE-willensure-thata proecess M Fhe Electondudge manuals;-AceuVote-
oIFAP 51 'a'.'t t:'atp.'gteit: i Mornine. Checkli SRE P I
that-would -prevent-further forElection-Bay-establish-processesio
SBE wil ‘ 1 M i is in ol e
State)-of-all | quditd . = ;
that ‘ ifiod IState 9'. @ toriginal a,Hd't data-that-cannet
everridden-but-may-be augmented-by-designated-authorized
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augmemedJay-de'sign- ted
authorized-officials-in-erder-to

officials-in-erder-to-adjust-for-errors-or
amissions-{e:g--during-the-canvassing

adjustfor-errors-oromissions process)-as-defined-intbe Election
process).
SBE-willensure-that aprecess M Fhe-AccuMete-TS-and GEMS-software
I  includi ineluding 4} :
the-occurrence-of-ap-error condition-thatthe system-canpet
ition that i : and t ( tont
EEE‘ dfl' 15' E'Bg'a.l"'"”edl Hlle intervention of t!he ¥O tos o ansl_Img
~ui ; | g
SBE-willensure that-a-process M TheProcedures-forOfficial-Canvas;
is irmpl " it \erificat] Post Election Audit.
FeeeFd—ef—eaeh—bauet_easwging

that-differs-from-the-main-vote
detection;-interpretation;
| precessing-and-reperting-path.

ensure-a-fecord-of-eash-ballot-cast-using
a-process-and-storage-location-that
differs-from-the-main-vote-detection:
interpretation-processing;-and fepering
path-is-maintained-

SBE-will-ensure-that-a-process
is-implemented-to-retrieve-ballot

M The-Election-Judges-Guide-deseribes-the
process-that-is-used-to-ensure-the-ballet

images-inaformreadable-by image-isin-a-form-readable-by-humans-

humans-

SBE-will ensure-thatallerror M Fhe Precinct Gount1-96-Users Guide

; S ; HHHRRg nt'a!.!ex 40 .eai.ens all.l E”IE' messages-requinng :
97

OFFICIAL USE ONLY



official-shall-be-displayed-er
printed-unambiguoushy-in-easily

¥

official-displayed-or-printed-is
uhambiguously-in-easilyunderstood

Y

SBE-will-ensure-that-a-process ¥ SBE does-notensure-that a-process-s
cade |esegn_|t|sx capability-to eapabllhty‘ to E[ 'e‘e"[t, the 'ﬁ”? d’é'éeg”t o
ple,e:nt tl.'e mad.enlt.ent gﬁl ; e, . i .
DRE Device. cevice-thenk t.egllty oftne E.l LE‘éense
FRay ROt be-maintained xesulltmg H t_he,
‘petr-n F'a,l lo55-0f 5.5] Sfe.ll.l” 'GB”’ dentiaity
. ,
!he ’ ‘GGHI“ ete' S |e[ ;EIIEGEIEI,“IEGQ'G &
procedures-ensure-a-security sealis
placed-on-each-DRE device HGHEH‘E
thel €Y used te'lesgl;élgnell MG N eald‘

key-{i:e--the-same-key-for-all-DREs).
Likelil - MEDIUM

With-the-number-of Diebold -BDRE-devices
on-the-market-itis-likely-that-a-key-could
become-ost-or-stelen—However-the
openness-of-the-polling-stations-impedes
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mission-

SBE-will-implement-procedures M The-Technicians-Election-Day-Gheek
{o-establish-and-maintain Listsr-Fectrs-1-8-What-if's;-SBE
contrels-that-ensure-that Proceduresfor-Election-Day;-and
aceldents-inadverent Election-Judges-Guidelines-have-been
mistakes;-and-errors-are implemenied-to-establish-and-maintain
imimized. te 41 : idents.
SBE-willimplement procedures M Fhe-AccuoteTS-Pre-Electiontogic &
sohiof. . , .
Ele.sts} Day; and Eleeltle Judges
Sb“del.l |Ines I'El ve lE. SoR npla[ mlsnltad to
.
ensere effective P 'ESE.QH' e84 P eteet'
ElleIS;SIEEI,I “e|“§I Ate mell‘na} man_pula't ?'
are-followed-
- M . .

FEE "l"” lunplemen} BI'QSBQH- es ol nléudge. a'lld IEel H i | S als,
process:
because-it-does-net-use-persenal
information-

SBE-will-implement-procedures P {f-SBE-does-not-implement-procedures-ie

te-prevent-unautherized

prevent-unauthorized-changes-e-system

SBE-sheuld-replace-the-public-FTR-servef
with-Secure-Copy-(SER)-Seeure-FIR
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changes-ie-system-capabilities
for-defining-ballot-formats;
" | " ’
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capabilities-for-defining-baliot-formats;
sasting-and-recording-vetes;-calculating

il : '.B El"'d

trapsferredio the LBEs vigan FTR
Server:

Likelihood:-HIGH
The ballobs I iflod il

while-in-transit-er-while-en-the-public-FTR
Server:

impact:- HIGH

An-attasker-could-use-this-server-io
change-the-initial-ballet-and-pessibly
place-Trojan-software-within-the-ballet

i L intonring of

{sFTP)-Secure-Sockets-Layer{88L)-er
Fransport-Layer-Security-(T5)-to-protest
the ballot dur esion.

, .
the '”E:e“'.'eell'ate Server tel p'ﬁ.el "e”t
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prevention-of recording-a-vote:

Manual-to-prevent-the-changing-or
prevention-of recording-a-vote—-The-DRE

SBE willimal ’
to-prevent-access-tovote-data;
including. individual |

vote-otals;-te-unauthorized
individuals-

Tochni £l Day-Check Lists:
Tech'sT8-Whats,-SBE-Procedures-for
Election-Day;-and-Election-Judges
Guidelines-to-prevent-access-to-vete
datar-ineluding-individual-votes-and-vote
totals;-to-unautherized-individuals.

5BE-will-implementa-prosess
to-prevent-aceess-to-voter

M The-Elestion-Judges-Manual-establishes
a-process-to-prevent-aceess-to-veter

identificationdataforvotes east idel
b. 5!.“'.5 'GIEE' stich that.an” voter Su oh tll'at an-individual G
by-the-voter:

Acetote-TS-alsoensures-privaey

101
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beecause-it-does-not-use-personal
information:
SBE-will-implement-procedures M As-certified-by-the-1TA;-the-DRE-does-not
. it individualbalobing .y

{ransmit-data-overpublic
to-preserve the secreey-of &

: ol
ballet-privacy-
SBE willimplement-procedures M Fhe ElectionsJudgesManualand
that-detect the-oocurrenceofa Election-Adminisiraters-Guide
connection-between-the poll not-dependenton-the-connection
system-components: external-system-compsnents:
SBE-willimplement-procedures M Fheprovisional-ballot-process-outlinedin
their-abilify-fe-vete: . losing-their-ability-to-vate.
Emergency-procedures-should M The-SBE-Disaster-Recovery-and-Incident
be-put-in-place-for Management-Plan-are-in-place for
eontingencies-such-as contingencies-sush-as-equipment-failure
equipment-failure-or-malicious or-malicious-activity-that-could -make-the
activity-thatcould-make-the voting-systems-unavailable-
voting-systems-unavailable:
SBE-shall-implement NA | The-BRE-voting-terminals-are-not

» : oot i » oo i

E'REEEEQE.'ESEH'M wiltp e rina-the oloction.
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o024 NA | The BRE-upits-are-net-connected-to
irl sations.

25

o-26

o027

_ - M - .

028 "I.'El” PPt ES!IIQ'HS-EIS e, SEIIEEE ““.e' .alpp','sg'gg;:e"s © tlhe E}f sterce-of
sheuld-make-every-attempt-to Recovery-and-incident-Management
provide-clear-and-concise Flan-te-make-every-attempt-to-provide
informatien. clear-and-congise-information:

029 SBE-ustaceurately-record M The-Quality-Assurance {QA)-Plan-and

and-report-the-defects-in
vendor-provided-software
predusts-te-the-proper-venders

Risks,-lssues;-Systems-incidents;-and
Ghanges<{RISC)}Plan-aceurately-recerd
and-report-the defects-in-vendor-provided
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andto-user-groups—TFhe

software-products-to-the-proper-vendors

used-as-evidence-ina-court-of
law:

reports-must-be-held and-te-user-greups.—The-reports-held
con dsntlallangd;: 'apm't‘ael t‘e the con ;deg t;'a.l anld_ e’f orted-to H-'e Prape;
manher:

. SBE shal hewithall sBE " it allintel |

o-31 H-SBE possessessourcecode Fhe-SBE deesnot-possess-source code-

I " SBE |. it ol
agresments, care-should-be agreements:
) ;
'taFl;en tel,a‘sllé 'ia.‘ elalmg" 2Ry
protected:

; Incidentloacinashould £ incidentloagina isrottreatedt
,E"EEI' EEI g[ |atlle||||||g_l tl||,e incident ) Hing in the. inabili
aeeurateand-the-proper presecute-andier-unrecoverable-financial
proceduras-should-befollowed loss-

The-possibility-of-an-aftackerie-gain
access-to-a-DRE-seurce-code-for
raalisious-astivity-is-unlikely-in-its-eurrent
configuration—The-possibility-of-an
attackerto-gain-accessioa-GEMS

: fioi itz i ol

SAIC-6099-2003
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unlikely-in-its-current-configuration:

resolvedareview-should be ManagementPlan-covers-the-process

| : i - 1 § . | uodates d

procedures:

Fhe-seeurity-featuresof anlT H-the security-featuresof anlT system

'.”EEt”“[.e Reeds-ofa SEES!? mstallatlel_; and-to BEEOU! E s" changes-n
; ) the ep'enatle al-environment .“'E“

;Ineu_lges R tl-xe operational N esunt‘}, centrols nay be-applied

inconsistently or circumvented-and-the
confidentiality;-integrity—and-availability
of-the-system-may-be-compromised-
Seme-of-the-security services-of-the I+
system-are-provided-by-the-seftware
itself-BuHer-overflows-and-unchecked
file-locations-could-provide-system-level

U ; . ; .
is-faster-than-the-average libs-and-can-be
used-with-eryptegraphy-:

DPeclare-necessary-variables-as-constant
to-ensure-thatthey-could-not-be-changed

aceessie-the OS: by-maliciousastivities:
Fhefollowingseftware-vulperabilities When-ereating-static-arrays-and-variable
were-foundin-the-AccuVeole-TS-voling declarations,ensure thatthe size
system-source-code: allocated-is-largerthan-the-maximum
105 OFFICIAL USE ONLY
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possible-length-
o iabl ing 4t Specify-paths-to-exiernal-library-files-by
Merable—teﬂa—buﬁemvevcﬂe% HSing legls_tly oRtrios-oF other-veritiable
system-variables-:
T function] -
implementation-of-acquiring-randem E.E“ ot use of o e E|55Hlti_5! l Iﬁslkll 6ds ,
numbers: parameterto-defend-againstiroianed
operation:
declared-as-a-constant;-which-would S
prevent-changes-to-a-variable: ﬁl Re-Gi Hal,t functior lI'S! aro H! tld ata! d |' Rethod
There-are-many-static-variable
declarations-used-which-could-be-utilized = it ! ded
in-a-buffer-everflow: : ol I ‘ "
. reference-the- sameresourceat-the same
N@-paths—_weﬁe--u.-sed---t&de-fcvl-g-nat-e _ i
externallibrary files-allewing-possible
Performvalidation-checking-before doing
il ons. N
forshell-execution-of the passed
parameter:
o
IlhEI E, 5,5“; EE.E” 'S ESTE E'! 2-oRe-way
ace ;;”,d IE onse {‘5[ t ”E' teﬁ' 'EE'FE. Py
btituti hict d lead
urauthorized access:
+his-does-no checkingforvalid files,and
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symlinks-or-shorteuts-could-be-used-to
open-device-files-or-data-ouiside-the

scope-ofthis-function:
Likelit ¢ MEDIUM

Thesafindi ” by thet
thatthe DREs-are-rnot-connectedioa
network-and-by-the-openness-ef-the

SAIC-6099-2002
September 2, 2003

s, 4 tivitios) ‘
detected-so-that-aresponse can-oscurin
- IEH’ HEHIE EI'E' |ntg”'atxe‘| EI Eﬁ
system-confidentiality;-integrity;-and
availability:
S$BE-does-not-detect-security-breaches-

SBE-currently-has-a-GEMS-server-used
to-generate-and-distribute-ballots-with-no
Seﬁ“”ts ”'EG'.I al '.; s'(' sl H EHIE SEI EEI heﬁ

" Lo A Testi

HIGH

Remove-the SBE GEMS-serverfrom
ot I . -

o i lbulld oRtire Slystel.“ll ’!'e'“
notput-any-softwareotherthan-the GEMS
sofbware-on-the-system—Locate the
server-in-a-secure-location:

ol
Rt
Ky
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before-the-election;-heweverthe-Logic
and-Ascuracy-Festing-does-notrele-the
date-ahead-te-checkiforTrojan-software-

An-attacker-could-use this-serveris
; ho initial Ball : hy
ﬁé—ﬂ%&@#ﬂ%@ﬂ#}&b&ﬂefe
Wstems—aﬁ deql uat-e‘ Securtyis p'[el' ded EE”SH"E tl'n.at‘adequ_ 2 telslxesul t? s p.'; I' ided
O37 | Pemsennol seourity sontrole, o Jueges Manual and
ol IEF;'E rshould-be pn,llls'lgel_. and usle| comput T
W

Q-38 Security-awareness-and
teehnicaliraining-should-be
eonducted-ie-ensure-that-end
users-and-system-users-are
aware-of-the-rules-of behavior

H-security-awareness-and-technical
training-is-not-conducted-to-ensure-that
end-users-and-system-users-are-aware
of-the-rules-of-behavier-and-their
responsibilities-in-protecting-the

HIGH

SAIC-6099-200t
September 2, 2003

Training-should-be-established-for
security-awareness-and-technical training
to-ensure-that-system-users-are-aware-of
the-rules-ef-behavior-and-their
respensibilities-n-protescting-the

and-their-rospoensibilities-in erganization’s-mission;-then-security organizations-mission.-This-fraining
X o N ) hould include.inf . bout threats,
5' |.ete.stu:g1t!h'e el.g_a‘mzatl_e”ns 'G.Q' i e.!s may-be a.ppl I.e.d # Fs' GIIIS[.SEIE‘UEH o ksl bilitios. and risks 4 f
- ITET 8 ! :
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~voting systems;-and-
fo-protestthem-

SAIC-6099-200: i
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may-be-compremised:

Seesurity-awareress-and-technieal

trainingHs-neteonducted-to-ensure-that

impact:- HIGH
15 4 | de : .
! .E'Ebﬁhl? > f 5|e|‘15|tad t ity

be-compremised:

Perlodic-testing-of-security
eontrols-should-be-conducted-to
ensure-that-the-controls-are
effective:

{f-periodic testing-of security-conirols-is
not-conducted-to-ensure-that the-conirols
are-sffective-then-unplanned-risks-may
be-introdused-to-the-system-and-the
existing-security-controls-may-be
sirsumvented-and-the-confidentiality;
may-be-compromised:

Boriadi ity tosting. is_rot nedormed

Implement-a-periedic-security-testing
program-to-ensure-that-the-system
security-cortrols-remain-effestive-over
fime-:

109

OFFICIAL USE ONLY



SAIC-6099-200%,
September 2, 2003

Diebold AccuVote-TS Voting System and Processes Risk Assessment.docbi

for-the-Aceuote-TS-voling-system-
. .
whe ”,Sk desesement process is-an
ell‘ee"tne oo la‘e‘l of basle“” ”lg”H c o
Fisks-
{mpact: HIGH
be-compromised:
- Periodi it should Periodi i : '
Verificat | PostElection Audit
-4 Sengmunt)y o EHFEQ'E.SI'.GEIE be ACos E'”H'f& of ;F,E'ahg”g.pla',' nas.l;sm
plend[e. d an|d 8 slentuluul ;B of Ee. .elepeg tosted andl llna.u;temlled in-the
mal.nta Red-to ple._mie for E;’é"'.""g ; .Ia' A "IIHIEHEIGE'&ES. IIEIBSIEHE
business 'EIS. H“.'[pnsﬁ“ and . SBE rmaintai backup GEMS ‘
during-emergenscies-or the-State-of-Maryland-Archives-bullding:
disasters: in-addition;-Diebeld-has-a-warehouse-of
PRE-devices-lgeated-at-B\Wli-airpert:
o042 An4ﬁeident—resp@nseeapa-bility The-Disaster-Recovery-and-incident

sheuld-be-developed-to-prepare

for-recognize-report-and Continuity-Rlan-establish-an-incident
respend-to-the-incident-and response-capability-to-prepare-fer;

Management-Plan-and-the-Emergensy
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operational-status:

| operational

To-ensure-consisteney-and
uniformity-in-seeurity

-step-by-step-procedures-and-metheds
forimplementing-{preventive-and

The-absence-of-consistent-and-uniform
security-controls-may-lead-to
unautherized;-undetected;-or-unkrown
changes-te-system settings-—This
vinerability-can-be-exploited-by-all
hysicaland-tachnical it ol
this-has-beenratedlow:

impact:- HIGH
Fhe-exploitation-ofa-GEMS servermay

SAIC-6099-2003 . _ .«
September 2,2003

Te-ensure-consistency-and-uniformity-in
secufity-operations;-step-by-step

lofined. tod. i tainedt
the- SBEand-LBE:
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cause-the-validity-and-integrity-of-the
voling-process-to-be-cempromised-:
044 Fhe-person-responsible-for Fhe-personnel-responsible for-veting
voting system-contingensy . 555.@“ contingensy planning are-aware
planring must be-aware o Fisks of fisks 1o the systom a“.d reseghi=s
to-the systerm-and recognize whether the-eurrent contingenoy plan-is
; i abieto aeld_ Foss-Fosidual '.'Sks complotely
esllltlngensy_pllatll S ialgle to aEl a6 eetl.e;ly as showa lFIIHle "
ManagementRlan-
) T (] N T4 . G i
strategies-and supporting
resourses-neithernegate each
othernorduplicate-effors-
346 . o hould The SBE I Blished.Di
SommLR I' RS p'lesedules
o-47 Contingency-measures-should ; ; i
be-identified-and-integrated-at Ghanges-{RISC)-Plan-and-SBE
all-phases-ofthe-computer AccuMete-Touch-Sereen-Veating-System;
system-life-cycle- Rhase-H-implementation-Plan-satisfy
contingeney-measures-identified-and
integrated-at-all-phases-of the-computer
systemr-life-cyele-
048 GContingency-planning SBE-AceuVote-Touch-Sereen-Voting
reguirements-should-be System-Phase tHmplementation-Plar
considered-when-a-new has-proceduresforrisk management
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process-is-being-conceived

planning-identification-to-be-considered-

Contingency-sirategies-should N/A | The-system-isnotin-the implementation
be-tested-{in-the phase-
iy g l ;
ensure-thattechnical-features
and-recevery-procedures-are
ing basis.
necessary—shal-be-conducted
{o-ensure-that-procedures
h be afective.
Baskups-should-be stored g H-backups-are-not-stored-offsitethena
ffoite, ’ estrow both i iinal
and-backup-data-copy-making system
bilitve difficult oF i ble.
The systems PCMCIA cards,-and-paper
backups-are-all-stored-atthe same
il d 1y

Likelihood:LOW

Existing-physical-controls-at-the-sterage
facility-mitigate-the-likelihood-:

mpactLOW

Fhe-canvassing-process-is-completed
prier-to-the-final-sterage-of the-RGMGIA
cards-and-paper-backups-therefore-the
) inimal.

SAIC-6099-2003. -
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dpgrades-orany-other MaragementPlan-hasproceduresio
Hications; es reflect-upgrades-and-any-other

0-52 St a-REW System-is Fhe- ‘S.Su"lgtg ' S ='smetunag 55“8';' SR tg'.el
{including-its-contingenecy life-eyele-H-is-not-undergoing
capabilities);-the-eriginal replacement:
system’s-contingenecy-plan
should-be-ready-fer
implementation-

053 Fhe-contingenecy-planning Fhe-Bisaster-Recovery-and-Incident
policy-statement-should-define Management Plan-defines-the-SBE's

X ! . L l

“'E. SB.E s-overal sen_tl 'geney S'E'E'I.l esntngsnsy‘ sgj. |
Sbjeat.‘ss, and-establish-the ostablish “'9. G.'.g.a“zat RS HAMO
slgamza_tl_s'n_al framework-and and le'sp\ensnslhtles or-H-contingency
qespl'ens:lamtlesl [s'.“ ' planaing

G54 SBE.EH Sials-rmust S Lpport-ihe SBE ellhaalvsvsvuppe(t the-Gontingeney
;e'ilt"lge'['sl? I l.a' l“"gpl Feeess included in o dovelon i

ic H A " ) j ; H
EIS’EES,S to de.s,lsp _tlne_plsgylam ibilitics.
Lrol l bilitics. roles-and-respensibilities
355 As the T . i ThedT . N '
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human-reseurces;-1F
operationsand-emergenecy

preparedness-functions-:
= : . . . . . > . ‘
Ge.ntmg_ene}, plla_nsrmustble cor l gal hot [
" . | ated ated with i ystem—“g plans

B G trols should L = . I I T

G5 ' it . loction Judao M | and
with-the-system-should be are-trained-on-how-and-when-to-use-the
trained-on-how-apd-wheniouse contrels:
the-cenirols:
B . -ols-should = . I intained

O-58 Al . iy o )
Fainie nlaled_mﬁgﬁsed' ESIIQIEI'GI to geﬁed ,Ge”d'tle',l to-oRsure-thek '
emergenscy:

O-59 Procedures-should-specifirthe Fhe-ElectionJudges-Manual-and
Ea"';? Ie' .-elelaly lmslen_:‘entla_l o I Flssel d.HIEE provides-steps for backtps
ahd-the-frequency-thatnew

o606
should-designate-the-location-of General-Election-Results-Export
stored-data;-file-naming Procedures-designate-the-location-of
conventions,-mediarolation stored-data;-file-naming-conventions;
frequency-and-methed-for media-rotationfrequeney-and-method-for
transporting-data-offsite: transporting-data-offsite-

o-61 The-specific-methodchosenfor The-Election-Judges-Manual-and

General-Election-Results-Export

ceonducting-backups-should-be
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based-on-system-and-data Procedures-establish-several-methods-to
availability-and-integrity backup-the-data;-including-hard-copy;
SOrver:
Fhe-contingency-plan-must M Fhe Disaster-Rescovery-and-incident
include-a-strategy-torecover MaragementPlan-and-Emergency
ahd-perform-system-operations Gontingeney Procedure-include-a
at-an-alternatefacility foran strategy-torecoverand-perform-system
Fhe-alternatefacility chosen M Fhe-Bisaster-Resovery-and-Incident
must-be-ableto-supportsystem ManagementPlan-and-Emergeney
~ont] P l ’ i l
operations as-defined-n-the
contingsncy-plan laemtxers eapablle ;.e SH! P ps"t 555“3‘.'”
plan:
Aternato site-selestion-offixed- | M | The Disaster Recovery-and-tncident
site-locations-should-account ManagementPlan-and-Emergency
for the 4 o of ; >
; ‘ ; E;g'lt" g!.al A 'SEEQH'B;EIES o EEI.EE“"E
move-persennelthere- Recessary-to-move-personnelthere-whep
Fhe-alternate fixed-site-should M Fhe BisasterRecovery-andincident
be-in-a-geographic-area-that-is Management-Rian-and-Emergenecy
unlikely-te-be-negatively Contingeney-Procedure-considers
affected-by-the-same-disaster geographic-area-thatis-unlikely-te-be
event-{e.g5-weather-related negatively-affected-by-the-same-disaster
impasts-or-power-grid-failure) event-{e.g:-weather-related-impacts-or
as-the-organization’s-primary pewer-grid-failure}-as-the-organization's
sites

116 OFFICIAL USE ONLY



SAIC-6099-2005 ___ |
September 2, 2003

Fhe-Contingeney-Planning
Goordinatersheuld-maintain-a
recerd-of-copies-ef-theplan-and
{o-whem-they-were-distributed:

dees-nret-maintain-a-record-of-copies-of
the-plan-and-to-whom-they-were
distributed;-then-outdated-plans-may-be
in-cireulation;-which-may-impast-recevery
in-the-event-ef-a-disaster:

A-receord-ef-copies-of-the-plan-and-to
"“E.”' t. '55."5'5 sk E.ct.ad 5hO
.“'B'I'Ef ' lad| eretere '.t 5 POSS ]EI o .

planning-coordipator may-havean

should-be-maintained-by-SBE-and-LBE-
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outdated-contactlist:

0-69 Otherinformation-that should M Along-with-the-contingency-plan;-LBEs
be-stered-with-the-contingensy have-coples-of-the-relevant
vendors{Sl-As-and-other documentation-onrequest:
rranuals;and-operating
procedures-

0-74 Fhe-Contingeney-Planning M 5 ; ;
Coordinatorshould-record plan and-Changes{RISGC)Rlan-is-used-to
aumber-change-commentand
date-of change-

o1 +he-Contingenecy-Planning M Fhe Disaster Resovery-and-lncident
Goordinatershould-coordinate Management-Plan-has-establisheda
frequently with-asseciatad requirement-to-update plan-atleastonse
Organizations-and sys.tem .;g' i gl e“S}'l l’Ialm § gl ;siad[mat;ll
POGs tlel ens'ule that y l:p.aets L POCS.
either-erganization-will-be
reflected-in-the-contingency
plan:

o2 Strict-version-conirolmust-be M Fhe-Disaster-Recovery-and-incident
maintained: Management-RPlap-has-striet-version

contrel-implemented-

o073 The-Centingency-Rlanning M The-Disaster-Recovery-and-Incident
Goordinator-sheuld-evaluate Management-Plan-has-proceduresio
SHEEE'“; glml'a'. '?hs“ te_ . e.aluejéhate suplpm_t 'gg IIIIB'IIHE'FIGII te t and
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current-and-continues-to-meet

continues- e-meet-—-system---req-wrem-en-ts

system-requirements adequately-
0 The Di B ! Incident
procedures-should-be ManagementPlan-has-proseduresto
system:
hould-understand.-and be bl ; L
; responsibilities;-are given-trainingto
to-perorm these pleeedu}es # undorstand H &-be-able-to-perferm “'ES.E
the € ‘.EI“:]“'E‘FE. ;sellplan_ oy _ pleeed'lbll‘e[s "I' t. © E;EI t‘t[he P ape; plar-is
he oo tingeney-pla 5"5\ uig he-Disaster Recovery-and eyde'nt
VErSEBy the appropriate Management Plas .Iuas~ ah E,SEE.'[EIE of
Buthority snlly' "[.“3'[' the d.a' rage E'EGEQ.H'E and-activation-criteria
£y . o dete;l '_'”ed by-the-damage-assessment
forthatsystem-are-met:
Feams-with-recovery Imgreqwemem@eeﬁheseepe
gnderstand-and-be-ableto Feeevew—respen&bume&de—net

strategies-well-enough-that-if
the-paper-plan-is-unavailable
during-the-initial-stages-of-the
event;they-can-still-perform-the
necessary-activities-

understand-and-are-netable-to-perform
these-recevery-siralegies-well-enough
that-if-the-paper-plan-is-unavailable
during-the-initial-stages-of-the-event;then
plan-exeeution-may-be-incomplete-or
inaceurate:

SAIC-6099-200. !
September 2, 2003

Recevery-procedures-should

H-recovery-procedures-do-not-reflect

oritio. idomtified in &

Ensure-the-Business-impact-Analysis

(B!‘ ‘) lée“tllIES-GF}tIGGLH_—FeSGHFeeS—S}Hg-lﬁ;
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identified-in-the-Business

-B-us—ines&l-mpéet-'-Aha -y-si-s;— hen-critical

SAIC-6099-2003
September 2, 2003

?Oiﬂt—S—Of—fa“éFé;ih ernal-and-external
ROC-assosiated-with-the-system;
dlal.elap's |ee!s‘ "5'3|.p'la.l't - |ane ;
allowable-outage-times:

tmpast-Analysis: systems-may-not-be-recovered-first:
. . i

ABus eSS '.’E.'p%t’l'”labs. S 4

tmpast-Analysis-has-rotbeenperformed:

Othersystem-controls-such-as-the

: )
l;Rusastm :epelener:y and-inoider ,t tias.
impact: LOW
it I

Ihe—eenmgeney-plan—sheuw _ “Fhe-Disaster-Recevery-and "'GI.'QIE“IE
restore-the 1T system-or system procedurestorestore the | T-system-or
componenis—Fo-prevent .
ffioul fusion i eeioul fusion | ,
emeargencyno-procedural no-procedural-steps-are-assumed-or
stepsshould-be-assumed-of
omitted

Procedures-should-be-assigned
to-the-appropriate recovery
team-

Fhe-Disaster-Recovery-and-incident
Management Plan-has-established
recevery-team-assignments:

Ynitil-the-primary-system-is
restored-and-tested;-the
contingenecy-system-should
continte-te-be-operated-

Fhe Bisaster-Recovery-and-incident
Management-Plan-has-precedures-io
continue-the-use-ef-contingency-system:
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Backup-eof-device drivers-is-net
perfermed—When-device-drivers-are-net
backed-up-restoration-of-the-system-is
impeded-

The-likelihood-ef needing-device-driver

backups-islow-because-the-device
. rod in the OS.

Impact: LOW

o84 g hat g ) .
e l 5 basi Eetal '5' s'l\'ls SES’E.E[ as llelqu;:edby raw-for
to-ensure-thatthe backups-are
belngperformed-corractiy
B-85 Each-backup-tape,carrdgeor ry
disk-should | lauely labeled. L oloct it and chall
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identified-quickly-in-an
EFREFgensy-

Certification-before-the-patches-or
upgrades-are-accepied-for-use:

All-unneeded-default-ascounts
and-groups-should-be-remeved
te-eliminate-their-use-by
intruders;-insluding-guest
acceunts-en-computers

containing-sensitive

All-unneeded-default-accounts-and
groups-are-removed-te-eliminate-their
use-by-intruders—-including-guest
aceouRts-on-computers-containing
sensitive-information:
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default-aceounis:
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Fo-prevent-alteration-of

exeecutable-code;-no-seftware

shall-be-permanentiy-installed
dentin it |

the-system-documentation
that the turisdiol
provide-a-secure-physicaland
proceduralenvironmentforthe
? ‘1 E
system-hardware-

lf-the-alteration-of executable-code-is
allewed;-then-unplanned-risks-may-be
it patoee tE‘ tlaa Sbstf Hane the EE;S:‘ &

a”d.fl le‘l'eeu lﬁld]e' ia 't? “teg”t? and
compromiseds

Likelihood:-HIGH
{o-load-only-certified software, but there
are-ho-controls-to-ensure this cecurs:
impact-HIGH
An-uncertified-version-may-coptain

malicious-code;-which-could-compromise
the-integrity-of-the-veting-process:

After-initiation-of-electionday
testing;-no-seuree-code-or
compilers-or-assemblers-shall
be-resident-or-accessible-on-the

voling-system-

FhetFA-has-verified-ne-soures-code-oF
sompilers-or-assemblers-shall-be
resident-or-accessible-on-the-voting
system:

software-version-priorfo-use:
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is-provided-only-through-the
approved-interface:

Fhe-Election-Judge-Marual-sets
precedures-for-voter-access-te-the
system-is-provided-enly-through-the
approved-interface~The voter-must-verify
their-identity by-the-Beek-Election-Judge
and-be-giverra-VeterAutherty-Card
betore-allowed-access-io-the-Veting-Unit

AscessJdudge-Once-thevoteris-atthe
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JFity-pa ches-in-order-to-n
sesure-configuration:

SAIC-6099-2003-261
September 2, 2003
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, i
the system, using-established pglReEeedux - to aut‘hegntiea‘te '[etelslts. “l'e,
§10-316
A-postelectiop-auditmustbe M Proceduresfor Official- Canvass,
and-ensure-thatthe-pumberof conducted-in-orderto-reconciie-and
voters-equals-thenumberof ensure-thatthe-number-of-voters-eguals
votes;-and-the-votes-were the-numberofvotes—and-the votes-were
aceurately-sollected-: aeceurately-ceollected.

Note+Only-10%-validation-is-currently
performed-and-actual-transmissions
become-official-recerd-afier canvassing-
We-recommend-the-canvassing-of-100%
of-the-precincts-once-the- DRE-is

depleyed statewideThe-time {o-perform
100% s rrinimal and | ot
SBE-will-ensure-thatlosal LBE M Each-LBE condusis-Logic-and-Accuracy
lactiont I I ’ T ~ortificat] DRE
Loai LA g el
Fesis-ofevery-DREvoling
terrainal o oot ‘
SBE-will-ensure thatlocal M Each-LBE conducis-Legicand Accuraey
dosumenta 555@9,' ’ nel‘mea‘ t',g"' voting-terminal
M . . =
SFE” v Shsdre tha‘t the 555@"“ El Illle Elestior lclrudge‘ and l;, ""',g elll(slalsl
MaruaHo protest secresy-inthe-voting
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aking-the-signe G-to-the and-instruet-the-veter-on-taking-the
pext step-in-the-voling process- signed-VAGHo-the-next-siep-in-the-veting

thevoterto-present-hisorherVACtothe
election-official responsible forthe DRE
voter's VAC and-astivates-a- DRE \eter
Access-Card- smartecard-forthat-veter:
Fhe-election-official-places-the MACin
the-envelep-associated-with-the-DRE
terminal-and-permits-the-veoter-to-insert
the-DREA/oter-Access-Gard-smartcard
into-the-DRE-{o-vote:

©-104 Loecal-election-boards-will M Fhe-judges-manual-provides-detailed-pell
ensure-that-the-judges-manual closing-procedures-including-a)-How-ie
" | " . ' bl ' ; ;
repors-eY-How toremove-the
memoery-cards-from-the-voting
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units;-f-How-to-return-the
materialsto-the-lecal-board
offices
}f-a-censelidation-of-memory M According-to-interdews-with-Election
Judges-shall-periorm-the and-verification-of the vote totalsin
manuak:
M .
Jcalboards-shall develop-and EE}E i IZE. Ehas procedures-for retdrring
SBE shal-approve procedures F“E'.“* Homso t'he I'asalbeanga te |
|s' 'El ltb"“";g F’F”E”P ltemsl to-the !sllesmgl the elect a'; o tlne\Ele‘ ction 4dge ;
election. from-beinglostorstolen-
Localbeards-shalldevelop-and M Each-LBE ElectionJudge Manualt-has
foraggregatingpresinctcounts Assembling-memory-cards-from-each
X | |
' |e||_nen§ lsa;d;sl heI: ' eaﬁeh‘ llulanulallygre; ';e;' “92 abse te
the-EMSi¢)-Manually-entering physical-area-where the-tabulation-takes
absentee-ballet-resulis-into-the place-f)-Controlling-acesss-to-the-area;
EMS;-d}-Aggregating-vote ineluding dosumentation-for-who-may-be
couhis-for-the-enlire-county;-e) admitted-te-the-area;-by-name-or-job
Securing-the-physical-area funetion.
where-the-tabulatien-takes
the-area IHG‘lHleIlg
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contest-b)- The-results-memeory
card-shall-contain-the-pames-of
individuals-forwhem-voters-cast
write-in-vetes-and-shall-copy
{hose-names-to-the-EMS+6)
Require-the-preduction-of-a

used-to-verify-the tabulation-of the-write-
in-votes-priorte-each-election-

repors-and-otherdata
; il rel
the-election—Theplan-shall-be

Gen-sistent—aq./ith-the-Eleetien

Sterage-of this-infermation-is-in-a-sesure
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Records-Management-Program lecation-and-is-refaiped-for-such-time
and-be-approved-by-the-Stale uniti-the-period-for-challenging-the
e.leetlr-:n expt els alnd lmpany EIEE.““E.”E“
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IgensuFe—ve%e-aee.u;aey,—SBE

include-control-logic-and-data
processing-methods
incorporating-parity-and-chesk-
sums-{or-equivalent-errer
detection-and-correstion
rethods)-to-demenstrate-that
the-systern-has-been-designed
for-aceuracy:

Fechnical-Controls

SAIC-6099-2003-261
September 2, 2003

methods-incorporating-parity-and-chesk-
sums-{or-equivalent-error detection-and
correction-methods}-to-demonstrate-that
the-system-has-been-designed-for
accuracy;-then-the-data-ceuld-be
modified-or-deleted-when-transmitted

. \ ot
compromised-

Fhe-RCMCIA-Hash-memeory-card-used-to
store-the-clectionresulisdoes pot
; g
COMBIR-aRY elyptsgl_aplus Ilashe.s EI'EF
;—:suﬁld be Hse? to-verify tllle’data u;tegnty
fioation.

Likelihood: LOW

impasct:- MEDIUM

H El E’EE.' ls.'“E’ sllmed ot delstedduring .
use-manual-reconciliation,-then-the-time

allewed-forvote-tallying-could-greatly
increase:

LOW

Perform-automated-cryptegraphic-hash
" ; 4 heol

that-hash-once-the-data-has-been

fransmitiedto-the-destinatien-
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2 Toe ote-accuracySBE All-of the-system functions-arelogged
il SRSHFe that-all system; whenever-an a SHOR-006UFS dl’"".'g .setup
provide selt,.a|.e that monitors as-well-as-during-nermal operation
“'e. euelalll qualﬁlty of dla. ta-read 1
chesking-the-numberand-types
of-errorsthatoccurin-any-ofthe
relevant-operations-on-data-and
how-they-were-corrected-
= SBE-will-ensure-that a Fhe-BRE-voting-machines-print-out-a
consolidated-printed-report-of report-of-the results-of each-station
{he results-for-each-contest-of during-the-post-election-using-the-internal
allvetes-cast-that-includes-the printing-device—This-repert-includes-the
votes-castfereach-selestion; votes-cast-for-each-selection; the-count
the-seunt-of undervetes,-and of undervotes;-and-the-count-of
the-count-of-overvotesis evervotes:
produsced:
4 SBE-willensure-controls-are SBE has-decumented-proceduresthat
implementedio-ensurethat require-the-transferof datafrom-the DRE
Ts SBE wil . £ SBE d [ . ol
teentify Iiaud]ulent o el.leneeus _ensneeul_sﬁrshla[nge‘ sl to 'tﬁlne slystem then-it . ,
A e Ar 1o Al blamn Ayintmnma bhan AnmiieeAaAl muabiivinsd Far £ hismm s1mn mmAl nendbn b A
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improperuse-of-the-system-has-oceurred
and-system-integrity- may-be

controls-are-implemented-that
require-all-systems-that-transmit
data-over-public

are-implemented-thatrequire-all-systems
that-transmit- data-ever-public
ielecommunications-networks-io-employ

SBE HII” EIIS\HIEISSEHHP ! Hhe ’Qh.”g SESEE'” s.eit.uane ’enly alleuls
T8 . . £ SBE does not ensure-security-controls
SBE '"1'” ens_ulelsesuuty ’ iy ! .
a-vete-notcastbyavoter: then-the vote-datawould-be-inacscurate
l - . |
compromised:
Only-voters-with-a-valid-Veter-Access
Gard-can-cast-vetes.:
= SBE-will-ensure-security #-SBE does-not-ensure-security-controls | HIGH

SAIC-6099-2003-261
September 2, 2003

archived-for-future-use;-and-pretested
from-unauthorized-disclosure:
\dditionally._admini ; ,

The-DRE-veting-terminal-sheuld-centain-g
eryptegraphic-signature-thatis-upigue-te

each-terminal—Gryptographic-signaturesy
those-hbased-on-a-session-identifier;-rathef
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ielecommunications-networks digital-sigi D.-ar
to-employ-digital-signature-for between-the-vote-server-and-other should-be-used-
all-communications-bebween devices-that-communicate-with-the
the-vole serverand-other server-overthenetwork—thenthe data
o ; . , ; )

; ‘ . lsent “g.ll.' al E. & ’.?.t":g ter 'll.”[all elannatl

A Brlé.EI to-exploit this 'Hl“e"alb'm la
telecommunications-network-on-which
this-data-would-be-traveling-and-the
abilityto-interceptthe traffic-without
eitherend-noticing-interception-

Impact: HIGH

{f-a-malicieus-threat-source-were-able-te
compromise-the-data-intransit;-then-they
would-be-able to-substitute-invalid-data
for-valid-data;-causing-inaceurate resulfs
for-the-election:

SBE-will-ensure-security M in-erderio-process-ballets;-both-the-BRE

voling-terminal-and-the-GEMS-server

i | . b i | l whic!
data-overpublie feguires-a-Supervisor-Access-Card-for
l ulie inal, rinistrator loai
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gh- re-only-given-te-authorized
election- efﬂerals—---eaoh -of-whom-adheres

At ts-should.t I

ViFSes-:

could-be-serieus-threats-io-the-availability
of-the-veting-service-

There-is-ne-apti-virus-seftware-installed
onr-the-GMES-voting-server:

Although-neither-the-DRE-veting-terminal
Aorthe-LBE-GEMS servers-willbe
connected-to-any publichravailable
1at;ue|l;’ 't.ls pessnblel !t|||atldu ' lg S5 iy

MEDIUM
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£ : . l

virus-definition-files-are-updated-regularly
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the-sysiem-

impact- HIGH

A-virus-could-cause-problems-as-severe

as-data-corruption-and-data-deletionon
b the DRE voli el Lo

GEMS-servers:

DAG or MAG. ) ol . ; .
and-mandatory-access-coptrols-overthe
data-

) ;

.elg,ptegl apl”f.m“ﬁ!e”s a'le

controls{Cryptographickey

management-includeskey

o, distribution,
5 OrganizationIT systems-and 1DS systems-are-potinstalled-to-detect
nebworks-thatemployroutable Retwerk-intrusions-and-potential
l . hal ! | hos | 4 thori
(1BS8): information-may be-medified-and-deleted

resulting-in-the-petentiabloss-of
confidentialiby-integrity;-and-availability
of-system-data-

Fhe-LBE-GEMS-voting-server-and-the
BRE-veling-are-not-connected-io-a
pubhe‘ly avaitable nle_tu.e;ge thatlmlght 1

HIGH
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system-has-not-been-compromised.— Do
not-put-any-software-other-thanthe-GEM$

software-on-the-system—L-ocate-the
server-in-a-secure-location:

p
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necessitate-the-use-of-1DS

The-SBE-GEMS-server-is-connested-io
the-SBEIntranet-which-has-acecessto
the-internet

SBE-currentlrhasa-GEMS sepverused
to generateand .d"m 'b.Hte ball'ets with-ho
5[ EE”H:’t5 '“eel.“a’.l"s”'s b plaee] EE”‘EE
and-Aceuracy-Testing-does-neotrole-the
date-aheadto-check-for Trojan-sofhware:
Impact-HIGH

A ; thi

' b initial bal | il
data-

6 1BS-systems-chall-be-installed Fhe LBE GEMS-voting-serverand-the
devices-{e-gfirewalis)-and/or publicly-available-network-that-might
routers-to-detest-network contain-an-exdernal-interface-that-weuld
intrusiens-and-petential neecessitate-the-use-of-IDS:
breaches-in-progress-at-all
poinis-external-io-the-SBE The-SBE GEMS-server-is-connected-to
network-and-when-the-risk the-SBEIniranet-which-has-access-to
analyses-distate-an1bS-en the-internet-—This-risk-is-analyzed-in

17 IDS-systerms-shal-be-installed Fhe LBE-GEMS-voting-serverand-the

A Nook DRE voli ;
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server-io-detectintrusions-

publiclhy-available-netwerk-that-might
contain-an-externalinterfase-that-would
necessitatetheuseof DS-

The-SBE GEMS serveris-connectedto
the-SBE Intranet-which-has-access-to

requirementi—15-
T8 | oBE notworks shaltbe The LBE GEMS voting server and-the
i
F'EEESE.EQ b;’ b'eundgarly | Q‘IEEI' .etmg‘axlelnet eennleelted te‘al l
unsecured-nebworks—TFhese
engineeringfrisk-management
process:
policy-based-on-an publicly-available-network-that-might
engineeringfrisk-management contain-an-external-interface-that-would
Process: neecessitate-the-use-of-firewalls:
The-SBE-GEMS-server-is-connested-ie
the-SBEptranet-which-has-access-to
the-lnternet-This risk-is-analyzed-in
reguirement+—15-
26 Eirewalls shall-block-al ; The LBE GEMS voti 4
Aot EalH"EE a'nd disable E]:E‘. .letmg.al a]elnet eennlee’ted tsjal
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necessitate-the-use-of-firewalls:

The-SBE-GEMS-server-is-connected-to
the- SBEAntranetwhich-has-accessto

the - SBEntranet, which-has-aceess-to
the-Internet--This-risk-is-analyzed-in
reguirement-1-186.

Eirewalls-shall-fail-in-a-clesed
state-

N/A

Fhe LBE-GEMS-voting-server-and-the
BPRE-voting-are-net-connested-to-a
publicly-available-network-that-might
contain-an-external-interface-that-would
necessitate-the-use-of firewalls:

The SBEGEMSsserverisconnestedio

the SBE-Intranetwhich-has-accessie
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the-{nternet-This risk-is-analyzed-in
reguirement-T-15.

F=4 Firewalls-shall-operate-on-a NIA | The-L.BE-GEMS voting-server-and-the
publicly-available-network-that-might
containap-externatnterface that weuld
The- SBE GEMS-serveris-connectedie
the-SBE-Intranetwhich-has-access-ie
reguirementT-15.

23 Bownloading-ef-mobilecode NA | TheLBE GEMS-voting serverand-the
and-executable-coptent froma BREvoting-are neteconnectedioa
interconnested-systems-shall
ba-permitted-enbywhen-a The-SBE GEMS-serveris-connectedio
handle-such-a-dewnloadHs-in requirementT16-
place-and-approved-by-the .

SBE:

£-26 Operating-systems-sheuld-be M
corfigured-to-set ACLs/Rermissions-for-system-files-for-the
ALGLs/Permissions-foer system system-filesadministrative-iools;-system
filesadminisirative-tools; registry-eniries;-and-files-that-centrol
system-registry-eniries--and security-services-in-applications.
files-that-contrel-seeurity
sepvicss-in-appheations:

27 Operating-systems-should-be Y if-operating systems-are-net-configured MEDIUM | Corfigure-the-GEMS-voting-server-to
histery-to-24-passwerds passwords-rermembered;-thenusers
remembered: could-recycle-commenly used

142 OFFICIAL USE ONLY




SAIC-6099-2003-261
September 2, 2003

rememberad-

| effective-security-of these-passwords-and

systermintegriby may-be-compromised:
i ot

enforce-passwerd-history:

Likelit - MEDIUM

@aeFatmg—sys%e;nS%lrmed—be u {-operating-systems-are not configured MEDIUM GenﬁguFeJeh&GEMS—vetmgﬁewer—te

maximurR-password-age-1c-90 then-password-conirols-may-b days-

days- ipeffective-and-itmay-be-possible for
unauthorized users-{o-gain-aceess-to
privileged-data-and-system-integrity-may
be-compromised-:

Operating-systems-are-not-configured-to
set-minimum-passweord-age-to-1-day-and
maximum-password-age-to-80-days:
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is-used-the-more-likely-it-is-that-the
password-will-be-intercepted-by-a
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age.
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of-the-current-user-afterfifleen

minutes-of inactivity-and-to-losk
eut-the-account-ef-any-userthat
has-three-invalid-legin-attempts.

- nistrat |
loat
36 Operating-sys! hould.! I . : G
} 1o-lockthe deskiop-ofthecurrent-user

afterfifteen-minutes-of inactivity-and-s
leck-out-the-asceunt-ef-any-userthat-has
three-invalid-login-attempts;-then-it-is
peossible-for-the-user-to-walk-away-and
leave-the-server-open-for-some-other
person-to-use~Not-having-an-account

I I ctor 3 4 .
much-easierfor-passwords-te-be
guessed—System-confidentiality,

HiGH

Setthe-defauli-screensavertimeoutio-45
; .

unleck-Set-the-account leckeout-paliey-to

deny-aceess-after-3-failed-attempts-:
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mpact-HIGH

valid-userthen-they-would have-access
{o-the-sameressurces-and-datathat user
normally-has-Without-an-account-lockeout
sount-then-a-malicious-usercan-use-a
brute-force-attack to-guess-a-users
passwerd;-again-gaining-aceess-to-the
valid-users-resources-and-data:
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3 in-low-risk-environments—the H#-eventlogs-are net-regulariy-reviewed; Eventlogs-sheuld-be-reviewed-en-a
event-logs-should-be-used then-it-is-very difficult-to-identify-when regular-basis:
) losii )
u'eelsly to Fevicw the log I’lles “' any-IMproper use of the System h‘as
lf.'l'g“e’l “Sl; leln.uen'mentsl lle'g[ X . ] sod.
EventHogsontheserverarenot
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ena-system;a-System
Administrator-(SA}-mustlog-en
to-change-the-userpassword:

33 Passweords-should-meet-State 1 H-passwords-do-not-meet-State-of HIcH Greate-a-local-security-policy-that
of Maryland-Security Maryland-Security-Standards-then-easily enforces-the-password-security-pelicies-o
Standards: guessable-passwords-may-aliow the-State-of Maryland-Ensure-that-the
uvhauthorized-access-to-the-system passwerds-are-properhy-configured-on-all
resulting-in-the-potential-loss-of voling-system-components:
Passwords-arenotrequiredto-have-any
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password-complexity-er-minimum-length
tikelihgod: HIGH

surrepth-inplace:

mpact HIGH

GEMS-server-was-set-te-512 kilobytes
and-evenis-fo-be-everwritten-after-7
days--This-is-insufficient-to-trace-events
{hat-esuld-cause-problems-with-the
voting-system:

Th " ftoctive f .
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system-and-sescurity-events-pertinent-to
the-veting system:

T36

the-SBE Infranet—which-has-accessto
the-ntornetThis-riskis-analyzed-in
reguirement T-15.
h-should-be-noted;-that-F-P-is-used-see

BO-14;-meodem-fransmissions-are-used;
see-t-42-below:

System-acesunts-will-not-be Y lt-system-acoounts-are-shared;-itis-not HIGH Reguire-that-all-system-users-have-their
shared- possible-to-trace-evenis-io-individuals OWR-36cOUnts:
and-system-confidentiality; integrity,-and

availability-may-be-compromised:
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accountability:

Impact: HIGH

{f-a-malicious-user-gains-access-te-a
shared-system-account-itwould-be-very
diffieult-to-frace-the-actions-of-a
legitimate-system-userversus-these-of

; o £ ! £ i
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Windows-2000-Servershould be
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damage-to-the-system-and-no-audit
recerds-are-stored-to-determine-if
damage-oceurred:

The-systemn-beolstrap-meniter;
and-device-coniroller-software
may-be-resident-permanenthy
as-firmware;-provided-that-this
firmware-has-been-showntobe

The-firmware-cannoct-be-updated-by-any
process-from-the-voting-server-or-ihe
veting-terminal-itself:

{oryptography-is-not used-fordatathat | HIGH tmplementeryptographic-protocelsforthe o . '
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P g
to-urautherized-disclosure-or-undetected

A . " el
‘ At . )
likely-to-be-highly-secured.:

Impact:-HIGH
A-alicieus-usercould-intercept-the-data

and-modify-it-or-copy-it-during
rahsmission:

- -yer—-eéér—yp on-(encrypling-modems
using-3DES-er-better-ensryption)-or

SocketsLayer [SSL]-TransportLayer

Individual-ballet-images-n
memeory-ust-be-randemized-te
protect-voter-secresy-

H-individual-ballet-images-in-memory-are
notrandomized-to-protect-voler secrecy;
thep-it-is-possible-to-tie-votes-back-ie
spocific-individuals-and-system

confidentiality may-be-compromised:

Low

implement-a-function-to-randomize-the
write-lgeation-ef-the-individual-ballet
images:
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Likeli} (- LOW

The Jikeli ¥ to that individual
votereserds-could-be-reconstructed-due
{o-the-amount-of collusion-requiredio

exploitthisvulnerabiliby:
Impact: LOW
The i s lowt ) -
44 SBE will ensure that voting
units-be-maintained-such-that the-veting-terminal-from-being-recpened
the-voting-meshanism-cap-not once-the-close-of voting-has-taken-place:
be-reepened-fo-veting-after:-a)
The-manager-eard-is-inserted-in
to-the-card-reader-b)-The
electionjudge’s-PIN-numberis
entered-on-the screep;c)-The
pressed:
45 SBE willes that the The State-of Marvand-has imol tod
Elestion-Management System a-proscessto-ensure that COMAR-is
hall tabulat : 4 i Liof G .y -
totalvotes-castforeach COMAR reguires-tabulation-and
EE"'IE'EE'E EI.“E :E' oFag E‘"l'St ' napsl‘tlng o tlleﬁtetal ,ete’s castioreach
fistricts, ; I de. incts, Jistricts.
countywide:
Election-ManagementSystem Aceuracy Testto-ensure-that COMAR s
hall tabulat | t total ' Cio f b o i .
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vetes-cast-in-each-contest-and and-for-each-contest-and-write-in-voting
write-in-veting-positions- positions:

=47 SBE-will-ensure-that-local M Fhe-LBE-has-implemented-a-public
election-boardsconductas part demeonstrationto-ensurethat COMAR
deseribed-in-COMAR

153 OFFICIAL USE ONLY



SAIC-6099-2003-261
September 2, 2003

Diebold AccuVote-TS Voting System and Processes Risk Assessment.docDiebeld-Acsuete-TS-Voting-System-and ‘
Processes-Risk-Assessment

APPENDIX A: ACRONYMS

The following table contains acronyms used in the AccuVote-TS risk assessment report.

ACRONYM MEANING
ACL Access Control Lists
C&A Certification and Accreditation
C10 Chief Information Officer
COMAR Code of Maryland Regulations
CooOP Continuity of Operations
DES Data Encryption Standard
DoS Denial of Service
DNS Domain Name Server
DR | Disaster Recovery
DRE Direct Recording Equipment
EMS Election Management System
FEC Federal Election Commission
GSS General Support System
IDS Intrusion detection system
1T Information Technology
ITA Independent Testing Authority
LBE Local Board of Elections
NIST National Institute of Standards and Technology
POC Point of Contact
RA Risk Assessment
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ACRONYM MEANING
SAIC Science Applications International Corporation
SBE State Board of IElections
ST&E Security Test and Evaluation
UPS Uninterrupted Power Source
WAN Wide Area Network
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APPENDIX B: SECURITY STATEMENTS FROM THE RUBIN REPORT & STATE OF MARYLAND CONTROLS

The following table is a brief analysis of statements made by Professor Rubin, et al, in their report on the Diebold source code entitled
“Analysis of an Electronic Voting System”, July 23, 2003. In general, SAIC made many of the same observations, when considering
only the source code. While many of the statements made by Mr. Rubin were technically correct, it is clear that Mr. Rubin did not
have a complete understanding of the State of Maryland’s implementation of the AccuVote-TS voting system, and the election process
controls or environment. During this assessment, SAIC had access to system and election documentation, personnel and equipment.
Applying the NIST Risk Assessment methodology to the evaluation of the equipment in its operational environment and the totality of
the management, operational, and technical controls, SAIC reached many different conclusions. Indeed, Professor Rubin states
repeatedly in his paper that he does not know how the system operates in an election and he further identifies the assumptions that he
used to reach his conclusions. In those cases where these assumptions concerning operational or management controls were incorrect,
the resultant conclusions were, unsurprisingly, also incorrect.

2 “The anonymity of a voter’s ballot must be preserved, both | O-18, 0-19, | The anonymity of a voter’s ballot is preserved because the
fo guarantee the voter's safety when voting against a T-43 AccuVote-TS voting system does not use or store personal
malevolent candidate, and to guarantee that voters have information and does not provide an individual paper record
no evidence that proves which candidates received their for each voter, therefore leaving no evidence of a single
votes.” voter's selectlons Ihe—mdw;dea!-ba#ets—hewever—a\ceetered
that system s—PGMGlA—eard they would—be-able to- iie—vates
back-to-individuals:

“The voting system must also be tamper-resistant to thwart | M-4, M-5, The AccuVote-TS voting system only allows a voter to cast

a wide range of attacks, including ballot stuffing by voters | 0-91 their vote one time. After the individual votes, the Voter

and incorrect fallying by insiders.” Access Card is deactivated. In addition, there are physical,
and procedural controls at the polling stations to ensure that
voters are only given access to the DRE one time and to
make sure that they do not vote multiple times. In addition,
when the vote is cast by the voter, the Voter Access Card
automatically ejects making a loud noise and the DRE is
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“A voting system must be comprehensible and usable by
the entire voting population, regardless of age, infirmity, or
disability.”

N/A

This is not a security requirement.

“The only known solution to this problem is to introduce a
“voter-verifiable audit trail.” [DMNWO03]. Most commonly,
this is achieved by adding a printer to the voting terminal.
When the voter finishes selecting candidates, a ballot is
printed on paper and presented fo the voter. If the printed
ballot reflects the voter’s intent, the ballot is saved for
future reference. If not, the ballot is mechanically
destroyed. Using this “Mercuri method,” [Mer00] the tally of
the paper ballots takes precedence over any electronic
fallies. As a result, the correctness of the voting terminal
software no longer matters; either a voting terminal prints
correct ballots or it is taken out of service.”

M-1, M-18,
M-90, O-40

The AccuVote-TS voting system requires that the voter
verify their selections prior to the actual casting of the vote.
This is done via a review screen on the DRE. The
AccuVote-TS voting system does not provide a paper “voter-
verifiable audit trail” specific to individual voters.

Note: A printed paper ballot would still be subject to fraud. A
compromised machine could be programmed to record
votes incorrectly, but provide a correct paper ballot to the
voter. Only in the event of a total recount would this be
discovered. Additionally, the process of hand counting the
millions of votes is time consuming and is prone to error.

“Most notably, voters can easily program their own
smartcards to simulate the behavior of valid smartcards
used in the election.”

M-1, M-5,
M-83, 0-91

Although it is possible for someone to buy and to program
their own smartcard, the attacker would be limited to
changing their party affiliation in the case of a primary (i.e.,
they could see a ballot meant for another party) because the
smartcard only contains party affiliation and access to vote
on the DRE. The combination of logic controls in the DRE
software, the physical controls and the openness of the
voting booths minimize the likelihood of the voter being able
to cast multiple votes without being detected.

“With such homeb(ew cards, a voter can cast multiple
ballots without leaving any trace.”

Although it is possible for someone to buy and to program
their own smartcard, the attacker would be limited to
changing their party affiliation in the case of a primary (i.e.,
they could see a ballot meant for another party) because the
smartcard only contains party affiliation and access to vote
on the DRE. The combination of logic controls in the DRE
software, the physical controls and the openness of the
voting booths minimize the likelihood of the voter being able
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to cast multiple votes without being detected.

“A voter can also perform actions that normally require M-88, O- A voter would need to manufacture a smartcard with
administrative privileges, including viewing partial results 12, O-14, administrator rights to obtain these privileges. Assuming
and terminating the election early.” 0-91, someone could manufacture the card and obtained access
to the DRE, the specific DRE device could be disabled (i.e.,
close election). Such an attack would be detected due to
the physical controls and the openness of the voting booths.
The Disaster Recovery and Incident Management Plan
guide provides procedures for handling a disabled DRE.
“Similar undesirable modifications could be made by M-1, M-13, | The physical controls prevent any single individual from
malevolent poll workers (or even maintenance staff) with M-26, O-37 | having access to the DRE devices prior to the election. The
access fo the voting terminals before the start of an DRE devices are tested at the LBE warehouse, then sealed
election.” with tamper-proof tape prior to shipment to the polling site.
The Election Judges remove the tamper-proof tape the
morning of the election.
“Furthermore, the protocols used when the voting M-18, M- The AccuVote-TS voting system is not using a modem to
terminals communicate with their home base, both to fetch | 41, 0-14 fetch election information. The results of the election
election configuration information and to report final however are transmitted. These transmissions are not
election results, do not use cryptographic techniques to encrypted. SAIC has recommended that these
authenticate the remote end of the connection nor do they transmissions be encrypted and that a 100% verification of
check the integrity of the data in transit.” the transmissions and the PCMCIA cards occur.
“Given that these voling terminals could communicate over | N/A The DRE devices are not connected to a network. The DRE
insecure phone lines or even wireless Internet Accumulator is connected via modem after the election to
connections, even unsophisticated attackers can perform transmit vote totals to the LBE. These transmissions are not
untraceable "man-in-the-middle” attacks.” encrypted and could be intercepted or modified. SAIC has
recommended that these transmissions be encrypted and
that a 100% verification of the transmissions and the
PCMCIA cards occur.
“Cryptography, when used at all, is used incorrectly.” M-41, M- Currently, BES-encryption is only used for the resident
124, T-42 memory on the DRE in accordance with Federal
requirements. Once the DRE is powered down, the resident
memory is erased. SAIC has recommended that encryption
B-3 OFFICIAL USE ONLY
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be employed for the modem transmission of the vote totals.

“In many places where cryptography would seem obvious
and necessary, none is used.”

M-41, M-
124, T-42

Currently, BES-encryption is only used for the resident
memory on the DRE. Once the DRE is powered down, the
memory is erased. SAIC has recommended that encryption
be employed for the modem transmission of the vote totals.

“More generally, we see no evidence of rigorous software
engineering discipline. Comments in the code and the
revision change logs indicate the engineers were aware of
areas in the system that needed improvement, though
these comments only address specific problems with the
code and not with the design itself.”

M-102, O-
72,7-6

The scope of the risk assessment did not include a review of
Diebold's software engineering practices. SAIC’s review of
the source code also noted similar comments. It should be
noted that since the publication of the Rubin report, Diebold
has developed, documented, and implemented a change
control process, which has been delivered to the SBE.

“We also saw no evidence of any change control process
that might restrict a developer’s ability to insert arbitrary
patches to the code.”

M-102, O-
72, T-6

- SBE and LBE's Logic & Accuracy tests verify that votes are

The scope of the risk assessment did not include a review of
Diebold’s software engineering practices. It should be noted
that since the pubilication of the Rubin report, Diebold has
developed, documented, and implemented a change control
process, which has been delivered to the SBE.

recorded accurately prior to the use of the DRE for any
election. SAIC has also recommended that SBE enhance
the controls for certifying that the implemented source code
is the same version as that certified by the ITA, and to
expand their testing to include testing for time-oriented
exploits (e.g., trojans). This may be accomplished by
changing the machine date and time to correspond to that of
the election during testing.

‘Absent such processes, a malevolent developer could
easily make changes to the code that would create
vulnerabilities to be later exploited on Election Day.”

M-10, O-
72, T6

The scope of the risk assessment did not include a review of
Diebold's software engineering practices. It should be noted
that since the publication of the Rubin report, Diebold has
developed, documented, and implemented a change control
process, which has been delivered to the SBE.

SBE and LBE’s Logic & Accuracy tests verify that votes are
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recorded accurately prior to the use of the DRE for any
election. We have also recommended that SBE enhance the
controls for certifying that the implemented source code is
the same version as that certified by the ITA and to expand
their testing to include testing for time-oriented exploits (e.g.,
trojans). This may be accomplished by changing the
machine date and time to correspond to that of the election
during testing.

4 “We also note that the software is written entirely in C++. M-1, M-5, The scope of the risk assessment did not include a review of
When programming in an unsafe language like C++, 0-34 Diebold's software engineering practices or an evaluation of
programmers must exercise tight discipline to prevent their which software language may be more secure. Our review
programs from being vulnerable to buffer overflow attacks did note vulnerabilities that point to software inconsistencies
and other weaknesses.” and problems.

SBE and LBE’s Logic & Accuracy tests verify that votes are
recorded accurately prior to the use of the DRE for any
election. We have also recommended that SBE enhance the
controls for certifying that the implemented source code is
the same version as that certified by the ITA and to expand
their testing to include testing for time-oriented exploits (e.g.,
trojans). This may be accomplished by changing the
machine date and time to correspond to that of the election
during testing.

4 “Indeed, buffer overflows caused real problems for N/A It is true that this system is not configured to defend against
AccuVote-TS systems in real elections.” (Note: This buffer overflow attacks. As the DRE has no network
reference has nothing to do with buffer overflows) connections, an attacker is not provided a means to exploit

this vulnerability.

4 “Although the Diebold code is designed to run on a DRE N/A This is not a security. requirement.
device (an example of which is shown in Figure 1), one
can run it on a regular Microsoft Windows computer
(during our experiments we compiled and ran the code on
a Windows 2000 PC).”
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“In the following we describe the process for setting up and | N/A This is not a security requirement, but it does give insight
running an election using the Diebold system. Although we into the methodology used by the Rubin team in the drafting
know exactly how the code works from our analysis, we the report.
must still make some assumptions about the external
processes at election sites. In all such cases, our
assumptions are based on the way the Diebold code
works, and we believe that our assumptions are
reasonable. There may, however, be additional
administrative procedures in place that are not indicated
by the source code.”
“In common usage, we believe the voting terminals will be | M-7, M-10, | This assumption is invalid. The voting terminals are
distributed without a ballot definition pre-installed.” 0-8 distributed with the state approved ballot information loaded.
“We do not know exactly how the voter gets his voter card. | O-103 This assumption is invalid. The Voter Access Cards are
It could be sent in the mail with information about where to distributed at the polling site after the voter is vetted, and
vote, or it could be given out at the voting site on the day retrieved from the voter after the voter has cast their vote.
of the election. To understand the voting software itself,
however, we do not need to know what process is used to
distribute the cards to voters.”
“As we have only analyzed the code for the Diebold voting | M-1, M-5, SBE and LBEs have numerous checks and balances to
terminal, we do not know exactly how the back-end server | O-16, O-91 | ensure that the votes entered on the DRE devices are
tabulates the final results it gathers from the individual accurately reported. There are checks at the polling site,
terminals. Obviously, it collects all the votes from the the LBE HQ and SBE. SAIC has recommended that the
| various voting terminals. We are unable to verify that there checks and balances be augmented to include a 100%
are checks to ensure, for example, that there are no more verification of the vote transmissions to the PCMCIA cards.
votes collected than people who are registered at or have
entered any given polling location.”
“Upon reviewing the Diebold code, we observed that the NA That is correct, the smartcards perform no cryptographic
smartcards do not perform any cryptographic operations.” functions. The smartcards also do not contain any sensitive
or personal information. The smartcards contain party
affiliation (in the case of a primary election).and access to
vote on the DRE.
B-6 OFFICIAL USE ONLY
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“For example, authentication of the terminal to the
smaricard is done ‘the old-fashioned way:” the terminal
sends a clear text (i.e., unencrypted) 8-byte password to
the card and, if the password is correct, the card believes
that it is talking fo a legitimate voting terminal.
Unfortunately, this method of authentication is insecure: an
attacker can easily learn the 8-byte password used to
authenticate the terminal to the card (see Section 3.3), and
thereby communicate with a legitimate smartcard using his
own smartcard reader.”

The privacy of the voting booth is limited. The AccuVote
voting booth provides privacy only for the touch screen and
the voter's selections. The action of trying to attach a card
reader to the voting terminal would be easily visible to any of
the many election officials. In addition, the vetting process
limits access to DRE devices to eligible voters.

“Furthermore, there is no authentication of the smartcard
fo the device. This means that nothing prevents an
attacker from using his own homebrew smartcard in a
voting terminal.” :

M-5, M-83,
0-12, O-
15, O-36,
0-92

Although it is possible for someone to buy and to program
their own smartcard, the attacker would be limited to
changing their party affiliation in the case of a primary (i.e.,.
they could see a ballot meant for another party) because the
smartcard only contains party affiliation and access to vote
on the DRE. The combination of logic controls in the DRE
software, the physical controls and the openness of the
voting booths minimize the likelihood of the voter being able
to cast multiple votes without being detected.

“An attacker who knows the protocol spoken by the voting
terminal to the legitimate smartcard could easily implement
a homebrew card that speaks the same protocol.”

M-5, M-83,
0-12, O-
15, O-36,
0-91, O-
92,

Although it is possible for someone to buy and to program
their own smartcard, the attacker would be limited to
changing their party affiliation in the case of a primary (i.e.,
they could see a ballot meant for another party) because the
smartcard only contains party affiliation and access to vote
on the DRE. The combination of logic controls in the DRE
software, the physical controls and the openness of the
voting booths minimize the likelihood of the voter being able
to cast multiple votes without being detected.

“Even if the altacker does not a priori know the protocol,
an attacker could easily learn enough about the protocol to
create new voter cards by attaching a “wiretap” device
between the voting terminal and a Jegitimate smartcard
and observing the communicated messages.”

M-5, M-83,
0-12, O-
15, O-36,
0-92

The privacy of the voting booth is limited. The AccuVote
voting booth provides privacy only for the touch screen and
the voter's selections. The action of trying to attach a card
reader to the voting terminal would be easily visible to any of
the many election officials. In addition, the vetting process
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limits access to DRE devices to eligible voters.

9 “The parts for building such a device are readily available M-5, O-12, | The privacy of the voting booth is limited. The AccuVote
and, given the privacy of voting booths, might be unlikely 0-36 voting booth provides privacy only for the touch screen and
to be noticed by poll workers. An attacker might not even the voter's selections. The action of trying to attach a card
need to use a wiretap to see the protocol in use.” reader to the voting terminal would be easily visible to any of

the many election officials.

9 “Likewise, the important data on the legitimate voting card | M-5, O-91 The privacy of the voting booth is limited. If one pictures the
is stored as a file (named 0x3D40 — smartcard files have old, curtained voting booths of the past, this could be
numbers instead of textual file name) that can be easily possible. The AccuVote voting booth provides privacy only
read by a portable smartcard reader. Again, given the for the touch screen and the voter's selections. The action of
privacy of voting booths, an attacker using such a card trying to attach a card reader to the voting terminal would be
reader would be unlikely to be noticed. Given the ease easily visible to any of the many election officials.
with which an attacker can interact with legitimate
smartcards, plus the weak password-based authentication
scheme (see Section 3.3), an attacker could quickly gain
enough insight to create homebrew voting cards, perhaps
quickly enough to be able to use such homebrew cards
during the same election day.”

9 “The only impediment to the mass production of homebrew | M-16, M- Although it is possible for someone to buy and to program
smartcards is that each voting terminal will make sure that | 17, M-32, their own smartcard, the attacker would be limited to
the smartcard has encoded in it the correct 0-4, 0-12, | changing their party affiliation in the case of a primary (i.e.,
m_ElectionKey, m_VCenter, and m_DLVersion (see 0-14 they couid see a ballot meant for another party) because the
DoVote() in BallotStation/Vote.cpp). The m_ElectionKey smartcard only contains party affiliation and access to vote
and m_DL Version are likely the same for all locations and, on the DRE. The combination of logic controls in the DRE
furthermore, for backward-compatibility purposes it is software, the physical controls and the openness of the
possible to use a card with m_ElectionKey and voting booths minimize the likelihood of the voter being able
m_DlI Version undefined. The m_VCenter value could be to cast multiple votes without being detected.
learned on a per-location-basis by interacting with
‘legitimate smartcards, from an insider, or from inferences
based on the m_VCenter values observed at other polling
locations.”

10 “Since an adversary can make perfectly valid smartcards, | M-83, 112, | The privacy of the voting booth is limited. The AccuVote
the adversary could bring a stack of active cards to the M-113, O- | voting booth provides privacy only for the touch screen and
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vote multiple times.”

ctions. The action of trying to run numerous
smartcards through the voting terminal wouid be easily
visible to any of the many eiection officials. In addition, the
voting machine makes a loud noise and ejects the
smartcard after each vote is cast.

10

"More simply, instead of bringing multiple cards to the
voting booth, the adversary could program a smartcard to
ignore the voting terminal’s deactivation command. Such
an adversary could use one card to vote multiple times.”

M-83, M-
88, M-113,
0-91

The privacy of the voting booth is limited. The AccuVote
voting booth provides privacy only for the touch screen and
the voter’s selections. The action of trying to cast muitiple
votes would be easily visible to any of the many election
officials. Additionally, there are procedures to ensure that
only the correct number of votes have been cast on each
DRE. Each polling site checks the number of Voter
Authority Cards signed, to the register, then to the total
votes cast on DREs.

10

“Will the adversary’s multiple-votes be detected by the
voting system? To answer this question, we must first
consider what information is encoded on the voter cards
on a per-voter basis. The only per-voter information is a
“voter serial number” (m_VoterSN in the CVoterinfo class).
Because of the way the Diebold system works,
m_VoterSN is only recorded by the voting terminal if the
voter decides not to place a vote (as noted in the
comments in TSElection/Results.cpp, this field is recorded
for uncounted votes for backward compatibility reasons). It
is important to note that if a voter decides to cancel his or
her vote, the voter will have the opportunity to vote again
using that same card (and, after the vote has been cast,
m_VoterSN will not be recorded).”

M-9, M-
132, M-
136, M-142

There are procedures to ensure that only the correct number
of votes have been cast on each DRE. Each polling site
checks the number of Voter Authority Cards signed, to the
register, then to the total votes cast on DREs.

10

“Can the back-end tabulation system detect multiple-vote
casting? If we assume the number of collected votes
becomes greater than the number of people who showed
up to vote, and if the polling locations keep accurate
counts of the number of people who show up to vote, then
the back-end system, if designed properly, should be able

M-9, M-
132, M-
136, M-
142, O-91

As noted, Mr. Rubin did not look at the backend tabulating
system. SBE and LBE have numerous checks and
balances to ensure that the votes entered on the DRE
devices are accurately reported. There are checks at the
polling site, the LBE HQ and SBE. SAIC has recommended
that the checks and balances be augmented to include a
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to detect the existence of counterfeit votes. However,
because m_VoterSN is only stored for those who did not
vote, there will be no way for the tabulating system to
count the true number of voters or distinguish the real
votes from the counterfeit votes. This would cast serious
doubt on the validity of the election results. We point out,
however, that we only analyzed the voting terminal’s code;
we do not know whether such checks are performed in the
actual back-end tabulating system.”
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100% verification of the vote transmissions to the PCMCIA
cards.

10

“Just as an adversary can manufacture his or her own
voter cards, an adversary can manufacture his or her own
administrator and ender cards (administrator cards have
an easily-circumventable PIN, which we will discuss in
Section 3.2). This attack is easiest if the attacker has
knowledge of the Diebold code or can interact with a
legitimate administrator or ender card.”

M-83, O-4,
0-12

Assuming someone could manufacture the card and
obtained access to the DRE, the specific DRE device could
be disabled (i.e., close election). Such an attack would be
detected due to the physical controls and the openness of
the voting booths. The Disaster Recovery and Incident
Management Plan guide provides procedures for handling a
disabled DRE.

10

“Using a homebrew administrator card, a poll worker, who
might not otherwise have access to the administrator
functions of the Diebold system but who does have access
fo the voting machines before and after the elections,
could gain access to the administrator controls. If a
malicious voter entered an administrator or ender card into
the voting device instead of the normal voter card, then the
voter would be 10 able to terminate the election and, if the
card is an administrator card, gain access to additional
administrative controls.”

-

M-
O-
0]

M-13,
0-12,
, O-17

- A
_h'- -

Assuming someone could manufacture the card and
obtained access to the DRE, the specific DRE device could
be disabled (i.e., close election). Such an attack wouid be
detected due to the physical controls and the openness of
the voting booths. The Disaster Recovery and Incident
Management Plan guide provides procedures for handling a
disabled DRE.

11

“The use of administrator or ender cards prior to the
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M-1, M-5,
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Assuming someone could manufacture the card and
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P g
denial-of-service attack. Once “ended,” the voting terminal

will no longer accept new voters (see
CVoteDig::OnCardin()) until the terminal is somehow
reset. Such an attack, if mounted simultaneously by
multiple people, could shut down a polling place. If a
polling place is in a precinct considered to favor one
candidate over another, attacking that specific polling
place could benefit the less-favored candidate. Even if the
poll workers were later able to resurrect the systems, the
attack might succeed in deterring a large number of
potential voters from voting (e.g., if the attack was
performed over the lunch hour). If such an attack was
mounted, one might think the attackers would be identified
and caught. We note that many governmental entities do
not require identification to be presented by a voter,
instead allowing for “provisional” ballots to be cast. By the
time the poll workers realize that one of their voting
terminals has been disabled, the perpetrator may have
long-since left the scene.”

88, M-91,
M-113, O-
4,0-14, O-
22

ined access to the DRE, evice cou
be disabled (i.e., close election). Such an attack would be
detected due to the physical controls and the openness of
the voting booths. The Disaster Recovery and Incident
Management Plan guide provides procedures for handling a
disabled DRE.

If as suggested, multiple individuals mounted a
simultaneous attack at a polling site, with forged
administrator cards, and closed the DRE devices, and we
assume that they all successfully got away, the Election
Judges still could immediately reopen the DRE devices.
The Disaster Recovery and Incident Management Plan
guide provides procedures for handling a disabled DRE.

11

“Upon looking more closely at this administrator
authentication process, however, we see that there is a
flaw with the way the PINs are verified. When the terminal
and the smartcard first begin communicating, the PIN
value stored on the card is sent in cleartext from the card
to the voting terminal. Then, when the user enters the PIN
into the terminal, it is compared with the PIN that the
smartcard sent (CPinDIg::OnOK()). If these values are
equal, the system accepts the PIN. Herein lies the flaw
with this design: any person with a smartcard reader can
easily extract the PIN from an administrator card. The
adversary doesn’t even need to fully understand the
protocol between the terminal and the device: if the
response from the card is n bytes long, the attacker who
correctly guesses that the PIN is sent in the clear would
only have to try nj3 possible PINs, rather than 10,000. This

Assuming someone could manufacture the card and
obtained access to the DRE or obtained.a valid
administrator's card and PIN combinations, the specific DRE
device could be disabled (i.e., close election). Such an
attack would be detected due to the physical controls and
the openness of the voting booths. The Disaster Recovery
and Incident Management Plan guide provides procedures
for handling a disabled DRE. Additionally the privacy of the
voting booth is limited. The AccuVote voting booth provides
privacy only for the touch screen and the voter's selections.
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means that the PINs are easily circumventable. Of course,
if the adversary knows the protocol between the card and
the device, an adversary could just make his own
administrator card, using any desired PIN (Section 3.1.2).”

12 “There are several issues with the above code. First, hard- | M-111 Hard-coding of passwords is not consistent with best
coding passwords in C++ files is generally a poor design security practice. We have recommended that the hard-
choice. We will discuss coding practices in more detail in coded passwords be removed and changed.

Section 6, but we summarize some issues here. Hard-
coding passwords into C++ files suggests a lack of key
and password management.”

12 “Furthermore, even if the developers assumed that the M-1, M-5, This assumption is invalid assumption. The software is not
passwords would be manually changed and the software M-111 recompiled on a per-election basis. In addition, only source
recompiled on a per-election basis, it would be very easy code certified by the ITA is loaded on the devices.
for someone to forget to change the constants in
VoterCard/CLXSmartCard.cpp. (Recompiling on a per- SBE and LBE’s Logic & Accuracy tests verify that votes are
election basis may also be a concern, since good software recorded accurately. SAIC has recommended that SBE
engineering practices would dictate additional testing and enhance the controls for certifying that the implemented
certification if the code were to be recompiled for each source code is the same verison as that certified by the ITA
election.)” and to expand their testing to include testing for time-

oriented exploits (e.g., trojans). This may be accomplished
by changing the machine date and time to correspond to
that of the election during testing.

12 “The above issues would only be a concern if the M-1, M-5, The smartcard allows the voter to enter a vote, but the user
authentication method were otherwise secure. M-95, M- is authenticated during the vetting process, (i.e., the control
Unfortunately, it is not. Since the password is sent in the 111, M- over who gets to vote is not controlled by the smartcard, but
clear from the terminal to the card, an attacker who putsa | 112, 0-12, | by the vetting procedures). Once again the privacy of the
fake card into the terminal and records the command from | O-35 voting booth is limited. The AccuVote voting booth provides
the terminal will be able to learn the password (and file privacy only for the touch screen and the voter’s selections.
name) and then re-use that password with real cards. An The action of trying to cast multiple votes would be easily
adversary with knowledge of this password could then visible to any of the many election officials. In addition, the
create counterfeit voting cards. As we have already voting machine makes a loud noise and ejects the
discussed (see Section 3.1.1), this can allow the adversary smartcard after each vote is cast.
to cast multiple votes, among other attacks. Hence, the
authentication of the voting terminal to the smartcards is
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insecure.

12

“Furthermore, note the control flow in the above code-
snippet. If the password chosen by the designers of the
system (“\XED\xOA\XED\x0A\XED\xOA\xED\x0A”) does not
work, then CCLXSmartCard::

Open() uses the smartcard manufacturer’s default
password of “ix00\x01\x02\x03\x04\x05\x06\x07.”

One issue with this is that it implies that sometimes the
system is used with un-initialized smartcards. This means
that an atfacker might not even need to figure out the
system’s password in order to be able to authenticate to
the cards.”

M-83, M-86

The smartcard allows the voter to enter vote, but the user is
authenticated during the vetting process, (i.e., the control
over who gets to vote is not controlled by the smartcard, but
by the vetting procedures). In addition, once again the
privacy of the voting booth is limited. The AccuVote voting
booth provides privacy only for the touch screen and the
voter’s selections. The action of trying to cast multiple votes
would be easily visible to any of the many election officials.
In addition, the voting machine makes a loud noise and
ejects the smartcard after each vote is cast.

12

“As we noted in Section 3.1, some smartcards allow a user
fo get a listing of all the files on a card. If the system uses
such a card and also uses the manufacturer’s default
password of \x00\x01\x02\x03\x04\x05\x06\x07, then an
attacker, even without any knowledge of the source code
and without the ability to intercept the connection between
a legitimate card and a voting terminal, but with access to
a legitimate voter card, will still be able to learn enough
about the smartcards to be able to create counterfeit voter
cards.”

M-83, M-88

The smartcard allows the voter to enter vote, but the user is
authenticated during the vetting process, (i.e., the control
over who gets to vote is not controlled by the smartcard, but
by the vetting procedures). Once again the privacy of the
voting booth is limited. The AccuVote voting booth provides
privacy only for the touch screen and the voter’s selections.
The action of trying to cast multiple votes would be easily
visible to any of the many election officials. In addition, the
voting machine makes a loud noise and ejects the
smartcard after each vote is cast.

13

“Unfortunately, under Windows CE, which we believe is
used in commercial Diebold voting terminals, the existence
of the removable storage device is not enforced properly.”

M-5

The PCMCIA cards are locked into the DRE device. The
key is controlled by the Chief Judges. Additionally, we have
recommended that the State further secure this locked
compartment using tamper-proof tape during the actual
election

13

“Unlike other versions of Windows, removable storage
cards are mounted as subdirectories under CE. When the
voting software wants to know if a storage card is inserted,
it simply checks to see if the Storage Card subdirectory

M-83, M-
112, M-113

Pre-election Logic and Accuracy testing checks both the
main storage area, and the removable memory.
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exists in the filesystem’s root directory. While this is the
default name for a mounted storage device, it is also a
perfectly legitimate directory name for a directory in the
main storage area. Thus, if such a directory exists, the
terminal can be fooled into using the same storage device
for all of the data. This would reduce the amount of
redundancy in the voting system and would increase the
chances that a hardware fault could cause recorded votes
to be lost.”

13 “The majority of the system configuration information for M-83, M- Exploitation of this vuinerability requires access to the
each terminal is stored in the Windows registry under 112, M- system registry. Since the DRE is not connected to a
HKEY_LOCAL_MACHINE\Software\GlobalElectionSystem | 113, M- network, an attacker’'s access to the registry is limited by
s\AccuVote-TS4 . This includes both identification 120, O-12, | procedural and physical barriers.
information such as the terminal’s serial number and more | O-17, 0-35
traditional configuration information such as the COM port
that the smartcard reader is attached to. All of the
configuration information is stored in the clear, without any
form of integrity protection. Thus, all an adversary must do
is modify the system registry to trick a given voting
terminal into effectively impersonating any other voting
terminal.”

13 “It is unclear how the tallying authority would deal with M-1, M-5 Prior to each election, the GEMS server assigns a unique
results from two different voting terminals with the same number to each PCMCIA card as part of the ballot loading
voting ID — at the very least human intervention to resolve process. When the results are read from the PCMCIA cards
the conflict would probably be required.” at the conclusion of the election, the GEMS server uses this

unique number to validate acceptance of the data. If two of
these numbers are identical, the election officials would
investigate using established procedures.

13 “The Federal Election Commission draft standard requires | M-121, M- | This exploit requires access to the system. Since the
each terminal to keep track of the total number of votes 167, O-7, system is not connected to a network, physical access is
that have ever been cast on it — the “Protective Counter.” | O-96, T-11 | required. The privacy of the voting booth is limited. The
This counter is used to provide yet another method for AccuVote voting booth provides privacy only for the touch
ensuring that the number of votes cast on each terminal is screen and the voter’s selections. The action of trying to
correct. However, as the following code from connect devices to the system would be easily visible to any
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Utilities/machine.cpp shows, the counter is simply stored
as an integer in the file system.bin in the terminal’s system
directory (error handling code has been removed for
clarity):

long GetProtectedCounter()

{

DWORD protectedCounter = 0;
CString filename = ::GetSysDir();
filename += _T{("system.bin");
CFile file;

file.Open(filename, CFile::modeRead | CFile::modeCreate
|

CFile::modeNoTruncate);
file.Read(&protectedCounter, sizeof(protectedCounter));

file.Close();

return protectedCounter;

}

By modifying this counter, an adversary could cast doubt
on an election by creating a discrepancy between the
number of voles cast on a given terminal and the number
of votes that are fallied in the election. While the current
method of implementing the counter is totally insecure,
even a cryptographic checksum would not be enough to

of the many election officials. Other physical and procedural
controls are effective in preventing access to the system
prior to, or after an election.
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and view the counter would still be able to roll it back to a
previous state. In fact, the only solution that would work
would be to implement the protective counter in a tamper-
resistant hardware token, requiring modifications to the
physical voting terminal hardware.”

14 “The “ballot definition” for each election contains M-7, M-8, As stated, this assumption requires access to the system.
everything from the background color of the screen to the M-10, O-14 | Since the system is not connected to a network, physical
PPP username and password to use when reporting the access is required. The privacy of the voting booth is
results. This data is not encrypted or check summed limited. The AccuVote voting booth provides privacy only for
(cryptographically or otherwise) and so can be easily the touch screen and the voter’s selections. The action of
modified by any attacker with physical access to the file.” trying to connect devices to the DRE would be easily visible

to any of the many election officials.

14 “By simply changing the order of the candidates as they M-7, M-8, This exploit requires access to the system. Since the
appear in the ballot definition, the results file will change 0-3, 0-1 system is not connected to a network, physical access is
accordingly. However, the candidate information itself is required. The privacy of the voting booth is limited. The
not stored in the results file. The file merely tracks that AccuVote voting booth provides privacy only for the touch
candidate 1 got so many votes and candidate 2 got so screen and the voter’s selections. The action of trying to
many other votes. If an attacker reordered the candidates connect devices to the system would be easily visible to any
on the ballot definition, voters would unwittingly cast their of the many election officials. In addition, the ballot is on
ballots for the wrong candidate. As with denial-of-service the PCMCIA card, which is locked in the DRE device.
attacks (see Section 3.1.2), ballot reordering attacks would
be particularly effective in polling locations known to be Note: SBE uses a public FTE site to distribute ballot
heavily partisan.” information. While there are many checks at the LBE of the

ballot, SAIC has recommended that SBE implement a
secure method to transfer the ballot.

14 “Even without modifying the ballot definition, an attacker M-5; M-14, | The LBE GEMS server (i.e., backend server) is not
can gain almost enough information to impersonate the M-39, 0-23 | connected to a network. The LBE GEMS server checks for
voting terminal to the back-end server. The terminal’s PCMCIA cards from the modem transmissions. This error
voting center ID, PPP dial-in number, username, password checking accounts both for card validity (i.e. that the card
and the IP address of the back-end server are all available was issued and is not a duplicate) and ensures that all
in the clear (these are parsed into a CElectionHeaderltem issued cards are reported.
in TSElectiomTSElectionObj.cpp). Assuming an attacker is
able to guess or create a voting terminal ID, he would be SAIC has recommended that the modem transmissions be
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able to transmit fraudulent vote reports to the backend encrypted and that the LBE perform a 100% verification of
server by dialing in from his own computer. While both the the vote transmissions to PCMCIA cards.

paper trail and data stored on legitimate terminals could be

used to compensate for this attack after the fact, it could,

at the very least, delay the election results.”

14 “(The PPP number, username, password, and IP address | M-83, M- Ballots are public knowledge. After the ballot is created at
of the back-end server are also stored in the registry 89, M-91 SBE, the LBE performs the Logic and Accuracy tests to
HKEY_LOCAL_MACHINE\Software\GlobalElectionSystem ensure validity and correctness.
s\AccuVote-TS4\ TransferParams. Since the ballot
definition may be transported on portable memory cards or
floppy disks, the ballot definition may perhaps be easier to
obtain from this distribution media rather than from the
voting terminal’s internal data storage.)”

14 “We will return to some of these points in Section 5.1, M-83, M-91 | Madification of the ballot requires access to the PCMCIA
where we show that modifying and viewing ballot definition cards since the DRE devices are not connected to a
files does not always require physical access to the network.
terminals on which they are stored.”

15 “Unlike the other data stored on the voting terminal, both M-41, M- Currently, DES-encryption is only used for the resident DRE
the vote records and the audit logs are encrypted and 124 memory. Once the DRE is powered down, the memory is
check summed before being written to the storage device. erased. Note, we have recommended that encryption be
Unfortunately, neither the encrypting nor the check employed for the modem transmission of the vote totals.
summing is done securely.

The DRE devices are not connected to a network and
All of the data on a storage device is encrypted using a physical access would be required to get to the data. The
single, hard-coded DES [NBS77] key: privacy of the voting booth is limited. The AccuVote voting
booth provides privacy only for the touch screen and the
#define DESKEY ((des_key*)"F2654hD4")” voter's selections. The action of trying to connect devices to
the system would be easily visible to any of the many
election officials.

15 “Note that this value is not a hex representation of a key. M-1, M-5, Currently, DES-encryption is only used for the resident DRE
Instead, the bytes in the string “F2654hD4” are fed directly | M-111 memory. Once the DRE is powered down, the memory is
into the DES key scheduler. If the same binary is used on erased. Note, we have recommended that encryption be
every voting terminal, an attacker with access to the employed for the modem transmission of the vote totals.
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source code, or even to a single binary image, could learn
the key, and thus read and modify voting and auditing
records.”

employed for the modem transmission of the vote totals.

The DRE devices are not connected to a network and
physical access would be required to get to the data. The
privacy of the voting booth is limited. The AccuVote voting
booth provides privacy only for the touch screen and the
voter's selections. The action of trying to connect devices to
the system would be easily visible to any of the many
election officials.

“Even if proper key management were to be implemented,

M-41, M-

15 We found no evidence that data was encrypted. However,
many problems would still remain. First, DES keys can be | 124 the devices are not connected to a network and physical
recovered by brute force in a very short time period [Gil98]. access would be required to get to the data. The privacy of
DES should be replaced with either triple-DES [Sch96] or, the voting booth is limited. The AccuVote voting booth
preferably, AES [DJ02].” provides privacy only for the touch screen and the voter's

selections. The action of trying to connect devices to the
system would be easily visible.to any of the many election
officials.

15 “Second, DES is being used in CBC mode which requires | M-41, M- Currently, BES-encryption is only used for the resident DRE
an initialization vector to ensure its security. The 124, memory. Once the DRE is powered down, the memory is
implementation here always uses zero for its IV. This is erased. Note, we have recommended that encryption be
illustrated by the call to DesCBCEncrypt in employed for the modem transmission of the vote totals.
TSElection/RecordFile.cpp;

The DRE devices are not connected to a network and
since the second to last argument is NULL, physical access would be required to get to the data. The
DesCBCEncrypt will use the all-zero IV. privacy of the voting booth is limited. The AccuVote voting
booth provides privacy only for the touch screen and the
DesCBCEncrypt((des_c_block*)tmp, voter's selections. The action of trying to connect devices to
(des_c_block*jrecord.m_Data, totalSize, the system would be easily visible to any of the many
election officials.
DESKEY, NULL, DES ENCRYPT);
This allows an attacker to mount a variety of cryptanalytic
attacks on the data.”
B-18 OFFICIAL USE ONLY
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15

“Before being encrypted, a 16-bit cyclic redundancy check
(CRC) of the plaintext data is computed. This CRC is then
stored along with the ciphertext in the file and verified
whenever the data is decrypted and read. This process in
handled by the ReadRecord and WriteRecord functions in
TSElection/ RecordFile.cpp. Since the CRC is an unkeyed,
public function, it does not provide any real integrity for the
data. In fact, by storing it in an unencrypted form, the
purpose of encrypting the data in the first place (leaking no
information about the contents of the plaintext) is
undermined. A much more secure design would be to first
encrypt the data to be stored and then to compute a keyed
cryptographic checksum (such as HMAC-SHA1 [BCK96])
of the ciphertext. This cryptographic checksum could then
be used to detect any tampering with the plaintexts. Note
also that each entry has a timestamp, which will prevent
the re-ordering, though not deletion, of records. Each entry
in a plaintext audit log is simply a time stamped,
informational text string. At the time that the logging
occurs, the log can also be printed to an attached printer. If
the printer is unplugged, off, or malfunctioning, however,
no record will be stored elsewhere fo indicate that the

| failure occurred. The following code from

TSElection/Audit.cpp demonstrates that the designers
failed fo consider these issues:

if (m_Print && print) {

CPrinter printer;

// If failed to open printer then just return.
CString name = ::GetPrinterPort();

if (name.Find(_T("\")) = -1)

M-41, M-
124

Currently, BES-encryption is only used for the resident DRE
memory. Once the DRE is powered down, the memory is
erased. Note, we have recommended that encryption be
employed for the modem transmission of the vote totals.

The DRE devices are not connected to a network and
physical access would be required to get to the data. The
privacy of the voting booth is limited. The AccuVote voting
booth provides privacy only for the touch screen and the
voter’s selections. The action of trying to connect devices to
the system would be easily visible to any of the many
election officials.
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name = GetParentDir(name) + _T("audit.log");

if (!printer.Open(name, ::GetPrintReverse(), FALSE))
::TSMessageBox(_T("Failed to open printer for logging"));
}else{

15

Do the printing: : 3}

If the cable attaching the printer to the terminal is exposed,
an attacker could create discrepancies between the

printed log and the log stored on the terminal by
unplugging the printer (or, by simply cutting the cable).”

16 “An attacker’s most likely target will be the voting records, | M-1, M-5, The devices are not connected to a network and physical
themselves. Each voter’s votes are stored as a bit array M-14, O- access would be required to get to the data. The privacy of
based on the ordering in the ballot definition file along with | 12, O-14 the voting booth is limited. The AccuVote voting booth
other information such as the precinct the voter was in, provides privacy only for the touch screen and the voter's
although no information that can be linked to a voter’s selections. The action of trying to connect devices to the
identily is included. If the voter has chosen a write-in system would be easily visible to any of the many election
candidate, this information is also included as an ASCI| officials. Additionally, in the State of Maryland
string. An attacker given access to this file would be able implementation, the total votes recorded on the DRE is
fo generate as many fake votes as he or she pleased, and reconciled with the number of votes cast on the DRE using
such votes would be indistinguishable from the frue votes the paper Voter Authority Card that is placed into the Voter
-cast on the terminal.” Authority Card envelope, attached to the DRE voting

terminal by the election official.

16 “While the voter's identity is not stored with the votes, each | T-43 The anonymity of a voter’s ballot is preserved because the
vote is given a serial number. These serial numbers are AccuVote-TS voting system does not use or store personal
generated by a linear congruential random number information and does not provide an individual paper record
generator (LCG), seeded with static information about the for each voter, therefore leaving no evidence of a single
election and voting terminal. No dynamic information, such voter’s selections. The individual ballots however, are stored
as the current time, is used. sequentially. If someone kept track of all of the individuals
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// LCG - Linear Conguential Generator - used to generate
ballot serial numbers

// A psuedo-random-sequence generator

// (per Applied Cryptography, by Bruce Schneier, Wiley,
1996)

#define LCG_MULTIPLIER 1366
#define LCG_INCREMENTOR 150889
#define LCG_PERIOD 714025

static inline int lcgGenerator(int IastSN)

{

return ::mod(((lastSN * LCG_MULTIPLIER) +
LCG_INCREMENTOR), LCG_PERIOD);

}

While the code’s authors apparently decided to use an
LCG because it appeared in Applied Cryptography[Sch96],
LCG's are far from secure. However, attacking this random
number generator is unnecessary for determining the
order in which votes were cast: each vote is written to the
file sequentially. Thus, if an aftacker is able to determine
the order in which voters cast their ballots, the results file
has a nice list, in the order in which voters used the
terminal. A malevolent poll worker, for example, could
surreptitiously track the order in which voters use the
voting terminals. Later, in collaboration with other attackers
who might intercept the poorly encrypted voting records,
the exact voting record of each voter could be

who voted on a particular and then was able to obtain
the PCMCIA card, they would be able to tie votes back to
individuals. However this would require collusion between
multiple individuals.
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reconstructed.

16 “Physical access to the voting results may not even be 0-23, 0-24 | Voting records are not transmitted via the Internet in the
necessary to acquire the voting records, if they are State of Maryland implementation.
transmitted across the Internet.”

17 “We first note that it is possible for an adversary to tamper | M-7, M-89, | LBEs do load ballots and a malicious worker could tamper
with the voting terminals’ ballot definition file (election.edb). | O-7, O-14 | with this process. Each LBE has policies and procedures in
If the voting terminals load the ballot definition from a place, such as a two-person rule, to limit any single
floppy or removable storage card, then an adversary, such individuals access to voting terminals. The Logic and
as a poll worker, could tamper with the contents of the Accuracy testing preformed prior to the election, would
floppy before inserting it into the voting terminal.” uncover any falsified ballots.

17 “On a potentially much larger scale, if the voting terminals | M-7, M-8, DRE devices are distributed with the approved ballots
download the ballot definition from the Internet, then an 0-2 loaded and locked into the machine. The machines are
adversary could tamper with the ballot definition file en- sealed with tamper-proof tape prior to shipment to the
route from the back-end server to the voting terminal. With polling site. The Election Judges remove the tamper-proof
respect to the latter, we point out that the adversary need tape the morning of the election.
not be an election insider; the adversary could, for
example, be someone working at the local ISP.”

17 “If a wireless network is used, anybody within radio range | 0-23, O-24 | Wireless networking is not used.
becomes a potential adversary. With high-gain antennas,
the adversary can be sufficiently distant to have little risk of
detection. If the adversary knows the structure of the ballot
definition, then the adversary can intercept and modify the
ballot definition while it is being transmitted. Even if the
adversary does not know the precise structure of the ballot
definition, many of the fields inside are easy to identify and
change, including the candidates’ names, which appear as
plain ASCII text.10”

17 “Let us now consider some example attacks that make use | M-7, M-41, | DRE devices are distributed with the approved ballots
of modifying the ballot definition file. Because no M-124, O- | loaded and locked into the machine. The machines are
cryptographic techniques are in place to guard the integrity | 14, T-37 sealed with tamper-proof tape prior to shipment to the
of the ballot definition file, an attacker could add, remove, polling site. The Election Judges remove the tamper-proof
or change issues on the ballot, and thereby confuse the tape the morning of the election.
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result of the election.

tape the morning of the election.

17

“Likewise, an attacker who can change the ballot definition
could also change the ordering of the candidates running
for a particular office. Since, at the end of the election, the
results are uploaded to the server in the order that they
appear in the ballot definition file, and since the server will
believe that the results appear in their original order, this
attack could also succeed in swapping the votes between
parties in a predominantly partisan precinct. This ballot
reordering attack is also discussed in more detail in
Section 4.3.”

M-7, M-10

DRE devices are distributed with the approved ballots
loaded and locked into the machine. The machines are
sealed with tamper-proof tape prior to shipment to the
polling site. The Election Judges remove the tamper-proof
tape the morning of the election.

17

“Suppose that the election officials are planning to
download the configuration files over the Internet and that
they are running late and do not have much time before
the election starts to distribute ballot definitions manually
(i.e., they might not have enough time to distribute physical
media with the ballot definition files from central office to
every voting precinct). In such a situation, an adversary
could mount a traditional Internet denial-of-service attack
against the election management’s server and thereby
prevent the voting terminals from acquiring their ballot
definitions before the start of the election. To mount such
an attack effectively, the adversary would ideally need to
know the topology of the system’s network, and the nhame
of the server(s) supplying the ballot definition file.12 If a
fair number of people from a certain demographic plan to
vote early in the morning, then this could impact the results
of the election.”

N/A

DRE devices are distributed with the approved ballots
loaded and locked into the machine. The machines are
sealed with tamper-proof tape prior to shipment to the
polling site. The Election Judges remove the tamper-proof
tape the morning of the election.

18

“Unlike such traditional attacks, however, the network-
based attack (1) is relatively easy for anyone with.
knowledge of the election system’s network topology to
accomplish; (2) this attack can be performed on a very
large scale, as the central distribution point(s) for ballot
definitions becomes an effective single point of failure; and

0-23, 0-24

The DRE devices are not connected to the Internet or to any
other network. The DRE devices are distributed with the
approved ballots loaded and locked into the machine. The
machines are sealed with tamper-proof tape prior to
shipment to the polling site. The Election Judges remove the
tamper-proof tape the morning of the election.
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(3) the attacker can be physically located anywhere in the
Internet-connected world, complicating efforts to
apprehend the attacker. Such attacks could prevent or
delay the start of an election at all voting locations in a
state. We note that this attack is not restricted fo the
system we analyzed; it is applicable to any system that
downloads its ballot definition files using the Internet.”

tamper-proof tape the morning of the election.

18

*Just as it is possible for an adversary to tamper with the
downloading of the ballot definition file (Section 5.1), it is
also possible for an adversary to tamper with the
uploading of the election results. To make this task even
easier for the adversary, we note that although the election
results are stored “encrypted” on the voting devices
(Section 4.4), the results are sent from the voting devices
to the back-end server over an unauthenticated and
unencrypted channel. In particular,
CTransferResultsDig::OnTransfer() writes ballot results to
an instance of CDIL 2Archive, which then writes the votes in
cleartext to a socket without any cryptographic checksum.
Sending election results in this way over the Infernet is a
bad idea. Nothing prevents an attacker with access fo the
network traffic, such as workers at a local ISP, from
modifying the data in transit.”

M-89, 0-23

The Internet is not used for transmitting voting counts.

18

“If the voting terminals use a modem connection directly to
the tabulating authonty’s network, rather than the Internet,
then the risk of such an attack is less, although still not
inconsequential. A sophisticated adversary (or employee
of the local phone company) could tap the phone line and
intercept the communication.”

0-23, 0-24

Modem communications are subject to intercept. SAIC has
recommended: a) encryption for the transmissions; b) a
100% verification of PCMCIA cards to the vote
transmissions.

18

"All of these adversaries could be easily defeated by
properly using standard encryption suites like SSL/TLS,
used throughout the World Wide Web for e-commerce
security. We are puzzled why such a widely accepted and
studied technology is not used by the voting terminals to

0-23, 0-24

Modem communications are subject to intercept. SAIC has
recommended: a) encryption for the transmissions; b) a
100% verification of PCMCIA cards to transmissions.
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18

“In some configurations, where the voting terminals are
directly connected to the Internet, it may be possible for an
adversary to attack them directly, perhaps using an
operating system exploit or buffer overflow aftack of some
kind. Ideally the voting devices and their associated
firewalls would be configured to accept no incoming
connections [CBRO3]. This concern would apply to any
voting terminal, from any vendor, with a direct Internet
connection.”

0-23, 0-24

The DRE device is not connected to the Internet or to any
other network.

19

“Of course, reading the source code fo a product gives
only an incomplete view into the actions.and intentions of
the developers who created that code. Regardless, we can
see the overall software design, we can read the
comments in the code, and thanks to the CVS repository,
we can even look at earlier versions of the code and read
the developers’ commentary as they committed their
changes to the archive.”

N/A

This is not a security requirement.

19

“Inside cvs.tar we found multiple CVS archives. Two of the
archives, AccuTouch and AVTSCE implement full voting
terminals. The AccuTouch code dates to around 2000 and
is copyrighted by “Global Election Systems, Inc.” while the
AVTSCE code dates to mid-2002 and is copyrighted by
“Diebold Election Systems, Inc.” (The CVS logs show that
the copyright notice was updated on February 26, 2002.)
Many files are nearly identical between the two systems
and the overall design appears very similar. Indeed,
Diebold acquired Global Election Systems in September,
2001.13 Some of the code, such as the functions to
compute CRCs and DES, dates back fo 1996, when
Global Election Systems was called “I-Mark Systems.”

This legacy is apparent in the code itself as there are
portions of the AVTSCE code, including entire classes,

N/A

This is not a security requirement.
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that are either simply not used or removed through the use
of #ifdef statements. Many of these functions are either
incomplete or, worse, do not perform the function that they
imply as is the case with

CompareFiles in Ulilities/FileUtil.cpp:

BOOL CompareFiles(const CString& file1, const CString&
file2)

{

/* XXX use a CRC or something similar */
BOOL exists1, exists2;

HANDLE hFind;

WIN32_FIND_DATA fd1, fd2;

exists1 = ((hFind = ::FindFirstFile(file1, &fd1)) =
INVALID_HANDLE _VALUE);

::FindClose(hFind);

exists2 = ((hFind = ::FindFirstFile(file2, &fd2)) I=
INVALID_HANDLE_VALUE);

::FindClose(hFind);

return (exists1 && exists2 && fd1.nFileSizeLow ==
fd2.nFileSizeLow);

}

Currently the code will declare any two files to be the same

SAIC-6099-200,-261
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that have the same size. The author's comment to use a
CRC doesn’t make much sense, as a byte-by-byte
comparison would be more efficient. If this code were ever
used, its inaccuracies could lead to wide variety of
subsequent errors. While most of the preprocessor
directives that remove code-correctly use #if O as their
condition, some use #ifdef XXX. There is no reason that a
later programmer should realize that defining XXX will
cause blocks of code to be reincluded in the system
(causing unpredictable results, at best). We also noticed
#ifdef LOUISIANA in the code. Prudent software
engineering would recommend a single implementation of
the voting software, where individual states or
municipalities could have their desired custom features
expressed in configuration files.” .

20

“While the system is implemented in an unsafe language
(C++), the code reflects an awareness of avoiding such
common hazards as buffer overflows. Most string
operations already use their safe equivalents, and there
are comments reminding the developers to change others
(e.g., should really use snprintf). While we are not
prepared to claim that there are no buffer overflows in the
current code, there are at the very least no glaringly
obvious ones. Of course, a better solution would have
been to write the entire system in a safe language, such as
Java or C#.”

0-34

The scope of the risk assessment did not include a review of
Diebold’s software engineering practices. However, such an
attack vector would require network access. The DRE
devices are not connected to a network.

20

“The core concepts of object oriented programming such
as encapsulation are well represented, though in some
places C++’s non-typesafe nature is exploited with casts
that could conceivably fail. This could cause problems in
the future as these locations are not well documented.”

N/A

This is not a security requirement.

20

“Overall, the code is rather unevenly commented. While
most files have a description of their overall function, the
meanings of individual functions, their arguments, and the

M-102

The scope of the risk assessment did not include a review of
Diebold’s software engineering practices. If should be noted
that since the publication of the Rubin report, Diebold has
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algorithms within are more often than not undocumented.

developed, documented, and implemented a change control
process, which has been delivered to the SBE.

21

“An important point to consider is how code is added to the
system. From the CVS logs, we can see that most code
updates are in response to specific bugs that needed to be
fixed. There are numerous authors who have committed
changes to the CVS tree, and the only evidence that we
have found that the code undergoes any sort of review
process comes from a single log comment: “Modify code
to avoid multiple exit points to meet Wyle requirements.”
This could refer to Wyle Laboratories whose website
claims that they provide all manner of testing services.”

M-3

The scope of the risk assessment did not include a review of
Diebold’s software engineering practices. It should be noted
that since the publication of the Rubin report, Diebold has
developed, documented, and implemented a change control
process, which has been delivered to the SBE.

21

“There are also pieces of the voting system that come from
third parties. Most obviously is the operating system, either
Windows 2000 or Windows CE. Both of these OSes have
had numerous security vulnerabilities and their source
code is not available for examination to help rule out the
possibility of future attacks. Besides the operating system,
an audio library called “fmod” is used. 15 While the source
to fmod is available with commercial licenses, unless the
code is fully audited there is no proof that fmod itself does
not contain a backdoor.”

M-3

Exploitation of these attack vectors would require network
access. The DRE devices are not connected to a network.

21

“Due to the lack of comments, the legacy nature of the
code, and the use of third-party code and operating
systems, we believe that any sort of comprehensive, top-
to-bottom code review would be nearly impossible. Not
only does this increase the chances that bugs exist in the
code, but it also implies that any of the coders could insert
a malicious backdoor into the system. The current design
deficiencies provide enough other attack vectors that such

M-3

The scope of the risk assessment did not include a review of
Diebold’s software engineering practices. However, such an
attack vector requires network access. This risk is mitigated
because the DRE devices are not connected to a network.

B-28

OFFICIAL USE ONLY



SAIC-6099-2005-261
September 2, 2003

Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBi y Lot

an explicit backdoor is not required to successfully attack
the system. Regardless, even if the design problems are

eventually rectified, the problems with the coding process
may well remain intact.”

21

“While the code we studied implements a full system, the
implementors have included extensive comments on the
changes that would be necessary before the system
should be considered complete. It is unclear whether the
programmers actually intended to go back and remedy all
of these issues as many of the comments existed,
unchanged, for months, while other modifications took
place around them. It is also unclear whether later version
of AVTSCE were subsequently created.”

N/A

This is not a security requirement.

22

“There are, however, no comments that would suggest
that the design will radically change from a security
perspective. None of the security issues that have been
discussed in this paper are pointed out or marked for
correction. In fact, the only evidence at all that a redesign
might at one point have been considered comes from
outside the code: the Crypto++ library16 is included in
another CVS archive in cvs.tar. However, the library was

added in September 2000 and was never used or updated.

We infer that one of the developers may have thought that
improving the cryptography would be useful, but then got
distracted with other business.”

N/A

This is not a security requirement.
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TABLE OF DOCUMENTS REVIEWED DURING THIS ASSESSMENT

In the course of our evaluation of the AccuVote-TS system, SAIC reviewed all available documentation pertaining to the system, its
setup, storage, operations and maintenance. Following is a list of the documents considered in our review. The document review
commenced on August 5, and was completed August 20, 2003.

2002 AG Instructions DRE

INSTRUCTIONS OF THE ATTORNEY GENERAL OF MARYLAND
TO THE REGISTERED VOTERS OF MARYLAND

FOR THE OPERATION OF ACCUVOTE — TS VOTING UNITS

2002 AG Instructions Writein

INSTRUCTIONS FOR WRITE-IN VOTES

2002 Allegany County Manual

ELECTION JUDGES

TRAINING AND PROCEDURES

2002 general probs (must be AG)

N/A

4-30-03i DRE Open Issues
05-14-03i DRE Open Issues
05-21-03i DRE Open Issues
05-07-03i DRE Open Issues
09-15-02p RECOMMENDATIONS

GUBERNATORIAL PRIMARY ELECTION 2002

C-1

OFFICIAL USE ONLY



SAIC-6099-2000-261
September 2, 2003

Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBiebeld-AcsuVote-TS-Voting-System-and-Processes-Risk-Assessment |

MONTGOMERY COUNTY
AGTouchScreen INSTRUCTIONS OF THE ATTORNEY GENERAL OF MARYLAND
TO THE REGISTERED VOTERS OF MARYLAND
FOR THE OPERATION OF ACCUVOTE — TS VOTING UNITS
AGWrite-In INSTRUCTIONS FOR WRITE-IN VOTES

AlleganyGeneralFlowChart

Ballot Creation Process for Allegany County

Codeof Conduct CODE OF CONDUCT
FOR VOTER EDUCATION FACILITATORS

CommPlan SBE Communications Plan

ContractMod INFORMATION TECHNOLOGY CONTRACT MODIFICATIONS SBE Voting System Implementation
Project State Board of Elections (SBE) PROGRAM

DorchesterGener... Ballot Creation Process for Dorchester County

DRIMPIlan SBE Disaster Recovery and Incident Management Pian

DRIMTempiate

Disaster Recovery and Incident Management Plan

Export

General Election Results Export Procedure

FinalChangeControl

SBE Change Control Plan

FinalMaintenancePlan

SBE Maintenance Plan

How to Configure a TS to Transfer
Results

How to Configure a TS to Transfer Result
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ImplementationPlan SBE Implementation Plan

Judge’s TS What If's AccuVote TS - Technician’s What If's

L&Acertificate1 CERTIFICATION # 1 (Inspector) ACCUVOTE TS PRE-ELECTION LOGIC AND ACCURACY TESTING
L&Acertificate2 CERTIFICATION # 2 (Inspector) ACCUVOTE TS PRE-ELECTION LOGIC AND ACCURACY TESTING
L&Acertificate3 CERTIFICATION # 3 (Inspector) ACCUVOTE TS PRE-ELECTION LOGIC AND ACCURACY TESTINé
L&Acertificate4 CERTIFICATION # 4 (Inspector) ACCUVOTE TS PRE-ELECTION LOGIC AND ACCURACY TESTING
L&Acertificateb CERTIFICATION # 5 (Inspector) ACCUVOTE TS PRE-ELECTION LOGIC AND ACCURACY TESTING
L&AChecklist AccuVote-TS L&A Checklist

L&ADeclaration BOARD OF ELECTIONS

COMPUTER PROFESSIONAL DECLARATION

AND CONFIDENTIALITY AGREEMENT

MontgomerGeneralFlowChaft Ballot Creation Process for Montgomery County

PCMCIA.Recovery Election Recovery PCMCIA Failure

Election in Progress

Performing the LA pre-election setup | L&A Testing Revised 10/09/02

checks
Phasell_IP State Board of Elections, AccuVote

Touch Screen Voting System Phase Il implementation Plan June 19, 2003
PollworkerManual WELCOME TO DIEBOLD POLL WORKER TRAINING

C-3 OFFICIAL USE ONLY



Diebold AccuVote-TS Voting System and Processes Risk Assessment.docBiebeld-A

SAIC-6099-2000-261
r2, 2003

Septembe

PowerManagementPlan

State Board of Elections, AccuVote

Voting System Power Management Plan

PrinceGeorgeGeneralFlowChart

Ballot Creation Process for Prince George's County

QAPIlan

State Board of Elections Systems Project Management Office Support Quality Assurance (QA) Plan

RISCPIlan

State Board of Elections Systems Project Management Office Support Risks, Issues, Systems
Incidents, and Changes (RISC} Plan

Software_Hrdwr Changes

Software/Hardware Changes to Diebold Elections Systems

SpaceRequirements4-03

PHASE Il IMPLEMENTATION SPACE AND ELECTRICAL REQUIREMENTS BY COUNTY

TECHNICIANS Election Day Check
Lists

TECHNICIANS' MORNING CHECK LIST

Tech's TS What If's

AccuVote TS - Technician's What If's

TS UNIT DEFECT BREAKDOWN

TS UNIT DEFECT BREAKDOWN

TSAccumulate

Using the AccuVote TS

TSAccumulateNoWrite Using the AccuVote TS
TSClose Using the AccuVote TS
TSModem Using the AccuVote TS
TSOpen Using the AccuVote TS
TSVIBS Using the AccuVote TS

VCProgrammer 4.1 User's Guide
Revision 3.0

VC Programmer Guide 4.1
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Voter Card Encoder User's Guide
Revision 1.3

Voter Card Encoder User Guide

VoterAccessCard

Front side of card

WarehouseStandard4-03

Diebold Warehouse Standards

WBSPIlan

WBS Plan

20981KeyboardAttachment-
20040211

Santa Clara RFP

checksandbalances

July 30, 2003 Diebold - Checks and balances in elections equipment and procedures prevent alleged
fraud scenarios

diebold JHU Study

Analysis of an Electronic Voting System

Aviel. D. Rubin, et al, July 23, 2003

georgia

Security in the Georgia Voting System

Britain J. Williams, Ph.D. April 23, 2003

Board of Election — PG County 2002 Voting Machine Technician’s Guide

Board of Election — PG County 2002 Quick Reference Guide

Procedures for Official Canvass, Verification and Post-Election Audit

Allegany County — AccuVote Manual

SBE Procedures for Election Day

Diebold — AccuVote-TS R6 1.2
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Diebold — Election Administrator's Guide

Diebold — Ballot Station 4.3 User's Guide

Diebold -- Voting System — Phase |l Election Judge Manual

Precinct Count 1.96 User's Guide , Revision 2.0, Diebold Election Systems

Wyle Test Report, Change Release Report of the Accuvote-TS R6 DRE Voting Machine (Firmware

Change Release 4.3.15)

Diebold Election Systems Software Qualification test Report GEMS 1-18, Addendum 2, 7/08/03, Ciber,

Inc.

Memo from Lamone — 2002 Election Results Transfer

State-Wide Voting System Project Election Night Report Procedures

SBE Recount Process Workflow for the AccuVote Voting System

Auditability of Non-Ballot, Poll-Site Voting Systems

Part II. Position Functions

Procedures for Official Canvass Verification and Post-Election Audit

Memorandum Election Day Log

Registration & Election Laws of MD

DRE Voting System Contact

MD Certification Evaluation of the Global Election Systems, Inc AccuTS R6

Diebold — Poll Worker Training
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SBE Work Breakdown Structure

SBE Communication Plan

SBE Risks, Issues, System Incidents & Changes

Registration and Election Laws of Maryland

Diebold Pollworker’s Guide

Election Judges Training & Procedures

Diebold AccuVote-TS R6 Hardware Guide

Diebold — User’s Guide

SBE — Phase Il Implementation Plan

information Technology Contract Modifications

Recommendations Gubernatorial Primary Election 2002

Memorandum Emergency Contingency Plan

Gubernatorial General Election Night Resuits Processing, September 10, 2002

Gubernatorial General Election Night Results Processing, November 5, 2002

2002 Gubernatorial Primary Election Results Tracking Worksheet

2002 Gubernatorial General Election Results Tracking Worksheet

2002 Gubernatorial General Election SBE Staffing Worksheet

State-Wide Voting System Project General Election Results Export Procedures
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Board of Election — PG County 2002 Election Judge Manual

Prince George's County Government, Office of Information Technology and Communications, Letter to
Linda Lamone, Administrator, Regarding Concerns and Recommendation on Accuvote —TS systems.

Diebold Poll Worker Training Guide

SBE AccuVote-TS Direct Recording Electronic Voting System Certification

State-Wide Voting System Project, Touchscreen and Booth Acceptance Test Guide

State-Wide Voting System Project, UPS Acceptance Test Guide

State-Wide Voting System Project, OS Acceptance Test Guide

Diebold Source Code, version Diebold Source Code, version 4.3.1.5, received 15 August 2003
4315

CD PG County — Taking Charge Election Judge Training

CD Montgomery County — Training Materials Election Judge & Tech. Staff
CD Montgomery Judge's Manual Complete

Video “From Chads to Bytes”

Documentation Received After — Wed-08/14
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GA — Certification Test Report 2003 Certification Test of GA
ﬁGA — LCCR Analysis — Voter Verification ELECTION REFORM POLICY ANALYSIS: “Voter-Verified Paper Trails” Are Not Needed To
Keep Elections From Being Stolen ‘
GA — Security — 08 " | Security Features.of Georgia’s Electronic Voting System
GA — Voting system security Security in the Georgia Voting System (duplicate) -
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